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V/v phong ngtra toi pham Iua dao
chiém doat tai san trén khong gian mang

Kinh gtri: S6 Van héa va Thé thao Thanh phd Ha Noi

Trong thoi gian gan ddy, co quan chirc ning d3 phét hién ddu hiéu tin tic
tan cong vao hé théng dir liéu cta Trung tdm Théng tin tin dung Qudc gia (CIC),
véi muc dich danh cap, phat tan thong tin c4 nhan, lich str tin dung cua cong dan
va doanh nghiép. Su viéc nay tiém an nhiéu nguy co bj cac déi tuong xau loi dung
dé thuc hién hanh vi lira dao chiém doat tai san v6i nhiéu phuong thtic, thu doan
tinh vi, kho ludng vi cac déi tuong da co thong tin lich sir tin dung ctia ngudi dan.

Qua cong tac nim tinh hinh, Céng an Thanh phd nhan dinh cac dbi tugng
c6 thé loi dung dé thuc hién mot sd thu doan pham t6i Itra déo chiém doat tai san
nhu sau:

Thii doan thir nhit: Gia danh ngén hang, t6 chire tin dung: Cac d6i tuong
s& goi dién, gtri email, tin nhdn SMS cho ngudi dan véi noi dung: “khodn vay sdp
xdc minh lai hop dong tin dung” “cap nhdt hé so CIC de tranh bz
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dén han”,
phat”... va cung cap duong link gia mao, yéu cdu ngudi dan truy cap roi cung cap
thong tin tai khoan ngan hang, thé tin dung... (mdt khdu, md OTP, sé thé, sé
CVV...) dé chiém doat quyén kiém soat tai khoan ngan hang va chiém doat sé tién
trong tai khoan ngén hang.

Thui doan thir 2: Mao danh co quan Nha nudc: Déi tuong co thé gia danh
can bo CIC, Ngan hang Nha nude, Co quan Cong an, Vién Kiém sat... goi dién
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thong bao ngum dan “lién quan dén khodn vay bat hop phdp”, “no tin dung nghiém

trong” ... roi y_eﬁ cau tai ung dung, truy cap website gid mao hodc chuyén tién dé
“x4c minh”. Day 14 hinh thtc lira dao rat nguy hiém vi ching nim trong tay céc
thong tin that vé khoan vay clia nan nhan, khién nhiéu ngudi mét canh giac.

Thii doan thur 3: Quang cdo dich vu xoa no xdu, ning diém tin dung: Loi
.dung tdm 1y lo lang clia nhitng ngudi dang cé ng x4u, dbi twong quang céo “dich
vu x6a no CIC”, “lam dep hé so tin dung”, yéu cdu déng phi dé x6a no xau nhung
thuc chét chi nhim chiém doat tién hodc thu thap thém thong tin c4 nhin nhay
cam ctia ngudi dan. Hodc ddi tugng c6 thé chao moi “gdi vay wu dai, “dau tw tai
chinh nhanh” dé giai quyét khé khan ng nan.

Thit doan thir 4, Sir dung thong tin ca nhan dé mao danh liva dio chiém
doat tai san ciia ngwoi khdc: Voi thong tin tin dung chi tiét (ho tén, s6
CMND/CCCD, ngay sinh, dia chi, quan hé ngdn hang...), doi tugng c6 thé loi
dung dé tiép can ban bé, ngudi than cua nan nhén, dua ra thong tin thét vé tinh
trang nQ nan, rdi muon tién hoac 16i kéo dau tu “griip tra ng”, tr 4o chiém doat
tai san.
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Pé cht dong phong ngira toi pham lira dao chiém doat tai san str dung cong
nghé cao trén khéng gian mang, Céng an Thanh phd dé nghi S& Van hoa va Thé
thao Thanh phé phdi hop chi dao cac don vi nghiép vu thuc hién cong tac tuyén
truyén, phd bién cho quan chiing nhan dan vé cac phuong thie, thu doan pham t0i
néu trén va khuyén cdo ngudi dan cac ndi dung:
1. Tuyét d6i khong cung cip thong tin c4 nhan, thong tin tai khoan ngan
hang, mat khéu, ma OTP cho nguoi la thong qua dién thoai, email, mang xa hoi.
2. Khong truy c4p, tai tép tin hodic cai dit timg dung tir cdc ngudn khong
chinh théng, dudng dan la c6 lién quan dén “tra ctru CIC”, “x6a ng xau”, “nang
diém tin dung”, “x4c minh tin dung”...
3. Tuyét dbi khong chuyén tién vao tai khoan ngéan hang la véi ly do “xac
minh tai san/tin dung”, “xéa ng CIC”... hodc do nguoi la yéu cau thong qua dién
thoai, mang xa hoi.
4. Khi ¢6 nhu cau kiém tra thong tin tin dung, chi str dung cong dich vu
chinh thirc ctia CIC hodc ngén hang noi dang giao dich.
5. Chu dong theo doi tai khoan ngan hang, vi dién tir; néu phat hién giao
dich bat thuong can lién hé ngay v6i ngan hang dé duoc hd tro kip thoi.
6. Ngudi dan, Doanh nghiép can canh giac véi cac 161 moi goi dau tu, vay
von bat thuong; xac minh k§ ngudn ge, tinh phap ly truée khi ky két hop dong
thong qua hotline chinh thirc ctia ngan hang, doanh nghiép dbi téc.
Khi nhén dwoc cudc goi, tin nhin nghi ngo, can binh tinh, khong lam theo
huéng dan ciia doi twong, dong thoi bdo ngay cho Co quan Céng an noi gan nhat
dé duwoc hé tro.
R4t mong nhén dugc su quan tdm phéi hop ctia S& Van héa va Thé thao
Thanh phé Ha Noi.Ag
Noi nhin: KT. GIAM POC

- Nhu trén; P IAM POC
(Dé phoi hop thuc hién) Z D

- Bb/c Giam déc CATP;
(Dé bao cdo)

- Luu: VT, PC02-P6pnquan
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