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VAN BAN QUY PHAM PHAP LUAT

UY BAN NHAN DAN THANH PHO HA NOI

UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

THANH PHO HA NOI Doc 1ap - Tw do - Hanh phuc

S6: 29/2026/QD-UBND Ha Néi, ngay 10 thang 3 nam 2026
QUYET PINH

Ban hanh dinh mirc Kinh té - k§ thuit giam siat dam bio an toan thong tin
d6i v6i hé thong ha tang ky thuit dich vu cong nghé thong tin phuc vu cong
tac quin ly nha nwéc linh vuce tai nguyén, moi trudng

Can cit Ludt Té chive chinh quyén dia phwong sé 72/2025/QH15;
- Can cir Ludt Ban hanh van ban quy pham phap ludt s6 64/2025/QH15; Ludt sua

doi, bo sung Ludt Ban hanh van ban quy pham phap ludt so 87/2025/QH15;

Can cir Ludt Cong ngh¢ thong tin s6 67/2006/QH11 ngay 29/6/2006 va Vin
ban hop nhat so 65/VBHN-VPQH ngay 15/8/2025;

Can cir Ludt An toan théng tin mang s6 86/2015/0H13;

Can cir Ludt An ninh mang s6 24/2018/0HI14;

Can cir Ludt Bédo vé dir liéu cé nhéan sé 91/2025/QH15;

Can cir Nghi dinh s 85/201 6/NP-CP ngay 01 thang 7 nam 2016 cua Chinh
phu vé bao dam an toan hé thong thong tin theo cdp do.

Can cit Nghi dinh s6 73/2019/NP-CP ngay 05 thang 9 nam 2019 cua Chinh phu
vé quan Iy dau tu ung dung cong nghé thong tin sur dung nguon von ngan sach nha

nude, dwoc sira doi, bo sung boi Nghi dinh sé 82/2024/ND-CP ngay 10 thing 7
nam 2024,

Can cit Nghi dinh s6 32/2019/NP-CP ngay 10 thang 4 nam 2019 cua Chinh phu
quy dinh giao nhiém vu, dat hang hodc dau thau cung cdp san phdam, dich vu cong
sir dung ngdn sdach nha nwdéce tir nguon kinh phi chi thiwong xuyén dwoc siva doi, bo
sung béi Nghi dinh s6 125/2025/NP-CP ngay 11 thing 6 ndm 2025, Nghi dinh s6
214/2025/ND-CP ngay 04 thang 8 nam 2025;
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Can cir Nghi dinh sé 60/2021/NP-CP ngay 21 thing 6 nam 2021 vé quy dinh
co ché t chii cia don vi sw nghiép cong ldp dwoc siva doi, b6 sung boi Nghi dinh
s6 111/2025/ND-CP ngay 22 thang 5 ndm 2025;

Can cir Nghi dinh s6 53/2022/NP-CP ngay 15/8/2022 ciia Chinh phii quy dinh
chi tiet mot so diéu cua Ludt An ninh mang;

Can cir Thong tu $6 31/2017/TT-BTTTT ngay 15/1 1/2017 cua Bo Thong tin va
Truyén thong vé quy dinh hoat dong giam sat an toan hé thong thong tin;

Théng tie 56 1 2/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua B9 truong Bo
Thong tin va Truyén thong Quy dinh chi tiét va huong ddn mot s6 diéu cua Nghi
dinh so 85/2016/ND-CP ngay 01/7/2016;

Theo dé nghi cia Gidm doc S6 Nong nghiép va Méi truong tai To trinh s6
77/TTr-SNNMT ngay 01 thang 02 nam 2026 vé viéc diw thao Quyét dinh ban hanh
DPinh mikc kinh té - ky thudt gidm sat dam bdo an toan théng tin déi véi hé thong ha
tang ky thudt dich vu céng nghé théng tin phuc vu cong téc qudn 1y nha nwée linh
viee tai nguyén, moi truong;

Uy ban nhdn dén thanh phé Ha Ngi ban hanh Quyét dinh ban hanh Dinh mikc
kinh té - ky thudt gidm sdt dam bdo an toan théng tin doi véi hé thong ha tang ky
thudt dich vu cong nghé thong tin phuc vu cong tac quan ly nha nuoc linh vuc tai
nguyén, moi truong.

QUYET PINH:

Pi¢u 1. Pham vi diéu chinh

Pinh mirc kinh té - k¥ thuat giam sat dam bao an toan thong tin ddi v6i hé
théng ha téng k¥ thuat, dich vu cong ngh¢ thong tin 1a can ctr dé xdy dung don gia
va dy toan kinh phi thuc hién viéc giam sat dam bao an toan thong tin dbi véi hé
thdng ha tang k¥ thuat, dich vu cong nghé thong tin phuc vu céng tac quan 1y nha
nudc trong linh vue tai nguyén, moi trudng ctia thanh phd Ha Noi.

Picu 2. Poi twong 4p dung

Pinh muc kinh té - ky thuat ap dung cho céc co quan nha nudc, cac don vi sy
nghiép cong lap, cac to6 chiic va c4 nhan co6 lién quan thuc hién cic cong viéc vé
giam sat dam bao an toan thong tin d61 véi h¢ thong ha tang k¥ thuat, dich vu cong
ngh¢ thong tin nganh tai nguyén, moi truong trén dia ban thanh phd Ha Noi.

Piéu 3. Noi dung dinh mirc

Dinh marc kinh té - k¥ thuat giam sat dam bao an toan thong tin ddi véi hé
thong ha tang k¥ thuat dich vu cong nghé thong tin phuc vu cong tac quan ly nha
nudc linh vuc tai nguyén, moéi trudong duge quy dinh tai Phu luc kém theo Quyét
dinh nay gom:
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1. Pinh mtrc giam sat dam bao an toan thong tin cho thiét bi mang (tuwong lira -
firewall, ids/ips, router, switch)

2. Pinh mic giam sat dam bao an toan thong tin cho ha ting 4o hoa
(Cloud, Virtualization)

3. Pinh mirc giam sat dam bao an toan thong tin cho may chii (hé diéu hanh
Windows, Linux)

4. Pinh muc gidm sat ddm bdo an toan thong tin cho trng dung (Web, ERP,
CRM, API, Email)

5. Pinh murc giam sat dam bao an toan thong tin cho co s¢ dit li€u

6. Pinh muc gidm sat ddm bao an toan thong tin cho ngudi dung

7. Dinh murc giam sat dam bao an toan thong tin cho toan bo he théng (SOC - trung
tam di€u hanh an ninh mang).

Piéu 4. T chirc thye hién

1. Can cr dinh muc kinh té - k§ thuat quy dinh tai Quyét dinh nay, S& Nong
nghiép va Moi truong c6 trach nhiém chu tri, phdi hop cac So, nganh c6 lién
quan xay dung don gia dich vy giam sat dam bao an toan thong tin doi voi hé
thong ha tang ky thuét, dich vu cong nghé thong tin linh vuc tai nguyén, moi
truong trén dia ban thanh phé Ha Noi, trinh UBND Thanh ph6 ban hanh theo quy
dinh cua phap luat.

2. Trong qua trinh thyc hi¢n, S& Nong nghiég va Moi truong cé trach nhi¢m
chu tri, phdi hop cac so, nganh, don vi lién quan to chure ra soat, danh gia, bao cao
UBND Thanh ph6 xem xét, di€u chinh, b6 sung kip thoi bdo ddm phu hop thuce té
va quy dinh phép luat.

3. Chanh Vin phong UBND Thanh phé, Giam dbc cac So: Nong nghiép va Moi
truong, Tai chinh, T,hﬁ trudng cac co quan, to chirc, don vi c6 lién quan chiu trach
nhiém thi hanh Quyét dinh nay.

Piéu 5. Hiéu lyc thi hanh

Quyét dinh nay c6 hiéu luc ké tir ngay 20 thang 3 niam 2026.

TM. UY BAN NHAN DAN

KT.CHU TICH
PHO CHU TICH

Nguyén Manh Quyén



CONG BAO HA NOI/S6 120+121/Ngay 17-3-2026 5

PINH MUC KINH TE - KY THUAT GIAM SAT PAM BAO AN TOAN
THONG TIN POI VOI HE THONG HA TANG KY THUAT DICH VU
CONG NGHE THONG TIN PHUC VU CONG TAC QUAN LY NHA NUOC
THUQC LINH VUC TAI NGUYEN VA MOI TRUONG TREN PIA BAN
THANH PHO HA NOI
(Ban hanh kém theo Quyét dinh s6 29/0P-UBND ngady 10 thang 03 ndm 2026
ciia UBND thanh phé Ha Néi)

Phan I
QUY PINH CHUNG

1. Co sé xay dung dinh mirc kinh té - k§ thuat

Cin ctr Ludt Cong nghé thong tin s6 67/2006/QH11 va Luat s6 65/VBHN-VPQH.

Can ctr Luat An toan thong tin mang s6 86/2015/QH13;

Can ctr Luat An ninh mang s6 24/2018/QH14;

Cian ctr Luét Bao vé dit liéu c4 nhan s 91/2025/QH15;

Can ctir Nghi dinh s6 204/2004/ND-CP ngay 14 thang 12 nim 2004 cua Chinh
phu vé ché @6 tién lwong d6i v6i can bo, cong chirc, vién chirc va luc luong vil trang;

Cin ctr Nghi dinh s6 117/2016/ND-CP ngay 21 thang 7 nam 2016 ctia Chinh
phu stra d61 b6 sung mot s6 di€éu Nghi dinh s6 204/2004/ND-CP ngay 14 thang 12
nam 2004 cta Chinh phu vé ché do tién luong doi vdi can bg, cong chue, vién
chuc va lyc lugng vii trang;

Can cu Nghi dinh sé 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh
pht vé bao dam an toan hé thong thong tin theo cap do.

Can cu Nghl dinh s6 73/2019/ND-CP ngay 05 thang 9 nam 2019 cua Chinh
phu vé quan 1y dau tu Lrng dung cong nghé thong t1n str dung ngudn vén ngan sach
nha nude, duoc stra doi, bd sung boi Nghi dinh sb 82/2024/NP-CP ngay 10 thang
7 nam 2024.

Can ctr Nghi dinh s6 53/2022/ND-CP ngay 15/8/2022 ctia Chinh phu quy
dinh chi tiét mot s diéu ctia Luat An ninh mang;

Can ctr Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 cta Bé Thong tin
va Truyén thong vé quy dinh hoat dong giam sat an toan hé thong thong tin;
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Can clr Thong tu s6 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cta Bo
truéng Bo Thong tin va Truyén thong Quy dinh chi tiét va hudng dan mot sd diéu
ctia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016;

Cin ctr Thong tu s6 26/2014/TT-BTNMT ngay 28 thang 5 nam 2014 cia Bo
truong Bo Tai nguyén va Moi truong ban hanh Quy trinh va Pinh mtrc kinh té - ky
thuat xay dung co s¢ dir li¢u tai nguyén va moi truong;

Can ctt Thong tu s6 14/2020/TT-BTNMT ngay 27 thang 11 nim 2020 cua Bo
Tai nguyén va Méi truong ban hanh Quy trinh va Dinh mtc kinh té - ki thuat xay
dung, duy tri, van hanh hé thong thong tin nganh tai nguyén va moi truong;

Can ct Thong tu sb 23/2023/TT-BTC ngay 25/4/2023 ciia B Tai chinh
hudng dan ché do quan ly, tinh hao mon, khau hao tai san ¢6 dinh tai co quan, to
chure, don vi va tai san c6 dinh do nha nudce giao cho doanh nghi¢p quan ly khong
tinh thanh phan von nha nudc tai doanh nghiép;

Cian ctr Nghi quyét s6 16/NQ-HPND ngay 04/7/2023 caa HDND thanh phd
Ha No6i ban hanh Danh muc dich vu su nghiép cong st dung ngan sach nha nudc
thudc linh vuc tai nguyén va moi truong.

2. Quy dinh viét tit

STT Viét tit Tiéng Anh Giai nghia tiéng Viét

1. | ATTT Information Security An toan thong tin

5 CVE Common Vulnerabilities and Daph myc 16 héng bao mat chuin
Exposures quoc te

3. | Patch Management | Patch Management Quan 1y ban vé hé thong

4 | IDS/IPS Intrusion  Detection/Prevention Hé théng phit hién/ngin chiin xam nhép
System

5. | DoS/DDoS EZESIOE;E‘EEZM / Distributed | e g tir chéi dich vu

6. | Pentest Penetration Testing Kiém thir xdm nhap

7. SQLi SQL Injection KV thuat tn cong chen 1énh SQL

8. | XSS Cross-Site Scripting K§ thuat tin cong chén ma script

9. RCE Remote Code Execution Khai thac thyc thi ma tir xa

10. | OWASP Top 10 OWASP Top 10 10 16 hdng bao mét web phd bién nhat

11. | CWE Common Weakness Enumeration | Danh muc céc diém yéu phan mém

12. | AD Active Directory ]c);:l;\/[\;ir?)gi?tly tai khoan/miy tinh

13. | RBAC Role-Based Access Control M5 hinh phan quyén dura trén vai tro

14. | UBA User Behavior Analytics Phan tich hanh vi ngudi dung
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STT Viét tit Tiéng Anh Giai nghia tiéng Viét

15. | AuthN Authentication Xéc thuc nguoi dung

16. | MFA Multi-Factor Authentication Xac thuc da yéu td

17. | 1AM ﬁiﬁgtgye;ﬁf“e“ Quén 1§ danh tinh va quy2n truy cip

13 | siEM Security Information and Event Hvé th(“')Ang quan ly sy kién va thong tin

Management bao mat
19. | SOAR Security Qrchestration, T}I dﬁ(f)ng El(’)a didu phéi va ing pho su
Automation, and Response c0 bao mat

20. | DLP Data Loss Prevention Ngan chan that thoat dit liéu

21. | AV Anti-Virus Phan mém chdng virus

22. | EDR Endpoint Detection & Response E?;;Efﬂé?é phan hoi sy c0 tren thict
23. | WAF Web Application Firewall Tuong Itra ng dung web

24. | Wazuh Wazuh Nén tang SIEM mi ngu6n mé

25. | OsSEC OSSEC fgéu ;I}l“;;‘(gj phdt hién xam nhap ma
26. | Splunk Splunk Cong cu SIEM thuong mai manh mé

27. | QRadar IBM QRadar Giai phap SIEM cta IBM

28. | ELK Stack Elasticsearch, Logstash, Kibana | B cong cu thu thiap va phan tich log

29. | ArcSight ArcSight Giai phap quan 1y log va bao mat

30. | Datadog Datadog Nén tang gidm sat va bao mat hé thong
31. | OpenVAS (S);’Siznfulnerabﬂity Assessment | o cu quét 15 héng ma ngudn mé
32. | Nessus Nessus Cong cu quét 16 hong phd bién

33. | QualysGuard QualysGuard Giai phap quét 16 héng thuong mai
34. | Snort Snort Hé théng IDS/IPS mi ngudén mé

35. | Suricata Suricata Cong cy IDS/IPS mi ngudn mé

36. | ModSecurity ModSecurity Tuong lira tmg dung web ma nguén mé
37. | OWASP ZAP OWASP Zed Attack Proxy C6ng cu kiém thir bao mat web mién phi
38. | Burp Suite Pro Burp Suite Professional ‘fljl?;:yig :;lai pentest tmg - dyng  web
39. | SonarQube SonarQube 1%6;11;1? phén tich ma ngudn va tim
40. | Checkmarx Checkmarx Giai phap kiém tra bao mat img dung
41. | Veracode Veracode Nén tang kiém thir bio mat img dung
42. | pgAudit PostgreSQL Audit Extension Cong cu ghi log gidm sit CSDL

PostgreSQL
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STT Viét tit Tiéng Anh Giai nghia tiéng Viét

43. | MySQL Audit MySQL Audit Plugin Cong cu ghi log giam sat MySQL

44. | IBM Guardium IBM Guardium Giai phap bao mat va gidm sat CSDL
45. | Imperva Imperva Cong cu bao mat CSDL thuong mai
46. | Bacula Bacula Céng cu quan ly sao luu mad ngudn mo
47. | Amanda Amanda Giai phap sao luu ma ngudén mo

48. | Veeam Veeam Phan mém sao luu dit liéu thuong mai
49. | Commvault Commvault Giai phap quan tri sao luu dir liéu

50. | Varonis Varonis Giai phap giam sat va bao mat dir licu
51. | Okta Okta Gidi phap quén ly danh tinh & MFA
52. | Ping Identity Ping Identity Nén tang quan 1y truy cap va danh tinh
53. | CloudTrail AWS CloudTrail Dich vu ghi log hoat dong ciia AWS
54. | Prisma Cloud Prisma Cloud Nén tang bao mat da dam may

55. | ScoutSuite ScoutSuite g?:fd cu kiém tra cau hinh bdo mat
56. | Prowler Prowler Cong cy kiém tra cdu hinh AWS

57. | ntopng ntopng Cong cu phan tich luu lugng mang
58. | Zeek (Bro) Zeek (Bro) Cong cu phan tich luu lugng mang
59. | Arbor Arbor Networks Giai phap chong DDoS

60. | Darktrace Darktrace Nén tang Al an ninh mang

61. | RSA Archer RSA Archer Giai phap quén tri rui ro va tun thu
62. | ServiceNow GRC (S:zr;gﬁi?g Governance, Risk, | 2; bhap quan tri rii ro, tuan thi

63. | ISO/IEC 27001 ISO/IEC 27001 Egﬁgcgzén hé thong quan 1y an toan
64. | ISO/IEC 27002 ISO/IEC 27002 Hudng dan 4p dung kiém soat ATTT
65. | ISO/IEC 27035 ISO/IEC 27035 tT}:(‘;‘:g i?;‘ﬁn quan 1y sy co an todn
66. | ISO/IEC 27017 | ISO/IEC 27017 gﬁiﬁg din bao mat cho dich vy
67. | ISO/IEC 27018 | ISO/IEC 27018 i‘énfcfi d“é“ c nhn trong mol

3. Giai thich tir ngir

Trong van ban nay, cac tir nglt dudi day dugc hiéu nhu sau:

a) Hé thong phan cimg cong nghé thong tin 1a tip hop ha ting phan cimg vat Iy

cac thiét bi cong nghé thong tin bao gom:
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- Hé théng may chu.

- Hé théng thiét bi mang.

- Hé théng thiét b luu tri, sao luu dit lidu.

- Hé thdng cap mang.

- Hé théng thiét bi hoi nghi truyén hinh.

- H¢ théng thoai IP.

b) Phan mém hé thong 14 phan mém quan 1y diéu hanh thiét bi phan ctimg cong
nghé thong tin, cac phan mém phuc vu quan ly nguoi dung va quan ly cac qua
trinh truy cdp cua nguoi dung va cac qua trinh doi héi can quan 1y trong qua trinh
khai théc, bao gom:

- Dich vu DNS, WINS, LDAP, Directory, Proxy, Cluster, DHCP, CA, Radius,
NMS.,... va trong duong.

- Phédn mém quan 1y, giam sat mang.

- Phan mém do quét 16 hong an ninh mang, website.

- Phan mém sao luu, phuc hoi.

- Phan mém giam sat mang khong day.

- Phan mém hd trg nguoi dung.

- Phin mém thu thap va phan tich logs.

- Phéan mém tuong lira, phong chbng tan cong mang, QoS.

- Phin mém can bang tai.

- Phan mém chéng tin cong tir chéi dich vu.

- Phan mém quan 1y may cha 4o hoa.

- Phan mém mang riéng a0 VPN.

- Phan mém xt 1y dit liéu khong gian (Arc GIS, Maplnfo,...).
- Phdn mém hé quan tri co s¢ dit li€u (Oracle, Microsoft SQL Server,...).

- Phan mém nguoén mé.
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PHAN II
QUY TRINH KY THUAT
GIAM SAT PAM BAO AN TOAN THONG TIN POI VOI HE THONG
HA TANG KY THUAT DICH VU CONG NGHE THONG TIN

I. Quy trinh giam sit dam béo an toan thong tin cho thiét bi mang (twong
Itra - firewall, IDS/IPS, router, switch)

1. Cac buéc thyce hién

1.1. Chuan bj va thiét ldp

- Lap so d6 mang va danh muc thiét bj (CMDB).

- Chuan hoéa céu hinh log: bat syslog/CEF/JSON, dinh nghia mirc log.

- Thiét 1ap kénh thu tap trung (syslog-ng, rsyslog, Logstash) két ndi vi SIEM.

- Thiét 1ap AAA (TACACS+/RADIUS), ting cudng bao mat SSH, quan 1y mat
khau/khoa.

1.2. Thu thap va van hanh

- Thu log: ACL hits, VPN, firewall accept/deny, canh bao IDS/IPS, thay d6i
dinh tuyén.

- Giam sat hiéu ning thiét bj: CPU, RAM, 16i cong mang, gian doan két ndi.

- Giam sat NetFlow/sFlow/IPFIX d& phat hién luu luong bat thudng.

- Giam sat tudn thu ciu hinh, backup dinh ky, phat hién thay d6i trai phép.

- Canh bao theo ngudng va ddi chiéu IOC tir ngudn tinh bao méi de doa.

1.3. Phan tich va twong quan (SIEM/SOC)

- Xay dung quy tic twong quan

- Thyc hién phan loai canh bao (triage), tim kiém mdi de doa (threat hunting).

1.4. Xdc minh va vng cieu ban dau

- X4c minh ngudn géc (MAC, p-rt, VLAN), capture goi tin (pcap).

- Bién phéap ban dau: chian IP/ASN, ¢6 1ap cong, thay ddi rule trén firewall.

- Ghi lai chudi thoi gian su kién phuc vu diéu tra (f-rensic, IS-/IEC 27035).

1.5. Bao mat dir liéu giam sat

- M4 hoa kénh 1-g (TLS), luu vét truy cap.

- Chinh sach luu giit: I-g chi tiét 90-180 ngay, ban tom tat 1-3 nam.
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1.6. Pdnh gid va cdi tién

- Ra soat quy tic, chit ky, ngudng hang thang/quy.
- Dién tap Gmg ctru (tablet-p, kiém thir xAm nhép).
2. San pham

(1). Bao cao hang ngay: sb luong canh bao, su kién quan trong, thiét bi nging
hoat dong (theo Mau TBM.01).

(2). Bao céo hang tuan: murc sir dung bang thong, tinh trang backup cdu hinh
(theo Mau TBM.02).

(3). Bao céo sy cb (theo ISO/IEC 27035): chudi thdi gian, nguyén nhan gdc,
bién phép xir 1y (theo Mau TBM.03).

(4). Bao céo hang thang: xu hudéng tan cong, I0C, baseline lwu lugng (theo
Mau TBM.04).

(5). Béo cao tuan thu ciu hinh, audit log (theo Mau TBM.05).

(6). Chi s6 do ludong (KPI): thoi gian phat hién (MTTD), thoi gian xir Iy (MTTR),
ty 18 canh béo sai (false positives), ty 1& thiét bi guri log (theo Mau TBM.06).

(Chi tiét tai Phu luc 1 kém theo)

II. Quy trinh giam sit dam bao an toan thong tin cho ha ting 40 hoa
(cloud, virtualization)

1. Cac buée thuc hién

1.1. Chudn bi va thiét ldp

- Kiém ké host, VM, container, tai nguyén dam may.

- Bat log gdc (AWS CloudTrail, VPC Flow Logs, Azure Monitor, GCP Audit Logs).
- Cau hinh audit log cho API call, snapshot, migration, thay d6i IAM.

- Quét 16 hong image, ap dung chinh sach registry.

1.2. Thu thap va giam sat

- Log API: thay d6i quyén, tao khoa truy cap, thay doi bucket cong khai.
- Giam sat luu lugng mang trong ndi by ddm may (flow logs).

- Giam sat RBAC trong Kubernetes, hoat dong container.

1.3. Phan tich va xu ly

- Tao IAM key méi + xuit dir liéu 16n — canh bao.

- V6 hiéu hoa key, c¢6 1ap namespace, chan bucket.
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1.4. Bao mat dir liéu

- Ma hoa log, luu gitr theo quy dinh (GDPR, phap luat Viét Nam).

- Thyc hién quan 1y bao mat ddm may (CSPM).

2. Sin phim

(1). Bao céo hang ngay: su kiéNn truy cdp IAM, thay ddi cau hinh cloud, canh
bdo bao mat container/VM(theo Mau AH.01).

(2). Bao céo hang tuan: trang thai tai nguyén cloud (CPU, storage, network),
nhat ky audit AP, tinh trang backup snapshot (theo Mau AH.02).

(3). Bao céo su ¢b: chi tiét sy kién vi pham quyén truy cap, ro ri dir li¢u, hanh
vi bat thuong trén VM/container, bién phap khic phuc (theo Mau AH.03).

(4). Béo c4o hang thang: xu hudng tdn cong trén ha ting ao hoa, phan tich s
dung IAM key, théng ké thay ddi cdu hinh va baseline bao mét (theo Mau AH.04).

(5). Bao cdo tuan thu: danh gia chinh sach bao mat cloud (CIS Benchmark,
ISO/IEC 27017), kiém tra luu giit log va mé hoa dir liéu (theo Mau AH.05).

(6). Chi s6 do lu’érng (KPI): Thoi gian phat hién va xu 1y su cb (MTTD’,
MTTR); Ty I¢ su kién bat thuong dugc phan tich tu dong (automation rate); SO
luqng tai nguyén tu~'21n thu baseline bao mat (% compliant); Ty 1€ VM/container gui
log day du (theo Mau AH.06).

(Chi tiét tai Phu luc 2 kém theo)

III. Quy trinh giam sit dam bao an toan thong tin cho may chii (hé diéu
hanh windows, linux)

1. Cac buéc thyc hién

1.1. Chudn bi va thiét ldp

- Kiém ké hé diéu hanh, phién ban, ban v4, vai tro.

- Tang cuong bao mat (hardening) theo chuan CIS.

- Bat audit logging: syslog (Linux), Windows Event Forwarding, audit DB.

1.2. Thu thap va giam sat

- Log: dang nhap thanh céng/tht bai, sir dung sudo, 16i kernel.

- Log DB: truy van 16i, thay d6i cdu trtc, xuat dit liéu.

- Giam sat CPU, RAM, 1/0, s6 luong két nbi.

1.3. Phdn tich va xac minh

- Tuong quan: nhiéu lan dang nhap that bai trén nhiéu server — tan cong ngang.
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- Kich hoat diéu tra forensic (memory dump, snapshot).

1.4. Ung ciru ban dau

- C6 1ap server, vo hiéu hoa tai khoan, thay doi mat khau.

- Tao snapshot dé luu bang chung.

1.5. Bao mat dir liéu

- M4 hoa log khi luu trit, kiém soat truy cap.

- Chinh séch luu gitr log.

1.6. Danh gia dinh ky

Quét 16 hong, 1ap lich va 13, bao céo thay doi cau hinh

2. Sin phim

(1). Béoq cao h:c‘ing ngdy: ding nhap bat thuong, 16i hé théng, dich vu dirng dot
ngot, thay doi quyeén hodac nhom nguoi dung (theo Mau HDH.01).

(2). Béo c4o hang tuan: tinh trang CPU/RAM/I/O, s luong két ndi, trang thai
ban va va dich vu quan trong (theo Mau HPH.02).

(3). Bao cao su cb: chi tiét sy kién xam nhap, 16i bao mat, két qua forensic
(log, memory dump, snapshot), bién phap khic phuc (theo Mau HDH.03).

(4). Béo cdo hang thang: théng ké xu hudng su cb, mirc do tuan tha hardening,
ty 16 may chu d3 va day du, thay doi cau hinh bao mat (theo Mau HDH.04).

(5). Béo céo tuan thu: ddi chiéu chuin CIS, NIST, ISO/IEC 27001; kiém tra
chinh sach quan 1y tai khoan, luu trit va mi hoa log (theo Mau HPH.05).

(6). Chi sb do luong (KPI): Thoi gian phat hién va xt 1y su ¢6 (MTTD,
MTTR); Ty 1€ may chu cdp nhat ban v4 ding han; S6 lugng canh bao sai (false
positives); Ty 1é may chu giri log va tuan thu baseline bao mat(theo Mau HDH.06).

(Chi tiét tai Phu luc 3 kém theo)

IV. Quy trinh giam sat dim bdo an toan thong tin cho ung dung (web,
erp, crm, api, email)

1. Cac buéc thyc hién

1.1. Chuan bi va thiét ldp

- Kiém ké danh myc tng dung, phién ban, méi trudng trién khai (dev/test/prod).

- Bat log truy cép, xac thuc, 16i g dung, giao dich API.

- CAu hinh tuong lira tmg dung web (WAF), DLP, bao vé API gateway.

1.2. Thu thap va giam sat

- Thu thap log request/response, API usage, canh bao tir WAF va IDS.
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- Giam sat truy cap bat thuong, tan suat POST/GET cao, 16i 4xx/5xx, email
spam/phishing.

- Gidm sat hanh vi giao dich nghi ng¢ (fraud detection, brute force, SQLi, XSS).

1.3. Phdn tich va twong quan

- Twong quan WAF block + login that bai hang loat — tdn cong brute force.

- Phan tich chudi request dé phat hién khai thac API hodc ro ri dit liéu.

- Két hop log tmg dung va hé théng xac thuc (SSO/AD) dé xac minh ngudi ding.

1.4. Ung ciru ban dau

- Gidi han téc d0, tam khoa tai khoan, reset mat khau.

- V& noéng (hotfix), cip nhat chit ky WAF, chian IP/ASN tin cong.

- Thong bao su ¢b va ghi nhan bang chimg phuc vu diéu tra.

1.5. Bao mat dir liéu log

- Che gi4u hoic 4n danh dit liéu c4 nhan (PII) trong log.

- M3 héa log khi luu trit, kiém soat quyén truy cap va chinh sach luu gii.

1.6. Pdnh gid va cdi tién

- Kiém thir xdm nhép dinh ky, ra soat quy tic WAF va API policy.

- Cap nhat baseline an toan ung dung va dao tao doi ngii van hanh.

2. Sin phim

(1). Bao ,céo hang ngay: sb luong truy cap, 16i tng dung, canh bao WAF/API,
dang nhap bat thuong (theo Mau UD.01).

(2). Bfio céo hang tuan: trang thai hoat dong tmg dung, hiéu suat APL ty 1¢ 16i
va phan hoi cham (theo Mau UD.02).

(3). Bao cdo su cb: chi tiét khai thac 15 hong, tan cong brute force, phishing, rd
ri dit li€u; bién phap xur Iy (theo Mau UD.03).

(4). Bao cao hang thang: thong ké xu hudng tin cong, hiéu qua quy tic WAF,
ty 1¢ giao dich nghi ngo, danh gid bdo mat API (theo Mau UD.04).

~(5). Béo céo tuan thu: d6i chiéu OWASP Top 10, ISO/IEC 27034, GDPR
(n€u c0d), kiém tra chinh sach PII va ma hoa log (theo Mau UD.05).
~ (6). Chi séﬁ do luong (KPI): MTTD/MTTR (thoi gian phat hién va khic phuc);

S6 luong 16 hong duoc va ding han; Ty }é canh bao d~1'mg (true positives); Ty 1€
log img dung duogc thu thap va phan tich day du(theo Mau UD.06).

(Chi tiét tai Phu luc 4 kém theo)
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V. Quy trinh giam sat dim bdo an toan thong tin cho co sé dir li€u

1. Cac buée thuc hién

1.1. Chuan bj va thiét ldp

- Kiém ké hé quan tri co sd dit liéu (DBMS), phién bén, vai tro, va ngudi quan tri.

- Bat audit log, query log, slow query log.

- Céu hinh giam sat két ndi, phan quyén, thay d6i cau trac bang/luge do.

- Ap dung hardening theo chuan CIS/OWASP Database Security.

1.2. Thu thap va giam sat

- Thu thap log truy cip, ding nhap, truy van 16i, hanh vi thao tac dit liéu
(INSERT/UPDATE/DELETE).

- Giam sat thay doi quyén truy cap, tao tai khoan méi, hodc cap quyén DBA.

- Theo doi hi¢u nang DB: CPU, 1/O, deadlock, két ndi bat thuong.

- Giam sat backup/restore, lich trinh va trang thai sao luu.

1.3. Phdn tich va twong quan

- Twong quan cac hanh vi bat thudng: DROP table + ding nhip ngoai gior +
truy cap tu IP la.

- Phat hién truy van khéi luong 16n hodc quét dir liéu nhay cam (data
exfiltration).

- P6i chiéu nhat ky DB véi log tmg dung va hé diéu hanh dé xac minh hanh vi.

1.4. Ung ciru ban dau

- C6 lap tai khoan nghi ngd, thu hdi quyén truy cap, khoa session dang hoat dong.

- Khoi phuc dit liéu tir ban sao luu, ghi nhan log phuc vu diéu tra.

- V4 16i hodc diéu chinh cdu hinh bao mat (role, GRANT/REVOKE).

1.5. Bao mat dir liéu va log

- M4 hoa dir liéu nhay cam (at rest, in transit), an danh dit liéu khi test.

- M4 héa log, kiém soat quyén truy cép, luu trir an toan va tuan thu chinh sach
retention.

1.6. Pdnh gid va cdi tién

- Ra soat quyén tai khoan, kiém tra chinh sach backup va ma héa dinh ky.

- Kiém thtr xAm nhap database, cap nhat baseline bado mat.
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2. San pham
(1). Bao cao hang ngdy: dang nhap bat thuong, truy van 13i, thay doi cau tric
hodc quyén truy cap (theo Mau CSDL.01).

(2). Bao cao hang tudn: tinh trang hiéu ning DB, lich backup/restore, log audit
(theo Mau CSDL.02).

(3). Béo céo su cd: chi tiét truy van pha hoai (DROP/DELETE), 10 ri dit liéu,
bién phép khoi phuc (theo Mau CSDL.03).

(4). Bao cdo hang thang: xu hudng truy cip, thay doi quyén, thong ké hiéu
nang, ki€m tra tuan thu chinh sach luu trir (theo Mau CSDL.04).

(5). Bao cdo tuan thu: dbi chiéu chuin bao mat co so dit lidu (CIS‘ Benchmark,
ISO/IEC 27001, PCI DSS), danh gia trang thai ma héa va quan ly quyén (theo Mau
CSDL.05).

(6). Chi s6 do luong (KPI): Thoi gian phat hién va xir 1y su c¢6 (MTTD,
MTTR); Ty 1€ backup thanh cong va khéi phuc thir nghiém; Ty 1¢ phat hién trL~1y
van bat thuong; Ty 1€ co s dit li€u tuan thu baseline bao mat va ma hoa (theo Mau
CSDL.06).

(Chi tiét tai Phu luc 5 kém theo)

VI. Quy trinh giadm sit dam bdo an toan thong tin cho nguoi dung

1. Cac buée thuc hién

1.1. Chuan bj va thiét ldp

- Kiém ké danh sach tai khoan ngudi dung, vai tro, nhom, va cac dic quyén.

- Thiét 1ap hé théng quan 1y danh tinh va truy cap (IAM) va bat audit log cho
cac su kién xac thuc (Active Directory/SSO).

- CAu hinh giam sét truy cép tir xa (VPN, VDI) va cac dich vu chia sé tai nguyén.

- Ap dung chinh sach mat khau va xac thuc da yéu to (MFA).

1.2. Thu thap va giam sat

- "I:hu thap log dang nhap/dang xuat thanh cong/that bai, thay d6i mat khau,
thay doi vai tro.

-qGiém sat d;“mg nhap bat thuong (tir IP la, ngoai gio hanh chinh, téc do di
chuyén khong thé 1y giai).

- Giam sat hanh vi nguoi ding dic quyén (Admin, Root, DBA) trong viéc truy
cap tai nguyén.

- Thu thdp log truy cép vao dit li¢u nhay cam (qua DLP, file share audit).
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1.3. Phan tich va twong quan

- Xay dung bas’eline hanh vi cho ting nhém ngudi dung (gido lam viée, tai
nguyén truy cap, khoi lugng download/upload).

- Tuong quan ding nhap thanh cong bat thudng + truy cp tép nhay cam +
download khéi lugng 16n —, 10 ri dit liéu noi bg.

- Phan tich chudi su kién dé phat hién tin cong chiém quyén tai khoan
(account takeover).

1.4. Ung ciru ban dau

- V6 hiéu hoa hoic tam khoéa tai khoan bi chiém quyén.

- Budc diang xuét (force logoff) va reset mat khau cho nguoi dung.

- C6 1ap thiét bi dau cudi ciia ngudi dung c6 hanh vi bt thuong.

- Thong bao va phdi hop véi phong ban nhéan sy/quan 1y dé xac minh.

1.5. Bao mat dir liéu va log

- Pam bao log xac thuc duge md hoa va luu trir an todn, tach biét khoi log hé thong.

- Tuan thu chinh sach luu gilt log theo quy dinh phép luat.

- Thyc hién an danh (anonymization) hodc che gidu (masking) thong tin nhan
dang ca nhan (PII) trong log.

1.6. Pdnh gid va cdi tién

- Ra soat dinh ky cac tai khoan khong hoat dong (idle accounts) va dic quyén.

- Thyc hién c4c chién dich kiém tra phishing va dao tao nhan thirc bao mat cho
nguoi dung.

- Cap nhat baseline hanh vi UEBA dua trén cac su ¢ di xay ra.

2. Sin phim

(1). Bao cdo hang ngay: Pang phép bat tbu’(‘)'ng (khép vi tri, ngoai gio), that bai
dang nhap/MFA lién tuc, thay d6i mat khau/dac quyén nguodi dung (theo Mau
USER.O1).

(2). Bao céo hang tuan: Thong ké hanh vi ngudi dung dic quyén, tong hop truy
cap dir 1~iéu nhay cam, trang théi xac thuc MFA/SSO, tai khoan khong hoat dong
(theo Mau USER.02).

(3). Béo céo su cd: Chi tiét s kién chiém quyén tai khoan, vi pham chinh sach truy
cap, 10 ri dit liéu noi bd do nguoi dung; bién phap khac phuc (theo Mau USER.03).

(4). Bao cé}o héng théng:’Xu huc’n}g hanh vi bat thuong (UEBA), d4nh gia tai
khoan dac qu;:én, thong ké két qua kiém tra phishing, ra soat tai khoan khong hoat
dong (theo Mau USER.04).



CONG BAO HA NOI/S6 120+121/Ngay 17-3-2026 18

(5)- Béo cdo tudn thi: Doi chiéu chinh sach IAM véi ISO/IEC 27001 (A9, A.11),
NIST CSF; kiém tra viéc ap dung MFA, va chinh sach quan 1y mat khau (theo Mau
USER.05).

(6). Chi s0 do luong (KPI): Thoi gian phat hién va xir 1y su c6 (MTTD,
MTTR); Ty 1¢ t;‘li khoan c6 MFA; Ty I¢ nguoi dung vi pham chint~1 sach mat khau;
Ty 1¢ hanh vi bat thuong dugc UEBA phat hién chinh xac (theo Mau USER.06).

(Chi tiét tai Phu luc 6 kém theo)

VII. Quy trinh giém sat dam bdo an toan thong tin cho toan bd hé thong
(SOC - trung tam di€u hanh an ninh mang)

1. Cac buéc thyce hién

1.1. Chudn bi va thiét ldp

- Trién khai va cdu hinh hé théng SIEM/SOAR, tich hop log tir cac ngudn:
mang, may chu, ung dung, co s¢ dit li¢u, endpoint, cloud.

- Xay dyng thu vién tinh hudng (use-case library) theo mé hinh MITRE
ATT&CK.

- Xac dinh ngudng canh bao, mic d6 wu tién (severity), quy trinh phan quyén
xu ly.

1.2. Giam sat va phan tich

- Giam sat lién tuc 24/7 cac su kién an ninh trén toan hé thong.

- Thuc hién phan loai (triage), lam giau dit liéu (enrichment), trong quan canh
bao (correlation).

- Phat hién hanh vi tdn cong (brute force, phishing, privilege escalation, lateral
movement).

1.3. Ung citu va xit Iy sw co

- Thyc hién playbook phan tng: DDoS, ransomware, khai thac 16 hong, lam
dung dac quyén.

- Kich hoat quy trinh escalation dén doi chuyén trach, c6 lap hé thdng hoic tai
khoan nghi ngo.

- Ghi nhén va luu trit toan bd chudi su kién phuc vu diéu tra.
1.4. San tim méi de doa
- Phén tich hanh vi 4n, IOC, log lich sur dé phat hién tn cong chua dugc canh bao.

- Sir dung ngudn threat intelligence ndi bd va bén thir ba (MISP, VirusTotal,
AlienVault OTX).

- Cap nhat danh sach 10C, YARA rule, pattern nhan di¢n tn cong mai.
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1.5. Ra sodt va cdi tién

- Thuc hién danh gia sau sy ¢b (post-incident review), cip nhat quy tic SIEM
va playbook.

- Panh gi4 ning lyc phan timg ctia d6i SOC, dé xuat dao tao va nang cp cong cu.

- B4o céo dinh ky két qua van hanh va cai thién kha nang phat hién.

2. San pham

(1)‘. Bao céo hang ngay: sé lugng canh bao, su kién nghi ngd, tinh trang thiét
bi/nguodn log, hanh vi dang chu y (theo Mau SOC.01).

(2). B,éo c4o hang tuan: thong ké muc do ,cénh béo, top 10 mdi de doa, hiéu
qué quy tac phat hién, tinh trang phan tng sy co6 (theo Mau SOC.02).

(3). Béo cao su cd: chi tiét ’chu(:)i su kién, phan tich nguyén nhan géc (root
cause), tac dong va bién phap khac phuc theo ISO/IEC 27035 (theo Mau SOC.03).

(4). Bao c4o hang thang: xu hudng tin cong, théng ké I0C, hiéu qua threat
hunting, ty 1€ canh bao chinh xac (theo Mau SOC.04).

(5). Béo céo tuan thu: d6i chiéuqtiéu chgén van hanh SOC (ISO/IEC 27035,
NIST 800-61, MITRE ATT&CK), kiém tra day du ngudn log (theo Mau SOC.05).

(6). Chi s6 do luong (KPI): MTTD, M"l,“TR (thoi gie,m phat hién va xu 1y); Ty
1€ canh bao chinh xac (true positi,ve rate); SO luong su 96 duoc ‘phét hién chu d(f)rzg
qua threat hunting; Ty 1€ hé thong/thiét bi gui log day du vé SIEM (theo Mau
SOC.06).

(Chi tiét tai Phu luc 7 kém theo)
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PHAN III
PINH MU'C KINH TE - KY THUAT
GIAM SAT PAM BAO AN TOAN THONG TIN POI VOI HE THONG
HA TANG KY THUAT DICH VU CONG NGHE THONG TIN

CHUONG I
GIAM SAT PAM BAO AN TOAN THONG TIN CHO THIET BI MANG
(TUONG LUA - FIREWALL, IDS/IPS, ROUTER, SWITCH)

I. Chuin bj va thiét 1ap

1. Binh muc lao dong

1.1. Noi dung cong vi¢c

a) Lap so d6 mang va danh muc thiét bi (CMDB).

b) Chuan hoéa cau hinh log: bat syslog/CEF/JSON, dinh nghia muc log.

c¢) Thiét 1ap kénh thu tip trung (syslog-ng, rsyslog, Logstash) két ndi véi
SIEM.

d) Thiét 1ap AAA (TACACS+/RADIUS), ting cuong bao mat SSH, quan ly
mat khau/khoa.

1.2. Phan loai kho khan
Céc yéu t6 anh huong

Cic yéu to e, Piém ¢ ., .2
STT ) . Giai thich . Quy tac tinh diém
anh hwong toi da
1 |S6 lugng thiét | Tong s6 thiét bi mang, may | 40 m<50— 10
bi/host can giam | chu, endpoint phai thu log 50 <m <200 — 25
sat (m) m > 200 — 40
2 S lugng hé | PO da dang nguén log 15 <3loai— 5
théng log/ting | (Firewall, Web, DB, AD, 4-6 loai — 10
dung khac loai Cloud...) ~6 loai — 15
3 Mirc @6 phuc tap | S6 ving mang (LAN, DMZ, 30 <3 ving — 10
cAu triic mang Cloud, VPN, OT...) 4-6 ving — 20
> 6 vung — 30
4 | Yéu cau tuan thu va | Cé yéu cau ISO 27001, NIST, 15 Khéng yéu cau — 0
tiéu chuan baomét | hay quy dinh chuyén nganh Yéu cau ndi bo — 10
Yéu cau theo chuan quéc
té — 15
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Phan loai kho khan
STT Mirc d9 khé khin Khoing diém Ky hi¢u
1 |Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 | Kho K >80 KK3
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhém
1 Lap so d6 mang va danh myc thiét bi (CMDB) 2 2
2 Chuan hoa cdu hinh log (syslog/CEF/JSON, dinh 1 1 2
nghia murc log)
3 Thiét 1ap kénh thu tap trung (syslog-ng, rsyslog, 1 1 2
Logstash, SIEM)
4 | Thiét lap AAA (TACACS+RADIUS), bao mat 1 1 2
SSH, quan 1y mat khau/khoa
1.4. Binh mirc
Cong nhém/bVT
STT Danh muc cong viéc Ponvitinh | KK1 KK2 | KK3
1 | Lap so @6 mang va danh muyc thiét bi (CMDB) Heé thong 1,8 23 3,1
2 | Chuén héa cu hinh log (syslog/CEF/JSON, dinh |  Thiét b 2,5 32 4,1
nghia mirc log)
3 Thiét 1ap kénh thu tap trung (syslog-ng, rsyslog, | Nguon log 3,0 3.8 5,0
Logstash)
4 | Thiét 1ap AAA, bao mat SSH, quan Iy mat | Thiétbi 2,0 2,6 34
khau/khoa

2. Dinh muec thiét bi
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Ca/01 hé thong

. . | Chuinhéa | Thiétlap | Thiétlap
Lapsodo | . A )
cau hinh log kénh thu AAA, bao
Thoi mang va R .
. (syslog/CEF/ | tap trung mat SSH,
STT Thiet bi bVT han danh muc JSON (sysh in Iv
. slog-n; uin
(thang) | thiét bi O | ShETs | quan’y
dinh nghia rsyslog, mat khau/
(CMDB) , )
mure log) Logstash) khoa
1 | May tinh dé ban Bo 60 4,027 4,027 24,160 24,160
2 | May in laser Cai 60 - -
3 | Diéu hoa nhiét do Cai 96 0,705 0,705 4,228 4,228
4 | May photocopy Cai 96 - - - -
5 | bién nang (kw) kW 15,644 15,644 93,862 93,862

Ghi cha: Muc thiét bi trén tinh cho loai KK2, mitc cho cac loai kho khan khac
tinh nhu sau:

KK1 =0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mirc dung cu

Ca/01 hé thong

Chuén Thiét 15
Lap so db héa ciu . fethap A
. . . kénh thu Thiét 1ap AAA,
Thoi mang va hinh log R A
tap trung bao mat SSH,
STT Dung cu bVT han danh muc | (syslog/CE R
; . (syslog-ng, quan ly mat
(thang) | thiét bi F/JSON, P
: . - rsyslog, khau/khéa
(CMDB) | dinh nghia
i Logstash)
mirc log)
1 Ghé Cai 96 5,033 5,033 30,200 30,200
2 Ban lam viéc Cai 96 5,033 5,033 30,200 30,200
3 Quat tran 0,1 kW | Cai 60 0,881 0,881 5,285 5,285
4 | bénneon 0,04 kW | Bo 36 2,517 2,517 15,100 15,100
5 Dién nang (kw) kW 1,586 1,586 9,513 9,513

Ghi cht: Muc thiét bi trén tinh cho loai KK2, mirc cho cac loai kho khin khac
tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.
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4. Pinh murc vat liéu

s 5 . Thiét 1ap .
Lap sodo | Chuan héa cau R Thiét 1ap
kénh thu
mang va hinh log . AAA, bio
Ag1ia tap trung A
STT Vit licu DPVT | danh muc | (syslog/CEF/JSO (sysl mat SSH,
. syslog-ng, )
thiét bij N, dinh nghia yslogng quén ly mét
, rsyslog, I3 .
(CMDB) mirc log) khau/khoa
Logstash)
1 | Gidyin A4 Gram - - - -
2 Muc in laser Hép - - - -
Muc may R
3 Hop
photocopy - - - -
4 | Cap d tai liéu Cai - - - -
II. Thu thiap va van hanh

1. Binh muc lao dong

1.1. Noi dung cong vi¢c
a) Thu log: ACL hits, VPN, firewall accept/deny, canh bao IDS/IPS, thay dbi
dinh tuyén.

b) Gidm sat hi¢u nang thiét bi: CPU, RAM, 16i céng mang, gian doan két ndi.
¢) Giam sat NetFlow/sFlow/IPFIX dé phat hién luu luong bét thudng.

d) Giam sat tuan tha cdu hinh, backup dinh ky, phat hién thay doi trai phép.

d) Canh bao theo ngudng va dbi chiéu IOC tir ngudn tinh bao mdi de doa.
1.2. Phan loai kho khan

Céc yéu t6 anh hudng

Cac yeu to

Piém

STT inh huéng Giai thich i da Quy tiic tinh diém
1 S6 lwong  thiét | Téng sb firewall, router, 40 m=<100— 10
bi/nguén log can | switch, server, img dung, 100 <m <300 — 25
giam sat (m) endpoint gui log m> 300 — 40

Téc d6 tao log
trung binh (log/s)

Luu lugng log anh huong 15
tryc tiép dén cong suat thu
thap & xu ly

<1.000 log/s — 5
1.000-10.000 — 10
>10.000 — 15
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3 Do phiic tap canh bao S6 rule/alert, muc do lién 30 <200 rule — 10
& phanloaisukién | két, trong quan IOC 200-500 — 20
>500 — 30
4 | Yéu cau tryc giam | C6 SOC 24/7, yéu cu phan 15 Ca hanh chinh — 5
& thoi gian phan | ing nhanh hodc dinh ky 2 ca/ngay — 10
ung (SLA) 24/7— 15
Phan loai kho khan
STT Mirc d kho khan Khoang diém Ky hiéu
1 Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 | Kho K >80 KK3
1.3. Binh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Thu log: ACL hits, VPN, firewall accept/deny, canh 2 2
bao IDS/IPS, thay d6i dinh tuyén
2 | Giam sat hiéu ning thiét bi: CPU, RAM, 15i cong 1 1 2
mang, gian doan két nbi
3 Giam sat NetFlow/sFlow/IPFIX dé phat hién luu 1 1 2
luong bat thuong
4 | Giam sat tuan thu céu hinh, backup dinh ky, phat 1 1 2
hién thay doi trai phép
5 | Canh bao theo ngudng va dbi chiéu IOC tir ngudn 1 1 2
tinh bao mbi de doa
1.4. Binh muirc
STT Danh muc cong viéc Pon vitinh | KK1 KK2 KK3
1 Thu log: ACL hits, VPN, firewall accept/deny, | Ngudn log 1,8 2,3 3,0
IDS/IPS alert, thay ddi dinh tuyén
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2 | Giam sat hi¢u nang thiét bi: CPU, RAM, 15i | Thiét bi 2,4 3,0 3.9
cong, gian doan két ndi
3 Giam sat NetFlow/sFlow/IPFIX, phat hién luu | Hé théng 32 4.0 53
luong bat thuong
4 | Giam sat tuan thii cau hinh, backup, phat hién | Thiét bi 2,2 2,8 3,6
thay dbi trai phép
5 | Canh bao theo ngudng va ddi chiéu IOC tir | Ngudn log 3,0 3.8 5,0
ngudn tinh bao méi de doa
2. Pinh muc thiét bi
Ca/01thiét bi
Thu log: Giam sat Giam sat Giam sat
ACL hits, hiéu NetFlow/sFlow/ | tuin thia
VPN, nang IPFIX céu hinh, i, B
firewall thiét bi: hat hié backup, Catnhh bao
Thiét Cong | accept/deny, | CPU, phat hi¢n phét hi¢n neo-
STT| | BVT suit | IDS/IPS RAM, luru lwgng thay déi “dg}‘,""l‘f]a
1 . A . o, 0i chiéu
’ (Kw) alert, | 5i cng, | bat thwimg traiphép | 0
thay doi ., R
. . gian nguon tinh
dinh tuyen doan bao mdi
két ndi de doa
May
1 |tinhdé | Cai | 04 0,033 0,067 0,067 0,2 0,1
ban
May in .
2 Cai | 0,6 0 0 0 0 0
laser
biéu
3 | hoa Cai | 22 0,006 0,011 0,011 0,034 0,017
nhiét do
bién
4 | Kw 0215 0,43 0,43 1,291 0,646
nang

3. Binh mirc dung cu

Ca/01thiét bi
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STT | Dungcu | BVT | Thoi Thu log: Giam sat Giam sat Giam sat
han ACL hits, hi€éu nang NetFlow/s tuin tha
(thang) VPN, thiét bi: Flow/ cAu hinh, | Canh bao
firewall CPU, RAM, IPFIX, backup, theo nguéng
accept/deny, 15i cong, phat hién phat hiez:n va dbi chiéu
IDS/IPS gian doan thay doi 10C tw
1O | Juu lugng ‘
alert, két noi < . trai phép nguon tinh
2. bat thwong , .
thay doi bao moi
dinh tuyén de doa
1 Ghé Cai 96 0,067 0,2 0,1 0,2 0,4
Ban Cai
2 o 96 0,067 0,2 0,1 0,2 0,4
lam viéc
3 Quat trin Cai 96 0,012 0,035 0,018 0,035 0,07
4 bénneon | BO 24 0,033 0,1 0,05 0,1 0,2
5 bién nang | kW 0,021 0,063 0,031 0,063 0,126
Pong hd
6 do dién Cai 60 0 0 0 0 0
van nang
May ..
7 T Cai 60 0 0 0 0 0
hut bui
4. Binh murc vat liéu
Ca/01thiét bi
Thu log: Giam sat Giam sat Giam sat Canh bao
ACL hits, hi¢u niing | NetFlow/s | tuén thii ciu theo
VPN, firewall thiét bi: Flow/IPFI hinh, ngudng va
accept/deny, | CPU, RAM, | X, phat backup, doi chiéu
Noi dung | BPVT x. 2 i v en .
IDS/IPS alert, loi cong, hién luu phat hién 10C tir
thay déi gian doan | hrong bit thay dbi ngudn tinh
dinh tuyén két noi thuong trai phép b4o mdi
de doa
1 Gidy in A4 | Gram 0,01 0,01
Muc in
2 Hoép 0,002 0,002
laser

II1. Phan tich & twong quan (SIEM/SOC)

1. Binh muc lao dong

1.1. Noi dung cong viéc
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a) Xay dung quy tic trong quan.

b) Thuc hién phén loai canh bao (triage), sdn tim mdi de doa (threat hunting).
1.2. Phan loai kho khan

Céc yéu t6 anh huong

Cic yéu tb e Piém ., o
STT ) ] Giai thich . Quy tac tinh diém
anh huong toi da
1 | S6 luong ngudn log/hé | S6 lugng ngudn dit lidu | 40 m<50— 10
théng du vao (m) duoc dua vao SIEM dé 50 <m <200 — 25m
trong quan >200 — 40
2 S6 lugng quy tic | Mac do da dang va 15 <50 rule —» 5
tuong quan can xdy | phiic tap ctia rule 50-150 — 10
du’ng/béotri >150 — 15
3 Do phirc tap md hinh | Can mé hinh  hoa 30 Chi theo signature don — 10
tan cong va phan tich | chudi hanh vi (kill C6 mapping MITRE — 20
hanh vi chain), mapping C6 hanh vi da ting (multi-step
MITRE ATT&CK correlation) — 30
4 | Ngudn dir liéu threat | S6 luong ngudn va | 15 Khéng c6 — 0
intelligence va 10C | mirc do cap nhét 1-2 nguén — 10
tich hop >3 nguén tu dong cap nhat — 15
Phan loai kho khan
STT Mirc do kho khan Khoing diém Ky hiéu
1 | Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 Kho K=>280 KK3
1.3. Dinh bién
STT Danh muc cong viéc KS3 KS4 Nhom
1 Xay dung quy tic trong quan 1 1 2
2 Thuce hién phan loai canh bao (triage), san tim mbi 1 1 2
de doa (threat hunting)

1.4. Binh muirc

27
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STT Danh muc cong viéc Pon vi tinh KK1 KK2 KK3
1 Xay dung quy tic twong quan Rule 2,0 2,8 3,8
2 | Thuc hién phan loai canh bao (triage), | Phién lam vi¢c 3,0 3,9 5,2

san tim mdi de doa (threat hunting)

2. Pinh muc thiét bi
Ca/01 Phién lam viéc

Xiy dung quy tic | Thuc hién phén loai
. Thoi han twong quan canh bao (triage),
STT Thiet bi PVT o ,
(thang) san tim moi de doa
(threat hunting)
1 May tinh dé ban Bo 60 0,080 0,160
2 May in laser Cai 60 0,002
3 Diéu hoa nhiét do Cai 96 0,014 0,028
4 Dién nang (kw) kW 0,313 0,622

Ghi cha: Muc thiét bi trén tinh cho loai KK2, mitc cho cac loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh mirc dung cu
Ca/01 Phién lam viéc

Xiy dyng quy Thuyc hién phan loai
| s | ove | T e | o s,
(threat hunting)

1 Ghé Cai 96 0,100 0,200
2 Ban lam viéc Cai 96 0,100 0,200
3 | Quattran 0,1 kW Cai 60 0,018 0,035
4 bén neon 0,04 kW B¢ 36 0,050 0,100
5 Dién nang (kw) kW 0,032 0,063

Ghi cha: Muc dung cu trén tinh cho loai KK2, murc cho cac loai kho khan khac
tinh nhu sau:

KK1=0,8 x KK2.

KK3 =1,3 x KK2.
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4. Pinh murc vat li€u

XAay dung Thyc hién phan loai canh bao
STT Vit liéu bVT quy tic (triage), sin tim moi de doa
twong quan (threat hunting)
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Cip dé tai liu Cai - 0,0040

IV. X4ac minh & @ng ciru ban diu

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Xac minh ngudn gbc (MAC, port, VLAN), capture gdi tin (pcap).

b) Bién phap ban dau: chin IP/ASN, ¢6 lap cong, thay doi rule trén firewall.
¢) Ghi lai chudi thoi gian su kién phuc vu diéu tra (forensic, ISO/IEC 27035).
1.2. Phan loai kho khan

Céc yéu to anh hudng

o i Mure Mire cao
Cac yéu to biém ‘ i
STT wac yeu P Mie thgp | FUne binh
anh huong toi da
1 | Sé lugng thiét bi mang <10: 10 10-50: 25 >50: 40
trong pham vi giam sat va 40
xtr 1y su ¢
2 Muc d90 phan tan hé 1 site hoac 2-3 site hoac Nhiéu ving mang,
théng mang (site, VLAN, 20 VLAN: 5 VLAN: 10 DMZ hoic két nbi
DMZ, chi nhanh) lién vung: 20
3 Muc d6 phuc tap trong Céu hinh Cé nhidurule, | ACL/NAT phuc tap,
cdu hinh va chinh sach | 25 don gian, | ACL trung binh: | nhiéu rule va nhom
bao mat rule it: 5 15 chinh sach: 25
4 Mirc d6 ho tro cong cu giam Co6 SIEM/N Co syslog Khong c6 quan ly tap
sat va quan ly tap trung 15 MS tich nhung khéng trung, thao tac
hop: 5 dong bo: 10 thu cong: 15

Phan loai kho khan
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STT Mikc dd khé khiin Pic diém nhan dang
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Xac minh ngudn gbc (MAC, port, 1 1 2
VLAN), capture goéi tin (pcap)
2 Bién phap ban dau: chin IP/ASN, c¢b 2 1 3
1ap cong, thay doi rule trén firewall
3 Ghi lai chudi thoi gian sy kién phuc vu 1 1 2
diéu tra (forensic, ISO/IEC 27035)
1.4. Pinh mirc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Xac minh ngudn gbc (MAC, port, Su ¢b 1,4 1,9 2,6
VLAN), capture go6i tin (pcap)
2 | Bién phap ban du: chin IP/ASN, cb Su ¢b 1,8 2,6 3,5
1ap cong, thay doi rule firewall
3 Ghi lai chudi thoi gian su kién Su ¢ 1,5 2,2 3,1
(forensic, ISO/IEC 27035)
2. Pinh mtc thiét bi
Ca/01 su co
- x| Bi¢n phap ban R A
X4c minh nguon x . Ghi 1ai chu6i thoi
N S dAu: chin ) ,
A Thoi han | goc (MAC, port, = gian sw ki¢n
STT Thiet bi bVvT i IP/ASN, co lap .
(thang) | VLAN), capture 2 2. (forensic,
. cong, thay doi
g0i tin (pcap) ISO/IEC 27035)
rule firewall
1 [May tinh dé ban Bo 60 0,480 2,880 0,240
2 |May in laser Cai 60
3 [Piéu hoa nhiét do Cai 96 0,084 0,504 0,042
4 |May photocopy Cai 96 - - -
5 |Dién nang (kw) kW 1,865 11,189 0,932
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Ghi cht: M thiét bi trén tinh cho loai KK2, mirc cho cac loai kho khin khac

tinh nhu sau:
KK1 =0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh mirc dung cu

Ca/01 su cb

Ghi lai chudi
» | Bién phap ban .
Xac minh nguon A thoi gian
Thoi R dau: chin N
goc (MAC, port, o su kién
STT Dung cu bVvT han IP/ASN, co lap
VLAN), capture . . (forensic,
(thang) . cong, thay doi
g0i tin (pcap) ISO/IEC
rule firewall
27035)
1 Ghé Cai 96 0,600 3,600 0,300
2 | Banlam viéc Cai 96 0,600 3,600 0,300
3 Quat tran 0,1 kW Cai 60 0,105 0,630 0,053
4 | Bén neon 0,04 kW Bo 36 0,300 1,800 0,150
5 | bién nang (kw) kW 0,189 1,134 0,095

Ghi chu: Muc dung cu trén tinh cho loai KK2, muirc cho cac loai kho khan khac

tinh nhu sau:
KK1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Xac minh nguon | Bién phap ban diu: | Ghi lai chudi thoi
gbc (MAC, port, chan IP/ASN, ¢o gian su Kkién
STT Vit liéu bVT 2 2. .
VLAN), capture 1ap cong, thay doi (forensic,
g6i tin (pcap) rule firewall ISO/IEC 27035)
1 | Gidyin A4 Gram - - -
2 Muc in laser Hop - - -
Muc may - - -
3 Hop
photocopy
4 | Cap dé tai liéu Cai - - -

V. Bdo mat dir liéu giam sat

1. Binh muc lao dong
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1.1. Noi dung cong viéc
a) M4 hoa kénh log (TLS), luu vét truy cap.
b) Chinh sach luu git: log chi tiét 90-180 ngay, log tom tit 1-3 nam.
1.2. Phan loai kho khan
Céc yéu tb anh huong
Lz ) Piém g Mikrc trung Mikc cao
STT Cic yéu to anh huéng . Mure thap
toi da binh

1 S6 lugng thiét bi mang 40 <10: 10 10-50: 25 >50: 40

gui log (firewall,
IDS/IPS, router, switch)
- , A \ A A: 1A 2-3 site: 10 Nhiéu ving

2 Kién trac truyén log va 20 Truyén ndi bd 1 mang/DMZ/
ma hoa (tap trung, phin site: 5 cloud: 20
tan, multi-site)

3 | Mtc do tuan thu chuén | 25 TLS mic dinh, | C6 tudnthiico | Yéu cau nghiém
bao mat dir li¢u log (TLS, Ivu log ndi bd: 5 ban: 15 ngét theo chuan
ISO/IEC 27035, 27001) ISO/CIS: 25

4 Muc do phuc tap trong 15 Luu log 1-3 Luu 6-12 thang, | Luu nhiéu nam,
lvu trit va chinh sach thang, khong ¢6 nén hoac tom phan cép dir
retention phan tang: 5 tat: 10 liéu, co6 backup

ngoai vi: 15
Phan loai kho khan
STT Mikrc do kho khan Khoang diém (K)

1 KK1 K <50

2 KK?2 50<K <80

3 KK3 K >80

1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom

1 Mi hoa kénh log (TLS), luu vét 1 1 2
truy cap

2 Chinh séch huu giir: log chi tiét 90-180 2 1 3
ngdy, log tom tit 1-3 nam
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1.4. Binh muirc
STT Danh muc cong viéc bVvT KK1 KK2 KK3
1 | Ma héa kénh log (TLS), luu vét Thiét bi 1,5 2,1 2,9
truy cép
2 | Chinh séach luu gii: log chi tiét 90— | Hé thong 1,8 2,6 3,5
180 ngay, log tom tit 1-3 nam
2. Pinh mirc thiét bi
Ca/01 thiét bi
. Thoi han | Ma héa kénh log (TLS),
STT | Vattw, thiétbi | PVT . P N Chinh sach hru gii
(thang) luu vet truy cap
1 [May tinh dé ban Bo 60 0,160 2,400
2 |May in laser Cai 60
3 [Diéu hoa nhiét do Cai 96 0,028 0,420
4 |May photocopy Cai 96 - -
5 |Dién nang (kw) kW 0,622 9,324

Ghi cht: M thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh mirc dung cu

Ca/01 thiét bi

Thoi
Ma héa kénh log (TLS),
STT Dung cu bVT han B . Chinh sach luu giir
i luu vét truy cip
(thang)
1 Ghé Cai 96 0,200 3,000
2 Ban lam viéc Cai 96 0,200 3,000
3 | Quattrdn 0,1 kW Cai 60 0,035 0,525
4 Bén neon 0,04 kW Bo 36 0,100 1,500
5 Dién nang (kw) kW 0,063 0,945

Ghi chu: Muc dung cu trén tinh cho loai KK2, murc cho cac loai kho khan khac
tinh nhu sau:
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KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Ma hoa kénh log (TLS),

STT Vit liéu bVT A R Chinh sach luu giir
luu vét truy cap
1 Gidy in A4 Gram - -
2 Muc in laser Hop - -
3 Muc may photocopy Hop - -
4 Cip dé tai liéu Cai - -
VI. Panh gia va cai tién
1. Binh muc lao dong
1.1. Noi dung cong viéc
a) Ra soat quy tic, chir ky, ngudng hang thang/quy.
b) Dién tap trng ctru (tabletop, kiém thir xAm nhap).
1.2. Phan loai kho khan
Céc yéu t6 anh huong
. Piém Mikc thap Piém Mikc cao
STT | Cac yeéu to anh hwéng ‘. .
toi da trung binh
1 S6 luong thiét bi mang 40 <10: 10 10-50: 25 >50: 40
giam sat
2 Muc do phan tan hé 20 1 mang ndi bd: 5 2-3 mang Nhiéu
théng con: 10 vung/DMZ/cloud: 20
3 | Muc do tuy bién céu 25 Ap dung rule/chit | Diéu chinh Quy tic tiy bién
hinh & quy tic ATTT ky chuén: 5 nhe: 15 chuyén sau: 25
4 Tich hop hé thng gidm 15 Co SIEM/log Co syslog | Co syslog roirac: 10
sat tap trung tap trung: 5 roi rac: 10

Phan loai kho khan
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STT Mirc khé khan Khoéng diém (K)
1 KK1 K<50
2 KK2 50<K <80
3 KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Ra soat quy tic, chit ky, ngudng hang 1 1 2
thang/quy
2 Dién tap ung ciru (tabletop, kiém thir 2 1 3
xam nhap)
1.4. Pinh muc
STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 Ra soét quy tic, chir ky, ngudng hang thang/quy Thiét bi 14 |20 |28
2 Dién tap tmg ctru (tabletop, kiém thir xAm nhap) Bubidiéntap [3,0 [42 5.8

2. Pinh muc thiét bi

Ca/01 thiét bi

L. s < “1 . Dién tap rng ciru
STT Thiét bi PVT T(lt‘l‘:;: g)“ 11?;:;1?; e gti;’;;lg‘} ql;y§ (tablxe;(:rll),n 1;11:;:)1 thir
1 |[May tinh dé ban Bo 60 0,005 0,032
2 |May in laser Cai 60
3 Diéu hoa nhiét do Cai 96 0,001 0,006
4 |May photocopy Cai 96 -
5 |DPién nang (kw) kW 0,021 0,124

Ghi cha: Muc thiét bi trén tinh cho loai KK2, mitc cho cac loai kho khan khac

tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.




CONG BAO HA NOI/S6 120+121/Ngay 17-3-2026 36

3. DBinh mirc dung cu

Ca/01 thiét bi

Thoi Ra soat quy tic, chir Dién tip ung ciru
STT Dung cu bVT han ky, ngudng hang (tabletop, kiém thir
(thang) thang/quy xam nhap)
1 Ghé Cai 96 0,007 0,040
2 Ban lam viéc Cai 96 0,007 0,040
3 | Quattran 0,1 kW Cai 60 0,001 0,007
4 bén neon 0,04 kW Bo 36 0,003 0,020
5 bién nang (kw) kW 0,002 0,013

Ghi chu: Muc dung cu trén tinh cho loai KK2, muirc cho cac loai kho khan khac
tinh nhu sau:

KK1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Binh murc vat liéu

Ra soat quy tic, chir ky,

Dién tip tng ctru (tabletop,

ST Vatligu bVt ngudng hang thang/quy kiém thir xam nhap)
1 |Gidyin A4 Gram - .
2 [Muyc in laser Hop - -
3 |Muc may photocopy Hop - -
4 |Cap dé tai liéu Cai - -
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CHUONG I1

PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN
CHO HA TANG AO HOA (CLOUD, VIRTUALIZATION)

I. Chuin bj va thiét 1ap
1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Kiém ké host, VM, container, tai nguyén dam may.
b) Bat log goc (AWS CloudTrail, VPC Flow Logs, Azure Monitor, GCP Audit Logs).
¢) Cau hinh audit log cho API call, snapshot, migration, thay d6i [AM.

d) Quét 16 hong image, ap dung chinh sach registry.

1.2. Phan loai kho khan

Céc yéu to anh hudng

Cic yéu to anh Piém Miic thip ) Mikc cao
STT i i Di€m trung binh
hwéng toi da
1 S6 luong 40 <20: 10 20-100: 25 >100: 40
host/VM/container
giam sat
2 | Mirc d6 phan tan ha | 20 1 nén tang (AWS | 2 nén tang: 10 >3 nén
tang dam may hodc Azure hoac tang/hybrid cloud:
GCP...): 5 20
3 | Mirc do tuy bién chinh | 25 Ap dungtheo | C6 diéu chinh nhe | Chinh séch riéng
sach log/audit chuan nha cung (bo sung rule biét, tuy chinh sau
cap riéng): 15 IAM/APL: 25
(AWS/Azure/G
CP..):5
, N ., ., , . Chua co, can trién
4 Tich hgp cong cu giam 15 ba co SIEM/central | Co6 collector riéng Kkhai méi: 15
sat va canh bao tap trung log: 5 timg nén tang: 10
Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50 <K <80
KK3 K >80
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1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Kiém k& host, VM, container, tai 1 1 2
nguyén dam may
2 |Bat log gbc (CloudTrail, Azure 2 2
Monitor, GCP Audit Logs...)
3 | Cau hinh audit log cho API call, 2 1 3
snapshot, migration, thay d6i IAM
4 Quét 156 hong image, ap dung chinh sach 1 1 2
registry
1.4. Pinh mirc
STT Danh muc cong viéc bVvT KS1 KS2 KS3
1 Kiém ké host, VM, container, tai nguyén Hé 1,5 2,1 3,0
dam may thong
2 Bat log géc (AWS CloudTrail, VPC Flow Nén 1,8 2.5 34
Logs, Azure Monitor, GCP... Audit Logs) tang
3 | Céu hinh audit log cho API call, snapshot, | Nén 2,0 2,8 38
migration, thay d6i IAM tang
4 Quét 16 héng image, ap dung chinh sach Kho 272 3,0 4.0
registry image
2. Pinh muc thiét b
Bang s6 03: Ca/01 h¢ thdng
\ 5 8 4u hi Quét 15
Kidm ke Bat log go.c Cau.hlnh !
Thei host. VM (CloudTrail, audit log hong
A > Azure cho API image,
STT Thiét bi bVvT han container, . .
(th 2';n ) | tai nguyén Monitor, call, ap dung
g sy GCP Audit snapshot, chinh sach
cloud
Logs...) IAM registry
May tinh 4,027 4,027 24,160 24,160
1 , Bo 60
de ban
2 May in laser Cai 60 - - - -
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Diéu hoa , 0,705 0,705 4,228 4,228
3 , Céi 96
nhiét do
4 | ¥ csi | 96
photocopy
Dién ning 15,644 15,644 93,862 93,862
5 kW
(kw)

Ghi cha: Muc thiét bi trén tinh cho loai KK2, mitc cho cac loai kho khan khac
tinh nhu sau:

KK1 =0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mirc dung cu

Bang s6 04: Ca/01 hé thong

.| | Chuhinn | Quétlo
Kiém ké Bat log goc audit lo hong
Théi | host, VM, | (CloudTrail, | ° APf image,
STT Dung cu bVT han container, Azure call 4p dun
, u
(thang) | tai nguyén | Monitor, GCP snapshot P dung
cloud Audit Logs...) PSROL | chinh sach
IAM .
registry
1 Ghé Cai 96 5,033 5,033 30,200 30,200
2 Ban lam vi¢c Cai 96 5,033 5,033 30,200 30,200
3 | QuatthnO,1 kW | Cii 60 0,881 0,881 5,285 5,285
bén neon 0,04 2,517 2,517 15,100 15,100
4 Bo 36
kW
5 bién nang (kw) | kW 1,586 1,586 9,513 9,513

Ghi cha: Muc thiét bi trén tinh cho loai KK2, mitc cho cac loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu
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2 . Céu hinh
Kiém ké Biat log goc . L x oz
. auditlog | Quétlo hong
host, VM, (CloudTrail, . i
Ap Ten ) . cho API image, ap
STT Vit liéu DVT | container, Azure Monitor, i
.. . . call, dung chinh
tai nguyén GCP Audit i )
snapshot, | sach registry
cloud Logs...)
IAM
1 | Gidyin A4 Gram - - -
2 | Muc in laser Hop - - -
Muc may
3 Hop
photocopy - - -
4 | Cap dé tai lidu Cai - - -

II. Thu thip va giam sat

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Log API: thay doi quyén, tao khoa truy cip, thay doi bucket cong khai.

b) Gidam sat luu lugng mang trong ndi by dam may (flow logs).

c¢) Giam sat RBAC trong Kubernetes, hoat dong container.
1.2. Phan loai kho khan

Céc yéu to anh hudng

Cic yéu to Piém Mikc thap 2 . Mikc cao
STT ) . biém trung binh
anh huéng toi da
1 S6 lwong nén 40 1 nén tang: 10 2 nén tang: 25 >3 nén tang/hybrid
tang cloud hoac cloud: 40
cum 4o hoa can
giam sat
2 Mitrc d§ phan tan 20 1 vung mang (1 2-5 vung: 10 >5 vung hodc multi-
vung mang va VPC/ region: 20
dich vu cluster): 5
3 | Mtc do tuy bién 25 Ap dungtheo | Co diéu chinh nhe Chinh sach riéng
chinh sach log va chuén cloud/k8s (custom rule biét, nhiéu
quyén gbe: 5 RBAC, IAM): 15 namespace, multi-

tenant: 25
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4 | Mirc d6 tich hop 15 Pi c6 SIEM C6 log riéng 1& Chura c6, can thiét
giam sat va canh hodc log tung cum: 10 1ap mdi hoan toan:
bao tap trung collector 15
tap trung: 5
Phan loai kho khan
STT Mirc khé khiin Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 | Log API: thay ddi quyén, tao khoa truy cép, 2
thay d6i bucket cong khai
2 Giam sat lvu lugng mang trong ndi bd dam 1 1
may (Flow Logs)
3 Giam sat RBAC trong Kubernetes, hoat dong 1 1
container
1.4. Binh muirc
STT Danh muc cong viéc bVT | KKl | KK2 | KK3
1 Log API: thay dbi quyén, tao khéa truy cap, thay d6i [ Nén 1,6 | 2,2 | 3,0
bucket cong khai tang
2 Giam sat luu lugng mang trong ndi bd dam may (flow logs) Hé 1,8 2,5 34
thong
3 Giam sat RBAC trong Kubernetes, hoat dong container Cum 2,0 2.8 3.8

2. Pinh muc thiét bi

Ca/01 hé thong
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Log API: thay | Gidm sat luu Giam sat
Thoi ddi quyén, tao lwgng mang RBAC trong
STT Thiét bi bVT han khéa truy cip, | trong ndi bo Kubernetes,
(thang) | thay déi bucket dam may hoat dong
cong khai (Flow Logs) container
1 Méy tinh dé ban B¢ 60 4,027 4,027 24,160
2 May in laser Cai 60 - -
3 Diéu hoa nhiét d¢ Cai 96 0,705 0,705 4,228
4 May photocopy Cai 96 - - -
5 bién nang (kw) kW 15,644 15,644 93,862

Ghi cha: Muc thiét bi trén tinh cho loai KK2, muc cho céc loai kho khin khac

tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh murc dung cu

Ca/01 hé thong

Log API: thay | Giam satluvu | Giam sat RBAC
Thoi dbi quyén, tao lwgng mang trong
STT Dung cu bVvT han khoéa truy cip, | trong ndi bd Kubernetes,
(thang) | thay ddi bucket dam may hoat dong
cong khai (Flow Logs) container
1 | Ghé Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
3 | Quat trAn 0,1 kW Cai 60 0,881 0,881 5,285
4 | beén neon 0,04 kW Bo 36 2,517 2,517 15,100
5 | Dién nang (kw) kW 1,586 1,586 9,513

Ghi cha: Mirc thiét bi trén tinh cho loai KK2, murc cho cac loai khé khin khéc

tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh muc vat liéu
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Log API: thay Giam sat luu Giam sat RBAC
ddi quyén, tao lwgng mang trong
STT Vit liéu DVT | khéa truy cap, trong noi bd Kubernetes,
thay d6i bucket dam may hoat dong
cong khai (Flow Logs) container
. Gra
1 Giay in A4
m - - -
2 Muc in laser Hép - - -
3 Muc may photocopy Hép - - -
4 | Cap dé tai lidu Cai - - -
I11. Phan tich va xir ly
1. Binh muc lao dong
1.1. Noi dung cong viéc
a) Tao IAM key méi + xuét dit liéu 16n — canh béo.
b) V6 hi€u hoa key, c¢6 1ap namespace, chan bucket.
1.2. Phan loai kho khan
Céc yéu t6 anh hudng
Cic yéu tb Piém tbi L 2 . Mikc cao
STT ) ) Mikc thap Piém trung binh
anh huong da
1 S6 luong nén tang 40 1 nén tang: 10 2 nén tang: 25 >3 nén tang
cloud hodac cum &o hoéc hybrid
hoa can giam sét cloud: 40
2 Mitic d0 phan tan 20 1 vung 2-5 vung hoac >5 vung hodc
tai nguyén va chinh mang/tenant: 5 tenant: 10 multi-region: 20
sach truy cap
3 | Muc do tuy bién 25 Ap dung theo C6 diéu chinh Chinh sach
chinh sach IAM va chuan IAM canh bao hoac IAM, alert rule
canh bao mdc dinh: 5 custom policy: 15 | riéng biét, da tai
khoan: 25
4 Tich hop hé théng 15 C6 san SIEM Co script ban tu Chua c6, can
canh bao va co lap hodc dong: 10 trién khai co ché
tu dong CloudWatch/ moi: 15

Stackdriver: 5
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Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50<K <80
3 KK3 K>280
1.3. Dinh bién
STT Danh muc cong viéc KS3 KS4 Nhém
1 | Tao IAM key méi + xuat dir liéu 16n — ) 5
canh bao
2 Vo hi€u hoa key, c6 1ap namespace, chian { { 5
bucket
1.4. Pinh mirc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 | Tao IAM key méi + xuit dit liéu | Nén tang 1,8 2,5 3.4
16n — canh bao
2 V6 hi¢u hoa key, c6 1ap namespace, Su cd 2,0 2.8 3,8
chan bucket
2. Dinh mirc thiét b
Ca/01 nén tang
Tao IAM key méi +| Vo6 hiéu hoa key, c6
‘ Thoi han P .
STT Thiet bi bVT i xuat dir liéu 16n — 1ap namespace,
(thang)
canh bao chan bucket
1 May tinh dé ban B¢ 60 0,080 0,160
2 May in laser Cai 60 0,002
3 Diéu hoa nhiét do Cai 96 0,014 0,028
4 May photocopy Cai 96 0,002 -
5 Dién nang (kw) kW 0,313 0,622

Ghi cha: Mt thiét bi trén tinh cho loai KK2, murc cho céc loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.
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3. Binh murc dung cu
Ca/01 nén tang

Thoi h Tao IAM key méi + | Vo hi€éu héa key, co 1ap
0i han .
STT Dung cu bVT o xuat dir liéu 1é6n — namespace,
(thang) )
canh bao chin bucket

1 Ghé Cai 96 0,100 0,200

2 Ban lam viéc Cai 96 0,100 0,200

3 | Quat tran 0,1 kW Cai 60 0,018 0,035

4 | bén neon 0,04 kW Bo 36 0,050 0,100

5 Dbién nang (kw) kW 0,032 0,063

Ghi chu: Muc dung cu trén tinh cho loai KK2, mirc cho cac loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Tao IAM key mé6i+ | Vo hiéu héa key, cod

STT Vit liéu bVT xuiét dir liéu 16n — | 14p namespace, chin
canh bao bucket
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muc may photocopy Hop - 0,0011
4 Cap dé tai liéu Cai - 0,0040

IV. Biao mat dir liéu
1. Binh muc lao dong
1.1. Noi dung cong vi¢c
a) Ma hoa log, luu gitr theo quy dinh (GDPR, phép ludt Viét Nam).
b) Thuc hién quan Iy bao mat ddm may (CSPM).
1.2. Phan loai kho khan
Céc yéu t6 anh huong
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STT ?éc yélf to }zi-ém Mikc thap Piém trung binh Mirc cao
anh huwong toi da
1 S6 luwong nén 35 1 nén tang (vi 2-3 nén tang: 25 >3 nén tang (multi-
tangcloud/hyperv du: VMware cloud, hybrid): 35
isor cAn giam sat hodac AWS): 10
2 Muc do phan tan 25 Luu log ndi bo, Luu log Luu log phén tan nhiéu
va tich hop luu tap trung: 10 nhiéu ving, c¢6 khu vire, cin ma hoa
trir log forwarding: 15 dau cudi: 25
3 | Mic d6 yéu cdu| 25 | Tuanthandibd | Tuan thu phap Tuén thi ddng thoi
tuan thu phap ly co ban: 10 luat Viét Nam: 15 GDPR + Viét Nam +
vd tiéu chuan ISO 27001: 25
quéc té
4 Muc d6 phuc tap 15 Chinh sach mac | Co tuy chinh rule Ty dong hoa kiém tra
chinh sach CSPM dinh cua cloud CSPM: 10 chinh sach da cloud: 15
va automation provider: 5
Phan loai kho khan
STT Mirc khé khan Khoéng diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhém
1 Ma héa log, luu gilt theo quy dinh 1 1 2
(GDPR, phéap luat Viét Nam)
2 Thuc hién quan ly bdo mat dam 2 1 3
may (CSPM)
1.4. Binh muirc
STT Danh muc cong viéc bPVT KK1 KK2 KK3
1 Ma hoa log, Iuu giit theo quy dinh Nén tang 1,8 24 3,2
(GDPR, phép luét Viét Nam)
2 Thyc hién quan ly bdo méat dam Nén tang 2,0 2.8 38
may (CSPM)
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2. Pinh muc thiét bi
Ca/01 nén tang

Théih Ma héa log, Ivu giit | Thuwe hién quéan ly
. o1 han
STT Thiét bi PVT (thi ') theo quy dinh (GDPR,| bao mat dam may
an
& phap luat Viét Nam) (CSPM)

1 May tinh dé ban Bo 60 0,080 0,160

2 May in laser Cai 60 0,002

3 Diéu hoa nhiét do Cai 96 0,014 0,028

4 May photocopy Cai 96 0,002 -

5 Dién nang (kw) kW 0,313 0,622

Ghi cha: Mt thiét bi trén tinh cho loai KK2, muc cho cac loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh murc dung cu
Ca/01 nén tang

Thoi h Ma hoa log, lwu giir Thuec hién quéan ly
oi han
STT Dung cu bVT (thi ') theo quy dinh (GDPR, | bao mit dam may
an
& | phap luat Viet Nam) (CSPM)

1 | Ghé Cai 96 0,100 0,200

2 | Ban lam viéc Cai 96 0,100 0,200

3 | Quat tran 0,1 kW Cai 60 0,018 0,035

4 | Bén neon 0,04 kW Bo 36 0,050 0,100

5 | Dién nang (kw) kW 0,032 0,063

Ghi chi: Murc dung cu trén tinh cho loai KK2, mirc cho céc loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Binh murc vat liéu
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Ma héa log, lvu Thuc hién quan ly bao
STT Vit liéu bVT (g(l:)t:;? :::pdll:; mat dim may (CSPM)
Viét Nam)
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hép - 0,0011
3 Muc may photocopy Hop - 0,0011
4 Cip dé tai licu Cai - 0,0040
CHUONG 111

PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN
CHO MAY CHU (HE PIEU HANH WINDOWS, LINUX)

I. Chuén bi va thiét lap
1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Kiém ké h¢ diéu hanh, phién ban, ban va, vai tro.

b) Tang cudng bao mat (hardening) theo chuén CIS.

c¢) Bat audit logging: syslog (Linux), Windows Event Forwarding, audit DB.
1.2. Phan loai kho khan

Céc yéu to anh huong

Cic yéu tb Piém o i . i
STT ) ) . Mire thap Mirc trung binh Mirc cao
anh hwong toi da
1 S6 lwgng may chu 40 <10: 10 10-50: 25 >50: 40
giam sat
2 Mitrc do phan tan 20 Noi bo 1 mang: 5 | 2-3 mang con: 10 Nhiéu vung/DMZ/
hé thong cloud: 20
3 Mic do tiuy bién 25 Ap dung chuan C6 diéu Chinh sach
chinh sach bao mat CIS géc: 5 chinh nhe: 15 riéng biét: 25
4 Tich hgp cong cu 15 C6 san SIEM/log Co syslog Chua c6 hé thong, can
giam sat tap trung tap trung: 5 riéng 1&: 10 trién khai méi: 15

Phan loai kho khan
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STT Mikc d kho khan Khoang diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80
1.3. PBinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 | Kiém ké h¢ diéu hanh, phién ban, ban va, vai trd 1 1 2
2 Tang cudng bao mat (hardening) theo chuan CIS 2 1 2
3 Bat audit logging (syslog, WEF, audit DB) 2 2
4 Trién khai giam sat tinh toan ven tép (File Integrity 1 1 2
Monitoring)
1.4. DPinh mirc
STT Danh muc cong viéc bVT KK1 | KK2 KK3
1 Kiém ké hé diéu hanh, phién ban, ban va, vai tro May chu 1,2 1,6 2,2
2 Tang cudng bao mat (hardening) theo chuén CIS May chu 1,8 2,5 3,5
3 Bat audit logging (syslog, WEF, audit DB) May chu 1,6 2,2 3,0
4 Trién khai giam sat tinh toan ven tép (File Integrity May chu 2,0 2,8 3,8
Monitoring)

2. Pinh muc str dung may moc, thiét bi

Ca/01 may chu

Kiém ké h¢ | Ting cuwong Bat audit Trién khai
Thoi diéu hanh, bao mat logging giam sat tinh
STT Thiét bi bVvT han phién ban, | (hardening) (syslog, toan ven tép
(thang) ban va, theo chuin | WEF, audit | (File Integrity
vai tro CIS DB) Monitoring)
1 May tinh dé ban Bo 60 4,027 4,027 24,160 24,160
2 May in laser Cai 60 - -
3 Diéu hoa nhiét &9 | Cai 96 0,705 0,705 4,228 4,228
4 May photocopy Cai 96 - - - -
5 bién nang (kw) kW 15,644 15,644 93,862 93,862
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Ghi cht: M thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin khac

tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. PBinh murc dung cu

Ca/01 may chu

) Bit audit | Trién khai
Kiém ké hé | Tang cwong . L
N logging | giam sat tinh
di€u hanh, bao mat
Thoi han . . (syslog, toan ven tép
STT Dung cu bVT i phién ban, | (hardening) .
(thang) L 2 WEF, (File
béan va, theo chuan
audit Integrity
vai tro CIS
DB) Monitoring)
1 Ghé Cai 96 5,033 5,033 30,200 30,200
2 Ban lam viéc Cai 96 5,033 5,033 30,200 30,200
3 Quat tran 0,1 kW Cai 60 0,881 0,881 5,285 5,285
4 bén neon 0,04 kW Bo 36 2,517 2,517 15,100 15,100
5 Dién nang (kw) kw 1,586 1,586 9,513 9,513

Ghi cha: Muc thiét bi trén tinh cho loai KK2, muc cho

tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh mutrc vat liéu

cac loai kho khan khac

. Bat audit | Trién khai
Kiém ké hé . . ) . L
X Tang cwong bao | logging | giam sat tinh
dieu hanh,
STT Vit liéu bVT . . |mat (hardening) | (syslog, toan ven tép
phién ban, ban R . .
L theo chuan CIS WEF, |(File Integrity
va, vai tro
audit DB) | Monitoring)
1 Gidy in A4 Gram i i i i
2 Muc in laser Hop - - - -
3 Muc may photocopy | Hop _ _ _ _
4 Cip dé tai liéu Ci
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II. Thu thap va giam sat
1. Binh muc lao dong
1.1. Noi dung cong vi¢c
a) Log: dang nhap thanh cong/that bai, st dung sudo, 18i kernel.
b) Log DB: truy van 13i, thay doi cau trac, xuat dit liéu.
¢) Giam sat CPU, RAM, I/O, s lugng két ndi.
1.2. Phan loai kho khan
Cac yéu t6 anh huong
STT f?éc yélj 0 D:.ém Miic thip Mikc trung binh Mikc cao
anh hwong toi da
1 S6 lugng may chu 40 <10: 10 10-50: 25 >50: 40
can giam sat
2 Pa dang loai log va 25 1-2 loai: 10 3-5loai: 15 >5 loai: 25
ngudn log
3 Muc d6 phuire tap xu 20 Ghi nhan th6: 5 | Co6 rule don gian: | Co6 parser phirc tap:
ly & loc log 10 20
4 Hinh thuc thu thap 15 Qua syslog Qua agent cuc bo: Két hop SIEM/
& luu trir log tap trung: 5 10 agent/cloud APL: 15
Phan loai kho khan
STT Mikc d9 khé khiin Khoing diém Ky hi¢u
1 | Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 Khoé K >80 KK3
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhém
1 Log: ding nhap thanh cong/that bai, st dung sudo, 13i 1 1 2
kernel
2 | Log DB: truy véan 13i, thay ddi cau trac, xuat dit liéu 1 1 2
3 | Giam sat CPU, RAM, /O, s6 lugng két ndi 1 1 2

1.4. Binh muc
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STT Danh muc cong viéc bVvVT KK1 | KK2 | KK3
Log: dang nhap thanh cong/thdt bai, st dung sudo, May chu 14 1,9 2,6
16i kernel
Log DB: truy van 15i, thay ddi cau tric, xuat dit liéu May chu 1,8 2.4 32
Giam sat CPU, RAM, 1/O, s6 luong két ndi May chi 12 18 24

2. Pinh muc thiét bi

Ca/01 may chu

Log: dang nhap Log DB: truy
. 5 A e A 1Rs z. | Giam sat CPU,
. Thoi han thanh cong/that van loi, thay doi P
STT Thiét bi bVvVT i L. R i B RAM, I/O, so
(thang) | bai, sir dung sudo, cau truc, xuat .z
x lwgng ket noi
16i kernel dir liéu
1 | Maytinh déban | Bo 60 4,027 4,027 24,160
2 May in laser Cai 60 - -
Diéu hoa nhiét . 0,705 0,705 4,228
3 A Cai 96
do
4 May photocopy | Cai 96 - - -
5 biénnang (kw) | kW 15,644 15,644 93,862

Ghi cht: M thiét bi trén tinh cho loai KK2, muc cho cac loai kho khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh muc dung cu

Ca/01 may chu

Log: diang
Log DB: t
Thoi | nhap thanh ‘:fl v thr:y Giam sat CPU,
. van 16i .
Dung cu BVT | han | conglthtbai, | o' 0 ’tr,cy RAM, /O, sb
i cAu tri X
(thang) | sir dung sudo, R lrgng két noi
x. xuat dir liéu
loi kernel )
1 | Ghé Cai 96 5,033 5,033 30,200
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2 | Banlam viéc Cai 96 5,033 5,033 30,200
3 | Quat tran 0,1 kW Cai 60 0,881 0,881 5,285
4 | bén neon 0,04 kW Bo 36 2,517 2,517 15,100
5 | Pién nang (kw) kW 1,586 1,586 9,513

Ghi cha: Muc thiét bi trén tinh cho loai KK2, murc cho céc loai kho khan khac

tinh nhu sau:
KK1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Log: dang nhip £ K I
. . <. . |LogDB: truy van loi, |Giam sat CPU,
. en thanh cong/that bai, 2 x B R
STT Vit liéu bVvT ) x. thay doi cau truc, xuat | RAM, /0, so
str dung sudo, 10i Y n i .
dir liéu lwgng ket noi
kernel
1 | Gidyin A4 Gram - - -
2 Muc in laser Hop - - -
Muc may R
3 Hop
photocopy - } )
4 | Cap dé tai liéu Cai - - -

III. Phan tich va xac minh

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Tuong quan: nhiéu lan dang nhép tht bai trén nhiéu server — tan céng ngang.

b) Kich hoat diéu tra forensic (memory dump, snapshot).

1.2. Phan loai kho khan

Céc yéu to anh huong

-y Diém toi
STT Cac yéu to anh hwéng Giai thich y nghia d
a
1 S6 luong may cha duoc giam sat Téng s6 may cha can giam sat, anh hudong 30
khéi luong dit liéu log can phén tich
2 Sb lugng su kién bdo mat can phan tich | Quy mo di liéu log va mic do phtic tap 25
(log alert, failed login, policy change...) | trong loc, tuong quan
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3 Muc d¢ tich hgp va tuong quan su | Phan anh mirc kho khi phai so khép log 25
kién giira nhiéu hé diéu hanh / mang | giita Windows-Linux-AD-Firewall...
4 Yéu cau ky thuat diéu tra s (Forensic) C6 can thyc hién memory dump, snapshot, 20
phuc hdi log, khéi phuc chudi sy kién
Téng cong 100
Tinh diém theo cac yéu t6 anh hudng:
STT | Cic yéu té anh hudng Mikc chi tiét Piém
1 S6 lwong may cha duge | m< 10— 10; 10 <m <30 — 20; m > 30 — 30 30
giam sat
2 S6 Iwgng sy kién bao mat | m < 1.000 — 10; 1.000 <m < 5.000 — 15; m > 5.000 25
can phan tich — 25
3 Muc @96 tich hop & tuong | Chi 1 HPH — 10; 2 HPH — 20; >3 HDH (Windows 25
quan da nén tang + Linux + thiét bj mang) — 25
4 Yéu cau ki thuat diéu tra | Khong yéu ciu — 0; Dump/snapshot co ban — 10; Phan 20
s6 (Forensic) tich sau (memory, timeline, recovery) — 20
Phan loai kho khan
STT Mirc do kho khan Khoing diém Ky hiéu
1 | Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 Kho K=>280 KK3
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 KS4 Nhém
1 Tuong quan: nhiéu lan ding nhap thit bai trén nhiéu 1 1 2
server — tan cong ngang
2 Kich hoat diéu tra forensic (memory dump, snapshot) 1 1 2
1.4. Dinh mirc
Pon vi tinh
STT Danh muc cong viéc KK1 | KK2 | KK3
dVT)
1 Tuong quan: nhiéu lan ding nhap thit bai trén Su kién 2,0 2,6 34
nhiéu server — tan cong ngang (dot phan tich)
2 Kich hoat diéu tra forensic (memory dump, | Phién didu tra 3,0 3,8 5,2
snapshot)
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2. Dinh mirc thiét bj
Ca/01 dot
Twong quan: nhiéu | Kich hoat diéu tra
. Thoi han | 1an ding nhap that | forensic (memory
STT Thiét bi bVT s
(thang) |bai trén nhi€u server| dump, snapshot)
— tén cong ngang
1 [May tinh dé ban Bo 60 0,080 0,160
2 |May in laser Cai 60 0,002
3 [Piéu hoa nhiét do Cai 96 0,014 0,028
4  May photocopy Cai 96 0,002 -
5  [DPién nang (kw) kW 0,313 0,622

Ghi cha: Mt thiét bi trén tinh cho loai KK2, murc cho céc loai kho khan khéc
tinh nhu sau:

KK1 =0,8 x KK2.

KK3 =1,3 x KK2.

3. Pinh mirc dung cu

Ca/01 dot
Twong quan: nhiéu Kich hoat diéu tra
Thoi han | 14n ding nhip thét bai | forensic (memory
STT Dung cu bVT i . "
(thang) trén nhiéu server — dump, snapshot)
tin cong ngang

1 Ghé Cai 96 0,100 0,200
2 Ban lam viéc Cai 96 0,100 0,200
3 Quat tran 0,1 kW Cai 60 0,018 0,035
4 Bén neon 0,04 kW Bo 36 0,050 0,100
5 bién nang (kw) kW 0,032 0,063

Ghi chta: Muc dung cu trén tinh cho loai KK2, muc cho céc loai kho khan khéc
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu
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Twong quan: nhiéu lan Kich hoat diéu tra
ding nhap thit bai forensic (memory
STT Vit liéu bVT . R
trén nhiéu server — dump, snapshot)
tin cong ngang
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muc may photocopy Hop - 0,0011
4 Cip dé tai liéu Cai - 0,0040
IV. Ung ciru ban dau
1. Binh muc lao dong
1.1. Noi dung cong viéc
a) Co 1ap server, vo hi¢u hoa tai khoan, thay ddi mat khau.
b) Tao snapshot dé luu bang ching.
1.2. Phan loai kho khan
Céc yéu t6 anh huong
Y S g . cas s . Piém
STT Céac yeéu to anh hudéng Giai thich y nghia 2.
toi da
1 S6 lugng may cha bi anh huéng Quy md su ¢d can ¢6 1ap hodc xir Iy 30
2 Miic d6 nghiém trong ctia sy ¢d (pha | Anh huéng t6i quy trinh Gmg ciru va 25
hoai, lay lan, truy cap trai phép) khéi luong thao tac
3 Pham vi va tinh két ndi cua hé | P phuc tap khi co 1ap hodc thay doi 25
théng (mang ndi bo, DMZ, cloud) quyén truy cap
4

Yéu céu luu trit bang chimg
(snapshot, forensic)

C6 yéu ciu snapshot, ghi log, backup 20

bang ching dé phuc vu diéu tra

Téng cong

100
Tinh diém theo cac yéu té anh huong:
STT Cic yéu t6 anh hwong Mikc chi tiét Piém
1 | S6lugngmay chubianhhuong | m<5 — 10; 5<m <20 — 20; m>20 — 30 30

2 Mtrc d6 nghiém trong cua sy co

Muc thap (tai khoan don 1&) — 10; Trung binh | 25
(nhiéu tai khoan, chua lan truyén) — 15; Cao (xam

nhap, ma ddc, lan truyén) — 25
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3 | Pham vi va tinh két nbi cua | Mot mang ndi bo — 10; C6 DMZ hoic VPN két | 25

hé thong ndi ngoai — 20; Nhiéu méi trudng (on-prem +
cloud) — 25

4 Yéu cau luu trit bang chimg | Khong yéu cdu — 0; Snapshot co ban — 10; 20

(snapshot, forensic) Snapshot + forensic chi tiét — 20
Phan loai kho khan
STT Mirc d§ kho khin Khoang diém Ky hiéu

1 | Dé K <50 KK1

2 Trung binh 50 <K <80 KK2

3 Kho K >80 KK3

1.3. Dinh bién

STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 | Cb lap server, vo hiéu hoa tai khoan, thay doi 1 1 2
mét khau
2 Tao snapshot dé luu bang ching 1 1 2
1.4. Pinh mirc
STT Danh muc cong viéc Pon vi tinh (BVT) KK1 KK2 KK3
1 | Co lap server, vo hiéu hoa tai khoan, Su ¢b (may chir) 2,0 2,6 3.4
thay d6i mat khau
2 | Tao snapshot dé luu bang chimg May chu 2,6 32 42

2. Pinh muc thiét bi
Ca/01 may chu

sti| | ovr | Teiten | Colimenon bt bie i | bt o
1 [May tinh dé ban Bo 60 0,480 2,880
2 |May in laser Cai 60
3 |DPiéu hoa nhiét do Cai 96 0,084 0,504
4 |May photocopy Cai 96 - -
5 |DPién nang (kw) kW 1,865 11,189
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Ghi cht: Muc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khan khéc
tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.
3. PBinh mirc dung cu

Ca/01 may chu

Co 1ap server, vo hiéu héoa

STT Thoi han " . <. Tao snapshot dé
Dung cu bVT i tai khoan, thay doi . |
(thang) R R luu bang chirng
mat khau

1 Ghé Cai 96 0,600 3,600
2 Ban lam viéc Cai 96 0,600 3,600
3 | Quat tran 0,1 kW Cai 60 0,105 0,630
4 DBen neon 0,04 kW Bo 36 0,300 1,800
5 bién nang (kw) kW 0,189 1,134

Ghi chu: Muc dung cu trén tinh cho loai KK2, mirc cho cac loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh mirc vat liéu

Co 1ap server, vo hiéu héa tai

Tao snapshot dé liru

ST Vatliu bVt khoan, thay d6i mat khiu bing chirng
1 | Gidyin A4 Gram - -
2 | Muc in laser Hop - -
3 | Myc may photocopy | Hop - -
4 | Cap dé tai liéu Cai - .

V. Bdao mat dir liéu

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Mi hoa log khi luu trix, kiém soat truy cap.

b) Chinh sach luu gitr log.

1.2. Phan loai kho khan
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Céc yéu t6 anh hudng

STT Cic yéu to anh hwéng Giai thich y nghia Piém toi da
1 | S6 lugng may chu can bao mat log | Phan anh khdi luong dit lidu log va 30
pham vi quan ly
2 | Cap d6 mi hoa va tiéu chuén bao | Mtrc do phirc tap khi thiét lap, duy tri 25
mat ap dung va kiém tra ma hoa
3 Hé thong kiém soét truy cap (ACL, | Mirc d6 phic tap trong quan 1y quyén 25
RBAC, LDAP, AD, IAM) truy cap log va dit li€u
4 | Yéu cau vé chinh sach luu giit log | Thoi gian lwu, mic d6 chi tiét log, kha 20
nang truy xuat khi can diéu tra
Téng cong 100
Tinh diém theo cac yéu t6 anh huong:
STT _y . )
Cac yéu to anh hwéng Mikc chi tiet Diém
1 |86 lugng méy chu can bao | m<5— 10;5<m <20 — 20; m>20 — 30 30

mat log

2 | Cip do ma hoa & tiéu chuan | Co ban (AESI28, ndi bd) — 10; Trung binh | 25

bao mat

(AES256, TLS) — 15; Cao (FIPS, PKI, HSM,
chimg thuc da ting) — 25

3 | Hé thong kiém soat truy cap

Co ban (local user) — 10; Trung binh (RBAC ndi 25
bd) — 15; Cao (AD/LDAP + IAM tip trung) — 25

4 | Yéu cau vé chinh sach luu | < 90 ngay — 10; 90-180 ngay — 15; > 180 ngay | 20

gitr log hoic chi tiét nhidu miic — 20
Phan loai kho khan
STT Miic d9 khé khiin Khoang diém Ky hi¢u
1 Dé K <50 KK1
2 | Trung binh 50 <K < 80 KK2
3 | Kho K >80 KK3

1.3. Dinh bién
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STT Danh muc cong viéc KS2 | KS3 | KS4 Nhém
1 Ma hoa log khi luu trit, kiém soat truy cap 1 2
2 Chinh sach luu gitr log 1 2
1.4. Binh mic
STT Danh muc cong viéc Pon vi tinh PVT) | KK1 | KK2 | KK3
1 Ma hoa log khi luu trit, kiém soat truy cap May chu 2,0 2,6 34
2 Chinh sach luu gitr log H¢ théng 2.4 3,0 39
2. Pinh mtc thiét bi
Ca/01 may chu
L Thoi han Ma lz()a log khi luu trir, Chinh sach
STT Thiét bi bvT (thang) kiém soat truy cap lwu giir log
1 [May tinh dé ban Bo 60 0,080 0,160
2 [May in laser Cai 60 0,002
3 |Piéu hoa nhiét o Cai 96 0,014 0,028
4  [May photocopy Cai 96 0,002 -
5  |Pién nang (kw) kW 0,313 0,622

Ghi cht: Muc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh murc dung cu

Ca/01 may chu

.. Ma héa log khi luu Chinh sach
Thoi han L X .
STT Dung cu bVvT (théing) trir, klemA soat lrru giir log
truy cap

1 Ghé Cai 96 0,100 0,200
2 | Ban lam viéc Céi 96 0,100 0,200
3 Quat tran 0,1 kW Cai 60 0,018 0,035
4 DPén neon 0,04 kW | Bo 36 0,050 0,100
5 Dién ning (kw) kW 0,032 0,063
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Ghi cha: Muc dung cu trén tinh cho loai KK2, mirc cho cac loai kho khan khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Ma héa log khi luu trir, Chinh sach
STT Vit liéu bVT 2 i ) .
kiém soat truy cap luu giir log
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muc may photocopy Hép B 0,0011
4 | Cap dé tai licu Cai - 0,0040

VI. DPanh gia dinh ky

1. Binh muc lao dong

1.1. Noi dung cong viéc

Quét 16 hé)ng, lap lich va 161, bao cao thay ddi cau hinh
1.2. Phan loai kho khan

Céc yéu t6 anh hudng

y , Piém
STT Cac yéu to anh hwéng Gidi thich y nghia ‘.
toi da
1 S6 lwong may cht can quét | Phan anh khéi luong cong viée can quét, kiém tra 30
va danh gia va téng hop
2 Mirc d6 phirc tap ctia hé diéu | Pa dang nén tang va img dung khién viéc quét va 25
hanh va dich vu dang chay danh gia kho hon
3 Chu ky d4nh gid va yéu cau | D thuong xuyén va tinh chinh xéac trong quan 1y 25
lap lich va 16i lich trinh va 13i
4 | Mt d6 chi tiét ciia bao cao | Anh hudng khdi lugng phén tich, so sanh va ghi 20
thay doi cau hinh nhan két qua
Tong cong 100

Tinh diém theo cac yéu té anh hudng:
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STT | Céc yéu t6 anh hwéng Mikc chi tiét Piém
1 | S6 lugng méay chi can | m< 10— 10; 10 <m < 30 — 20; m > 30 — 30 30
quét va danh gia
2 | Muc d6 phirc tap cia | HDH dong nhét (chi Windows hodc Linux) — 10; 2 loai HDH | 25
HDH va dich vu — 15; Hon th+nhiéu dich vu (DB, Web, AD, Mail) — 25
3 | Chu ky dénh gia & lap | Hang quy — 10; Hang thang — 15; Hang tudn/ lién tuc — 25 25
lich v4 15
4 | Mtic do chi tiét bao cdo | Chi tong hop thay d6i chinh — 10; C6 log chi tiét theo 20
céu hinh file/service — 15; C6 ddi chiéu baseline tu dong — 20
Phan loai kho khan
STT Mikc dd khé khiin Khoing diém Ky hi¢u
1 | Dé K <50 KK1
2 | Trung binh 50 <K <80 KK2
3 | Khé K >80 KK3
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhém
1 | Quét1d hdng, 1ap lich va 1i, bao cao thay di cdu hinh 1 1 1 3
1.4. Pinh mirc
Pon vi tinh
STT Danh muc cong viée ('}'):}T;“ KKl | KK2 | KK3
1 Quét 16 héng, lap lich va 151, bao céo thay ddi May chu 2.4 3,0 39
céu hinh

2. Binh muc thiét bi

Ca/01 may chu

L Thoi han | Quét 16 hong, 1ap lich va 15i, bao cao thay doi
STT Thiét bi bVT i i
(thang) cau hinh

1 [May tinh dé ban Bo 60 0,005

May in laser Cai 60

Diéu hoa nhiét do Cai 96 0,001

May photocopy Cai 96 -

Dién nang (kw) kW 0,021
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Ghi cht: Murc thiét bi trén tinh cho loai KK2, muc cho cac loai kho khin khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh murc dung cu

Ca/01 may chu

Thoi - .
Quét 16 hong, lap lich va 16i, bao cao
STT Dung cu bVT han e 2
i thay doi cau hinh
(thang)

1 | Ghé Cai 96 0,007
2 | Ban lam vi¢c Cai 96 0,007
3 | Quat trdn 0,1 kW Cai 60 0,001
4 | bén neon 0,04 kW Bo 36 0,003
5 | Dién nang (kw) kW 0,002

Ghi cha: Muc dung cu trén tinh cho loai KK2, murc cho céc loai kho khan khéc
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Binh murc vat liéu

STT Vit liéu PVT | Quét 1 hong, 1ap lich va 18, bao cio thay ddi cAu hinh
1 |Gidyin A4 Gram -
2 [Muc in laser Hop -
3 Muc may photocopy Hép -
4 |Cap d tai liéu Cai -
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CHUONG IV
PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN

CHO UNG DUNG (WEB, ERP, CRM, API, EMAIL)

I. Chuén bi va thiét 1ap
1. Binh muc lao dong
1.1. Noi dung cong viéc

a) Kiém ké danh muc tng dung, phién ban, méi trudng trién khai
(dev/test/prod).

b) Bat log truy cép, xac thuc, 16i ung dung, giao dich APL

¢) Ciu hinh tudong lira tng dung web (WAF), DLP, bao vé API gatewayd)
Giam sat bat thuong giao dich (fraud detection).

1.2. Phan loai kho khan

Céc yéu t6 anh hudng

A ) Piém Mikc thép . Mikc cao
STT | Cac yéu to anh hwéng ‘. Piém trung binh
toi da
1 S6 luong tUng dung 40 <5:10 5-20: 25 >20: 40
giam sat
2 Miic d0 phan tan moi 20 Mot moi 2-3 moi truong: 10 >3 moi truong
truong trién khai truong: 5 (multi-cloud): 20
3 | Mbc do tuy bién céu 25 Dung chinh | C6 tiy chinh nhe: 15 | Cau hinh riéng
hinh bao mat sach chuan: 5 cho tung
ung dung: 25
4 | Hé théng quan 1y log 15 C6 SIEM/log | C6 log riéng 1&: 10 Chura c6, can
tap trung tap trung: 5 tich hop moi: 15
Phan loai kho khan
STT Mirc d§ kho khin Khoang diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K=>380
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1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhém
1 Kiém ké danh myc tmg dung, phién ban, méi trudng trién 1 1 2
khai (dev/test/prod)
2 Bit log truy cap, xac thuc, 16i ing dung, giao dich API 2 1 3
3 Céu hinh tudng lira tmg dung web (WAF), DLP, bao vé 2 1 2
API gateway
1.4. Binh muc
STT Danh muc cong viéc PVT KK1 | KK2 | KK3
1 Kiém ké danh muc tmg dung, phién ban, moi Ung dung 1.5 2,0 2.8
truong trién khai (dev/test/prod)
2 Bat log truy cap, xac thuc, 16i tmg dung, giao Ung dung 2.0 2.8 3.8
dich API
3 Ciu hinh tuong lta Gmg dung web (WAF), Ung dung 2.2 3,0 4,0
DLP, bao vé API gateway
2. Pinh muc thiét bi
Ca/01 thiét b
Kiém ké danh
muc wng dung, Bat log truy cdp, | Céu hinh tudong
AL r Cong suit phién ban, xéc thue, 16i wng | lira irng dung web
STT | Thietbi | DVT (Kw) méi truwong dung, giao dich | (WAF), DLP, bio
trién khai API vé API gateway
(dev/test/prod)
May tinh .
1 L Cai 0,4 0,2 1,2 0,6
deé ban
May in .
2 Cai 0,6 0 0,053 0,053
laser
Diéu hoa .
3 . Cai 2,2 0,034 0,101 0,101
nhiét 4o
4 biénnang | Kw 1,3 6,2 4,2

3. Binh murc dung cu
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Ca/01 thiét bi

Kiém ké danh
Thoi muc wng dung, | Bit log truy cip, | CAu hinh twong lira
h.;\ > I3 th lR- 7y 7
STT | Dungeu DVT han p Al.en bfln, xac 1,rc-, oi 1.mg ung dung webﬁ
(thz:ln ) moi truong dung, giao dich | (WAF), DLP, bio
& trién khai API vé API gateway
(dev/test/prod)

1 | Ghé Cai 96 0,2 1,2 0,6

2 | Banlam viéc Cai 96 0,2 1,2 0,6

3 Quat tran Cai 96 0,035 0,21 0,105

4 Pén neon Bo 24 0,1 0,6 0,3

5 bién nang kW 0,06 0,38 0,19

4. Binh muc vat liéu

Kiém ké danh
muc tng dung, Bat log truy Céu hinh tuong lira
hién ban, moi | cap, xac thuc wrng dung web (WAF

STT | Noidung | BVT | Phoo 0w 4p, xac thyc, | img dung web (WAF),

treong 10i &ng dung, DLP, bao vé API
trién khai giao dich API gateway
(dev/test/prod)
1 Gidy in A4 Gram 0,015 0,003
2 Muc in laser Hop 0,015 0,003

I1. Thu thap va giam sat

b) Giam sat truy cap bat thudng, tan suat POST/GET cao, 16i 4xx/5xx, email

1. Binh muc lao dong

spam/phishing.
¢) Giam sat hanh vi giao dich nghi ngo (fraud detection, brute force, SQL1, XSS).

Céc yéu to anh hudng

1.1. Noi dung cong viéc

1.2. Phan loai kho khan

a) Thu thap log request/response, API usage, canh bao tt WAF va IDS.

Cic yéu to Piém Miic thip 2 . Mikc cao
STT ) ) . Diém trung binh
anh hwong toi da
1 | S lugng ngudn log 40 <5:10 5-20: 25 >20: 40
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2 Muc do tv dong hoa 20 Co dashboard | Giam sat ban tu Thu cong hodc can
giam sat san: 5 dong: 10 script moi: 20
3 Tich hop coéng cu 25 C6 san: 5 Cén cAu hinh lai: Tich hop moi: 25
canh bao 15
4 Khéi lugng canh 15 <100: 5 100-500: 10 >500: 15
bao/ngay
Phan loai kho khan
STT Mirc khé khiin Khoing diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K =380
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Thu thap log request/response, API usage, 1 1 2
canh bao tr WAF va IDS
2 Giam sat truy cap bat thuong, tan suét 2 2
POST/GET cao, 16i 4xx/5xx, email
spam/phishing
3 Giam sat hanh vi giao dich nghi ng¢ (fraud 1 1 2
detection, brute force, SQLi, XSS)
1.4. Pinh muc
STT Danh muc cong viéce bVvVT KK1 | KK2 | KK3
1 | Thu thap log request/response, API usage, canh bao tir | Ungdung | 1,6 | 22 | 3,0
WAF va IDS
2 Qiém sat truy cép bat thuong, tan suat POST/GET cao, Ung dung | 1,8 2,5 3.4
101 4xx/5xx, email spam/phishing
3 | Giam sat hanh vi giao dich nghi ngo (fraud detection, Ung dung | 2,0 | 2,8 3.8
brute force, SQLi, XSS)

2. Pinh muc thiét bi

Ca/01 thiét bi
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Giam sat truy cdp | Giam sat hanh
Thu thép log £ N Lo
bat thuwong, tan vi giao dich
Cong request/resp R L.
‘ . suat POST/GET | nghi ngo (fraud
STT Thiet bi PVT | suat onse, API x
. cao, 10i 4xx/5xx, detection, brute
(Kw) | usage, canh bao . .
email force, SQLi,
tir WAF va IDS
spam/phishing XSS)
1 May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | Diéuhoa nhiétdo | Cai 2,2 0,034 0,101 0,101
4 | Dién nang Kw 1,3 6,2 42
3. Pinh mirc dung cu
Ca/01 thiét bi
R Giam sat truy cdp | Giam sat hanh
Thu thap log % . X Lo
bat thwong, tan vi giao dich
. request/resp ‘
Thoi han suat POST/GET | nghi ngo (fraud
STT Dung cu bVT onse, API 5
(thang) _ i cao, 16i 4xx/5xx, | detection, brute
usage, canh bao
email force, SQLi,
tir WAF va IDS
spam/phishing XSS)
1 | Ghé Cai 96 0.2 1,2 0,6
2 | Banlam viéc Cai 96 0.2 1,2 0,6
3 Quat tran Cai 96 0.035 0,21 0,105
4 Pén neon Bo 24 0,1 0,6 0,3
5 | Dién nang kW 0,06 0,38 0,19
4. Pinh mtrc vat liéu
STT | Vatliéu bVvT Thu thap log Giam sat truy cap Giam sat hanh vi
request/response, | bat thuwong, tan suat giao dich nghi
API usage, cinh | POST/GET cao, loi ngo (fraud
bao tir WAF 4xx/5xx, email detection, brute
va IDS spam/phishing force, SQLi, XSS)
1 | Gidyin A4 | Gram 0,015 0,003
2 Muc in Hop 0,015 0,003
laser




CONG BAO HA NOI/S6 120+121/Ngay 17-3-2026 69

I11. Phan tich va twong quan
1. Binh muc lao dong

1.1. Noi dung cong viéc
a) Tuong quan WAF block + login that bai hang loat — tin cong brute force.
b) Phan tich chudi request dé phat hién khai thac API hodc ro ri dit liéu.

¢) Két hop log g dung va hé théng xac thuc (SSO/AD) dé xac minh ngudi dung.
1.2. Phan loai kho khan
Céc yéu t6 anh hudng

_y Diém tbi Mikc tha 2 Mi
STT Yéu t 'e;; o fre thap Piém trung binh e ¢ao

1 S6 lwong ngudn 40 <3:10 4-8:25 >8: 40
log tuong quan

2 Ty dong hoa 20 Cé6 SIEM rule Tuy chinh rule: 15 Viét rule méi:
phén tich san: 5 25

3 Khdi luong 25 <I1GB: 5 1-10GB: 10 >10GB: 20
log/ngay

4 Do phuc tap hanh 15 Pon gian: 5 Trung binh: 10 Da dang/chudi
vi nghi ngd tan cong: 15

Phan loai kho khan
STT Mirc khé khan Khoéng diém (K)

1 KK1 K <50

2 KK2 50 <K <80

3 KK3 K =380

1.3. Dinh bién
STT Danh muc cong viéc KS3 KS4 Nhom

1 Tuong quan WAF block + login that bai hang loat — tan 2 2
cong brute force

2 Phén tich chudi request dé phat hién khai thac API hodc 1 1 2
ro ri dir liéu

3 | Két hop log ung dung va hé thong xéac thuc (SSO/AD) dé 2 2
xac minh nguoi dung
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1.4. Binh muirc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Tuong quan WAF block + login thit bai Ung 1,8 2,6 3,6
hang loat — tin cong brute force dung
2 Phan tich chudi request dé phat hién khai Ung 22 3,0 4.0
thac API hoac ro ri dir liéu dung
3 Két hop log ing dung va hé théng xac thuc Ung 1,6 2,2 3,0
(SSO/AD) dé xac minh ngudi dung dung

2. Pinh muc thiét bi

Ca/01 Ung dung

Twong quan | Phan tich chudi | Két hop log ing
Co WAF block + | request dé phat | dung va hé thong
on .
. . & login that bai | hién khai thac xac thue
STT Thiet bi bVT suat . L
(Kw) hang loat — | API hoic ro ri (SSO/AD)
w . 2
tan cong dir liéu dé xac minh
brute force ngwoi dung
1 | Maytinhdéban | Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,056
3 Diéu hoa nhiét &6 | Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 42
3. DBinh mirc dung cu
Ca/01 Ung dung
Twong quan | Phan tich chubi P i
., | Kethep log irng
WAF block + | request dé phat o
- SR .| dungva h¢ thong
Thoi han | login thiat bai | hién khai thac i
STT Dung cu bvVT i - . xac thue
(thang) hang loat — | API hodc ro ri 2 .
i . o (SSO/AD) deé xac
tan cong dir liéu . .
minh ngwoi dung
brute force
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat tran Cai 96 0,035 0,21 0,105
4 Dén neon Bo 24 0,1 0,6 0,3
5 bién nang kW 0,06 0,38 0,19
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4. Binh murc vat licu
Twong quan Phin tich chudi Két hop log ting
WAF block + request dé phat | dung va h¢ thong
STT Vit liéu bVT login thit bai hién khai thac API xac thue
hang loat — tin | hodc ro ri dirliu | (SSO/AD) dé xac
cong brute force minh nguoi dung
1 | Gidyin A4 Gram 0,015 0,003
2 Muyc in laser Hép 0,015 0,003
IV. Ung ciru ban dau
1. Binh muc lao dong
1.1. Noi dung cong vigc
a) G161 han tde do, tam khoa tai khoan, reset mat khau.
b) V4 nong (hotfix), cAp nhat chit ky WAF, chan IP/ASN tin cong.
¢) Thong bao su ¢d va ghi nhan bang chimg phuc vu diéu tra.
1.2. Phan loai kho khan
Céc yéu t6 anh hudng
STT ?ac yelf to Diém toi Mirc thap Pidm trung binh Mikc cao
anh hwong da
1 S6 lugng tmg dung 40 <5:10 6-15:25 >15: 40
hodc dich vu bi anh
hudng
2 | Mirc do phirc tap cia 20 Ldi don gian, | C6 dau hiéu tin Lién quan nhiéu
su cO xac dinh cong da 16p: 20 tang (ung dung,
dugc nguyén mang, API): 25
nhan: 10
3 | Mirc d6 sin sang cta 25 Cohé théng | Cobantydong | Chiyéu thu cong:
cong cu uUng cuu tu dong hoa (SOAR ban 20
(SIEM, SOAR, hoan chinh: 5 phan): 10
WAF, EDR)
4 Quy mé doi ngi va 15 Co quy trinh, | C6 quy trinh ban | Chua c6 quy trinh,
quy trinh phoi hop do6i chuyén chinh thtc: 10 phoi hgp thu cong:
trach: 5 15
Phan loai kho khan
STT Mirc khé khin Khoéng diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
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1.3. PBinh bién
Bang s6 01:
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Gi6i han toc do, tam khoa tai khoan, reset 1 2
mat khau
2 Va nong (hotfix), cap nhat chr ky WAF, 1 3
chin IP/ASN tn cong
3 Thong bao su ¢ va ghi nhan bang chimg 2
phuc vu diéu tra
1.4. Pinh muc
Bang s6 02:
STT Danh muc cong viéc bVT KS2 KS2 KS3
1 Gi6i han tdc @0, tam khoa tai khoan, reset Ung dung 1,2 1,8 2,6
mat khau
2 Vi néng (hotfix), cap nhat chir ky WAF, | Ung dung 1,6 24 3,2
chin IP/ASN tan cong
3 Théng bao su ¢d va ghi nhan bing chimg Su ch 1,4 2,0 2,8
phuc vu diéu tra
2. Dinh mirc thiét bi
Ca/01 Ung dung
Cén . < Va néng Thong bao sy
o | Gidihante | ot chp |00
sua At ol Lov ¢6 va ghi
] d9, tam khoa | nhat chirky &
STT Thiét bi bVT (Kw) .. . WATPF, chin nhin bang
tai khodn, reset P/ ASN‘
K . ching phuc
At kha £ A >
mat khau tan cong vu didu tra
1 | My tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 4.2

3. Binh mirc dung cu
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Ca/01 Ung dyng

Va néng Thong bi
Gi6i han toc (hotfix), cap oA'ng‘ al(:.su
STT b pyp | Thoihan | @b tamkhéa | nhat chir ky i’f"b% !
uns cu (théng) | thi khodn, reset | WAF, chin ';lf-‘“ 1“g
2 cnun uc
mat khiu IP/ASN £ P
A vu dieu tra
tan cong
1 | Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat trin Cai 96 0,035 0,21 0,105
4 Dén neon BoO 24 0,1 0,6 0,3
5 bién nang kW 0,06 0,38 0,19
4. Pinh murc vat liéu
Va néng (hotfix), Théne bé P
Gidi han tbc a9, | cip nhjt chirky | P hE M0
< \4 1
STT Vit liéu bVT tam khoa tai khoan, WAF, chén l;g n h 8
reset mat khiu IP/ASN CAUmS e vy
‘ . dieu tra
tan cong
1 Giéiy in A4 Gram 0,015 0,003
2 Muc in laser Hop 0,015 0,003

V. Bdo mat dir liéu log

1. Binh muc lao dong

1.1. Noi dung cong vi¢c

a) Che giau hodc an danh di liéu ca nhan (PII) trong log.

b) M4 hoa log khi luu trir, kiém soét quyén truy cp va chinh sach luu giir.
1.2. Phan loai kho khan
Céc yéu t6 anh huong

PRSP+ i3 Mikc thip i Mirc cao
STT Cic yéu to Diém Piém trung binh
anh hwong toi da

1 Sf) lugng ngudn log 40 <5 ngudn: 10 6-15 nguon: 25 >15 ngudn: 40
can xu ly

2 | Mac d6 nhay cam caa | 25 Chuyéudit | C6dilieungusi | Baogomdilicu
dir lieu log (PIL, tai lidu k§ thuat: ding/PII: 20 nhay cam nhiéu
chinh, giao dich) 10 loai: 25
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3 Mitc d6 tu dong hoa 20 Co cong cu Co cong cu ban tu Xu ly
cong cu xu ly log tu dong day dong: 10 thit cong: 20
(SIEM, DLP, Masking du: 5
Tool)

4 Chinh sach kiém soat 15 Co chinh C6 nhung chua Chua co
truy cdp va luu giit log sach, phan dong bo: 10 hodc quan Iy

quyén rd oo
ring: 5 thu cong: 15
Phan loai kho khan
STT Mibc kho khan Khoang diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80

1.3. Dinh bién

STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 | Che gidu hoic 4n danh dir liéu c4 nhan 1 1 2
(PID) trong log
2 | Ma hoa log khi Iuu trit, kiém soat quyén 2 1 3
truy cép va chinh sach luu gitr

1.4. Binh mirc

STT Danh muc cong viéc bVvT KS1 KS2 KS3
1 | Che gidu hodc an danh dit liéu c4 nhan | Hé théng 1,4 2,0 2,8
(PID) trong log
2 | M hoa log khi luu trit, kiém soat quyén | Hé théng 1,8 2,6 3,6
truy cap va chinh sach luu gitr

2. Binh muc thiét bi ,
Ca/01 h¢ thong
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Che gi4u hodc 4n | Ma héa log khi
) Céng suit danh dir liéu ca luu trir, kiém
STT Thiét bi bVvT g nhan (PII) soat quyén truy
(Kw) A Y
trong log cap va chinh
sach luu giir
1 | May tinh dé ban Cai 0,4 0,1 0,6
2 May in laser Cai 0,6 0 0
3 Diéu hoa nhiét do Cai 2,2 0,02 0,05
4 bién nang Bo 0,6 2.9
3. Binh mirc dung cu
Ca/01 hé thong
Che gi4u hodc 4n | Ma héa log khi
Théi han danh dir liéu ca luu trir, kiém
STT Dung cu bVvT Lt nhan (PII) soat quyén truy
(thang) A s 4.
trong log cap va chinh
sach luu giir
1 | Ghé Cai 96 0,1 0,6
2 Ban lam viéc Cai 96 0,1 0,6
3 Quat trin Cai 96 0,02 0,11
4 Dén neon Bo 24 0,05 0,3
5 bién nang kW 0,03 0,19
4. Binh murc vat liéu
Che gifu hojic an | Mai héa log khi
. 1A danh dir liéu ca lru trir, kiém
Ghi nh ¢ %
STT Vat licu PVT nhgn nhén (PII) trong log | so4t quyén truy
sweo c4p va chinh
sach luu giir
1 | Gidyin A4 Gram 0 0 0,02
2 Muc in laser Hop 0 0 0,003

VI. Panh gia va cai tién

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Kiém thir xam nhap dinh ky, ra soat quy tic WAF va API policy.

b) Cap nhat baseline an toan ing dung va dao tao doi ngii van hanh.
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1.2. Phan loai kho khan
Céc yéu to anh hudng

STT Cic yéu td anh Pié¢m Mikc thip Piém trung Miic cao
huwéng tdi da binh
S6 luong ung dung, 40 <5:10 6—15: 25 >15:40
API, hodc dich vu
can kiém thr
Lién két nhiéu hé
Mite d0 phitc tap cia | 20| Ddc lap, khong | Co tich hop théng n goai;uzs'
hé thong (lién két tich hop: 10 ndi bo: 20
SSO, tich hgp bén
thlr ba, multi tenant)
Muc d truong thanh 25 Co san baseline Co baseline Chua c6 baseline, can
cua chinh sich WAF chuan, cap nhat nhung chua xay dung mai: 20
va baseline an toan dinh ky: 5 cap nhat
thuong xuyén:
10
Muc d6 san sang va 15 Co d61 chuyén Cé kinh Can dao tao hoic hd
nang lyc doi ngli van trach, dugc dao nghiém co tro bén ngoai: 15
hanh tao ddy du: 5 ban: 10
Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
KK1 K<50
KK2 50<K <80
KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
Kiém thir xdm nhép dinh ky, ra soat quy tic 2 1 3
WAF va API policy
Cap nhat baseline an toan ung dung va dao 1 2
tao doi ngii van hanh
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1.4. Pinh muc
STT Danh muc cong viéc bvT KK1 KK2 KK3
1 | Kiém thir xAm nhéap dinh ky, ra soat quy tic | Ung 2,0 2,8 38
WAF va API policy dung
2 Cép nhat baseline an toan ung dung va dao Hé 1,4 2,0 2,8
tao doi ngll van hanh thong
2. Dinh muec thiét bi
Ca/01 hé thong
K}em t hir xam Cap nhit baseline
£ Cong suit nhap dinh ky, ra an toan ng dun
STT Thiét bi PVT (Kg | sodt quy tic e 36.;1 g
W WAF va Ap1 | V# 029 fao colngu
. van hanh
policy :
1 May tinh dé ban Cai 0,4 0,1 0,6
2 May in laser Cai 0,6 0 0
3 Diéu hoa nhiét do Cai 2,2 0,02 0,05
4 bién nang Kw 0,6 2.9
3. Binh mirc dung cu
Ca/01 hé thong
Klem t hir xam Cap nhit baseline
| nhép dinh ky, ra .,
Thoi han . : an toan ung dung
STT Dung cu VT (thang) soat quy tac | Ly 436 tao ddi ngi
g WAF va API ) a0 CoIng
. van hanh
policy .
1 | Ghé Cai 96 0,1 0,6
2 Ban lam viéc Cai 96 0,1 0,6
3 Quat tran Cai 96 0,02 0,11
4 Pén neon BoO 24 0,05 0,3
5 bién nang kW 0,03 0,19
4. Binh murc vat liéu
K}em t hur xam Cap nhat baseline
Ghi nhéan nhap dinh ky, ra an toan @ng dun
STT Vit liéu PVT s sodt quy tac | 00 gﬁih %
: WAF va API ) a0 Corng
. van hanh
policy :
1 | Gidyin A4 Gram 0 0,02
2 Muc in laser Hop 0 0,003
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CHUONG V
PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN
CHO CO SO DU LIEU

I. Chuin bi va thiét lap
1. Pinh muc lao dong
1.1. Noi dung cong viéc

a) Kiém ké hé quan tri co so dir liéu (DBMS), phién ban, vai trd, va nguoi
quan tri.

b) Bat audit log, query log, slow query log.

¢) Cau hinh giam sat két ndi, phan quyén, thay d6i cau tric bang/luoc do.
d) Ap dung hardening theo chuan CIS/OWASP Database Security.

1.2. Phan loai kho khan

Céc yéu to anh huong

Cic ybu tb Piém thi Mikc thip Diém trung Mic cao
STT N X R
anh huong da binh
1 S6 lugng co so dir 40 <5:10 6-20: 25 >20: 40
li¢u gidm sat
2 Mic do phén tan hé 20 Tap trung 1 2-3 may chi: 10 | Phén tan nhiéu
thong (cac may chi DB) may chu: 5 vung/cluster/
cloud: 20
3 | Mitc do tiy bién chinh 25 Ap dung chuan C6 diéu Chinh sach
sach bao mat DB CIS/QWASP chinh nhe: 15 riéng biét theo
goc: 5 ting DB: 25
4 Muc do tich hop 15 C6 san SIEM/log Co log Chua c0, can
giam sat voi tap trung: 5 forwarding trién khai
SIEM/log tap trung riéng 1¢&: 10 moi: 15
Phan loai kho khan
STT Mikc d khé khiin Khoang diém
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
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STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Kiém ké hé quan tri co so dir liéu (DBMS), phién ban, vai 1 2
tro, va nguoi quan tri
2 Bat audit log, query log, slow query log 2 2
3 | C4u hinh giam sat két ndi, phan quyén, thay déi ciu trac 2 1 3
bang/luoc dd
4 Ap dung hardening theo chuian CIS/OWASP Database 1 1 2
Security
1.4. Pinh mirc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Kiém ké hé quan tri co s& dir liéu CSDL 1,4 1,9 2,5
(DBMS), phién ban, vai tro, va ngudi
quan tri
2 Bat audit log, query log, slow query log CSDL 1,6 2,2 3,0
3 Céu hinh giam sat két ndi, phan quyén, CSDL 1,8 2,5 3,5
thay ddi cdu triic bang/luoc dd
4 Ap dung hardening theo chuan CSDL 2,0 2,8 3.8
CIS/OWASP Database Security
2. Binh mirc thiét bi
Ca/01 CSDL
Kiém ké
h¢ quan tri CAu hinh "
¢ qu:a " ~r; A . . ’au ’m £ Ap dung
co' s dir | Bat audit | giam sat két .
" cn : . . hardening
Cong licu log, noi, phan theo chun
, 7 A u
STT Thiét bi bVT suat (DBMS), query quyéen, thay
oA N e A CIS/OWAS
(Kw) phién ban, | log, slow doi cau
s . P Database
vai tro, query log | tric bang/ ]
5 . ; Security
va nguoi lwge do
quan tri
M3 tinh
T e Al Be' 04 0.2 12 0,1 0,05
de ban
2 May in laser Cai 0,6 0,018 0 0 0,004
DJ\ h \
30 T 22 0.034 0,101 0.017 0,008
nhiét do
4 bién nang Kw 1,409 5,889 0,646 0,352
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3. Binh murc dung cu
Ca/01 CSDL
Kiém ké
hé quan tri Ciu hinh )
cosodir | | gismsat | APdung
Thoi licu Bat audit Kkét néi, hardenn;g
STT | Dungeu | BVT | han | (DBMS), | 108Uy | ghap quydn, | theo chuan
: N log, slow 2. % CIS/OWAS
(thang) | phién ban, thay doi cau
sy query log S, P Database
vai tro, trac bang/ )
N L. S Security
va nguoi lwge do
quan tri
| Ghé Cai 96 0,2 1,2 0,1 0,05
2 Ban lam vi¢c Cai 96 0,2 1,2 0,1 0,05
3 Quat tran Cai 96 0,035 0,21 0,02 0,018
4 Beén neon Bo 24 0,1 0,6 0,05 0,025
5 bién nang kW 0,063 0,378 0,032 0,016
4. Pinh murc vat liéu
R AT A 2 Céu hinh ,
Klf-)m kei hg~q1.1f1n gifm sét Ap dung
tri co’ s6 dir licu Bat audit Két néi hardening
DBM hié " A
Vit lidu VT ( B S),-p 1en | log, query phan quyén, theo chuan
< ban, vai tro, log, slow 2z CIS/OWASP
. .. thay doi cau
va nguoi query log Co, Database
trac bang/ Security
An tri .
quan trl lwgce do
1 | Gidyin A4 Gram 0,015 0 0 0,015
2 Muc in laser Hop 0,03 0 0 0,03

I1. Thu thap va giam sat

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Thu thap log truy cdp, ding nhép, truy van 15i, hanh vi thao tic dir liéu
(INSERT/UPDATE/DELETE).

b) Giam sat thay d6i quyén truy cap, tao tai khoan moi, hodc cip quyén DBA.
c¢) Theo doi hi€éu nang DB: CPU, 1/0O, deadlock, két ndi bat thuong.

d) Giam sat backup/restore, lich trinh va trang thai sao luu.
1.2. Phan loai kho khan
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Céc yéu t6 anh hudng
STT Cic yéu t6 anh Piém Mikc thap Piém trung Mirc cao
hwéng tdi da binh
1 S6 luong co so dir 40 <5:10 6-20: 25 >20: 40
lidu can giam sat
2 | Mirc d6 phan tan cua 20 Tap trung 1 | 2-3 node: 10 Nhiéu
hé théng log (may may chu: 5 node/cluster/
chu, node, cluster) cloud: 20
3 Mic d§ phuc tap cua 25 Log tiéu chuan | Cénhiéudinh | Log khong chuan,
cau trac log va su dé phan tach: 5 dang khéc nhiéu h¢ DB: 25
kién giam sat nhau: 15
4 | Tich hop véi hé théng 15 C6 sin tich C6 log Chua cb, can
SIEM hoac coéng cu hop SIEM: 5 forwarding | trién khai méi: 15
phan tich tap trung riéng 1é: 10
Phan loai kho khan
STT Mikc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50<K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Thu thap log truy cap, ding nhap, truy van 1 1 2
16i, hanh vi thao tac dit liéu
(INSERT/UPDATE/DELETE)
2 Giam sat thay ddi quyén truy cip, tao tai 2 1 3
khoan méi, hodc cap quyén DBA
3 Theo doi hiéu nang DB: CPU, 1/0O, deadlock, 2 2
két ndi bat thudng
4 Giam sat backup/restore, lich trinh va trang 1 1 2
thai sao luu

1.4. Binh mic
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STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Thu thap log truy cap, dang nhap, truy CSDL 1,5 2,1 2,8
van 18i, hanh vi thao tac dir lidu
(INSERT/UPDATE/DELETE)
2 | Giam sat thay d6i quyén truy cap, tao tai | CSDL 1,8 2,5 3.4
khoan méi, hodc cap quyén DBA
3 | Theo ddi hiéu ning DB: CPU, 1/O,| CSDL 1,6 2,3 3,0
deadlock, két ndi bat thuong
4 Giam sat backup/restore, lich trinh va CSDL 1,4 2,0 2,7
trang thai sao luu
2. Pinh muc thiét bi
Ca/01 CSDL
Thu thap log Giam sat Theo d6i Gidm st
truy cép, dang thay d6i hiéu niang backup/re
Cong | nhip, truy vin | quyén truy | DB: CPU, store ll)ich
STT Thiét bi DVT | suit 16i, hanh vi cap, tao tai 1o, tr‘nl’l ’ a
1 A%
(Kw) | thao tac dirliéu | khoan méi, | deadlock, trane thai
(INSERT/UPD | hoic cip két ndi M Oglu,u
ATE/DELETE) | quyén DBA | bit thuwong
Méy tinh
||y Cai | 04 02 1,2 0,1 0,05
dé ban
2 | Méyinlaser | Cai 0,6 0,018 0 0 0,004
D-)\ h \
3 | orEnned Cai | 22 0,034 0,101 0,017 0,008
nhiét 46
4 | Pién ning Kw 1,409 5,889 0,646 0,352
3. Binh muc dung cu
Ca/01 CSDL
Thu thap log Giam sat Theo doi Gidm sat
truy cép, dang thay dbi hiéu niang backup/re
Thoi nhip, truy vin | quyén truy | DB: CPU, store Il)ich
STT Dungcu | DVT han 16i, hanh vi cap, tao tai /o, tr‘nl’l ’ a
1 A%
(thang) | thao tac dit liéu | khodn méi, | deadlock, trane thai
(INSERT/UPD | hoic cip két ndi < Oghm
ATE/DELETE) | quyén DBA | bit thudong
1 | Ghé Cai 96 0,2 12 0,1 0,5
Ban 13
N cai | 96 02 12 0,1 0,05
viéc
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3 Quat tran Cai 96 0,035 0,21 0,02 0,018
4 | Dén neon BoO 24 0,1 0,6 0,05 0,025
5 bién nang Kw 0,063 0,378 0,032 0,016
4. Pinh murc vat liéu
Theo doi
Thu thap log truy | Giam sat thay T €0 v01 e,
cip, ding nha dbi quyén hi¢u ning Gidm sat
tru.I:?in l(xf hi‘l;lll)l’ vi | tru ((:lﬁ ) tao DB: CPU, backup/re
STT | Vatlieu | DVT y van fo1, hdn 1y cap, 1/0, store, lich
thao tac dir li¢u tai khoan deadlock trinh va tran
(INSERT/UPD | méi, hoiic cép e 1 va trang
X két noi thai sao luu
ATE/DELETE) quyén DBA P .
bat thuwong
1 | Gidyin A4 | Gram 0,015 0 0 0,015
Muc i
2 wetm Hop 0,003 0 0 0,003
laser

II1. Phan tich va twong quan

1. Binh muc lao dong

1.1. Noi dung cong viéc
a) Tuong quan cac hanh vi bat thuong: DROP table + ding nhap ngoai gid +

truy cap tu IP la.
b) Phat hién truy van khdi luong 16n hodc quét dir liéu nhay cam (data

exfiltration).
¢) Bdi chiéu nhat ky DB voi log tmg dung va hé diéu hanh dé xac minh hanh vi.

1.2. Phan loai kho khan

Céc yéu t6 anh huong

Cic yéu tb Piém tbi Mirc thip " . Mikc cao
STT ) ) Piém trung binh
anh hwong da
1 S6 luong co so dir 40 <5:10 6-20: 25 >20: 40
lidu va ngudn log
can tuong quan
2 | Mirc do phuc tap cua 20 Quy tic tinh, C6 két hop 2-3 | Nhiéu diéu kién
md hinh hanh vi va mau ¢b dinh: 5 diéu kién: 15 dong, AUML
quy tic trong quan hd trg: 25
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3 Tich hop va dong bod 20 Da tich hop san | Log forwarding Chua c9, phai
dir liéu log tir nhiéu SIEM: 5 riéng 1é: 10 thiét 1ap twong
hé théng (DB, OS, quan méi: 20
App)
4 Mirc d6 yéu ciu xac 15 C6 cong cu hd Ban tu dong: 10 Thu cong
minh va d6i chiéu trg phan tich hoan toan: 15
thu cong tu dong: 5
Phan loai kho khan
STT Mikc kh6 khan Khoing diém (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K >80

1.3. Dinh bién

STT Danh muc cong viéc KS3 KS4 Nhom

1 Tuong quan cac hanh vi bat thuong: DROP table 2 1 3
+ dang nhap ngoai gio + truy cap tu IP la

2 | Phat hién truy van khdi lwong 16n hodc quét dix 1 1 2

liéu nhay cam (data exfiltration)

3 | Dbi chiéu nhat ky DB véi log ing dung va hé 2 2

diéu hanh dé xac minh hanh vi

1.4. Binh mirc

STT Danh muc cong viéc bVT KK1 KK2 KK3

1 Tuong quan cac hanh vi bat thudng: CSDL 1,8 2,6 3,6
DROP table + dang nhdp ngoai gio +
truy cap tu IP la

2 | Phat hién truy van khéi luong 16n hoic | CSDL 1,6 23 3.2
quét dit litu nhay cam (data
exfiltration)

3 | Dbi chiéu nhat ky DB véi log tmg | CSDL 1,9 2,7 3,8

dung va hé di€u hanh dé xac minh

hanh vi
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2. Pinh muc thiét bi

Ca/01 CSDL
Twong quan cac | Phat hién truy nhat ky DB
Céng hanh vi bat vén khéi lrong véi log ung
. . thuong: DROP 16m hoa 6t a hé
STT Thiét b DVT | sult uong: DRO om hoje quét |- dung va he
: (Kw) table + ding dir li¢u nhay diéu hanh de
nhip ngoai giv + cam (data xac minh
truy cap tir IP la exfiltration) hanh vi
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 42
3. Binh mirc dung cu
Ca/01 CSDL
Twong quan cac | Phat hién truy nhat ky DB
hanh vi bat vén khéi lwgng véi log ung
Thoi han | thwong: DROP 1on hodc quét dung va hé
STT D bVT : ) N S
wng cu (thing) | table + ding dir liu nhay | didu hanh dé
nhip ngoai giv + cam (data xac minh
truy cap tir IP la exfiltration) hanh vi
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat trdn Cai 96 0,035 0,21 0,015
4 Pén neon Bo 24 0,1 0,6 0,3
5 bién nang Kw 0,06 0,38 0,19

4. Pinh murc vat liéu

Twong quan cac

] Phit hién truy van | D6i chiéu nhat ky
hanh vi bit en tray ALy

Kkhoi lwgng 16n DB véi log &
o thwong: DROP (o1 fuoms Ton Vo 108 s
STT Vit licu bVT . N hoac quét dir li¢u dung va hé dieu
table + ding nhap T : R
oo ot + tru. nhay cam (data hanh dé xac minh
& . g‘ y exfiltration) hanh vi
cap tr IP la
1 Gidy in A4 Gram 0,015 0,003

2 Muc in laser Hép 0,015 0,003
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IV. Ung ciru ban dau

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Co 1ap tai khoan nghi ngd, thu hdi quyén truy cép, khoa session dang hoat dong.

b) Khoi phuc dit li€u tir ban sao Iuu, ghi nhan log phuc vu diéu tra.
¢) V4 18i hodc diéu chinh cau hinh bao mat (role, GRANT/REVOKE).
1.2. Phan loai kho khan

Céc yéu t6 anh hudng

Cic yéu to Diém tbi Miic thap 2 . Mirc cao
STT ) ) biém trung binh
anh huéng da
1 S6 luong co so 40 <3:10 4-10: 25 >10: 40
dir lidu can xir Iy
hodc khoéi phuc
2 |Mac d6 anh 25 Su cdcuc bd (1 | Anh huong nhom Anh huéng hé
huéng va pham DB): 5 DB hodc may thong dién rong: 25
vi su cb chu: 15
3 | Mtic do san sang 20 Sao luu dinh ky, | Sao luu khong | Thiéu ban sao luu,
ctia ban sao luu san sang: 5 day du: 10 can phuc hdi
va tai nguyén phuc tap: 20
khoi phuc
4 Muc d6 phuc tap 15 Thyc hién qua Két hop thi cong | Toan bg thu cong,
cua bién phap cong cy/GUI: 5 va script: 10 yéu cau phan tich
khic phuc (va 15i, sau: 15
céu hinh bao mat)
Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K >80

1.3. Dinh bién
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STT Danh muc cong viéc KS3 KS4 Nhom
1 Cb lap tai khoan nghi ngo, thu hoi quyén truy cép, khoa 2 3
session dang hoat dong
2 Khoéi phuc dit li€u tir ban sao Iuu, ghi nhan log phuc vu 1 2
diéu tra
3 | V4 16i hoic didu chinh cau hinh bao mat (role, 2 2
GRANT/REVOKE)
1.4. Binh muc
STT Danh muc cong viéc PVT KS1 KS2 KS3
1 Co }ap tai khoan nghi ngo, thu hoi CSDL 1,7 24 33
quyén truy cap, khoa session dang
hoat dong
2 Khéi phuc dir liéu ti‘r ban sao luu, ghi CSDL 1,9 2,7 3,8
nhan log phuc vu di€u tra
3 | V4 1di hodc diéu chinh cau hinh bao CSDL 1,6 2,3 3,2
mat (role, GRANT/REVOKE)
2. Pinh mirc thiét bi
Ca/01 CSDL
Cé 1ap tai khoan | Khoiphuc dir | 5101 hodc
A S Ao | gea Ly di¢u chinh
. Cong | nghi ngo, thu hdi | li€u tir ban sao cAu hinh bio
STT Thiét bi PVT | suat | quyéntruy ciap, | luwu, ghi nhian mat (role
(Kw) khoa session log phuc vu . )
dang hoat don diéu tra GRANT/
g hoatdong REVOKE)
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 42
3. Binh muc dung cu
Ca/01 CSDL
Cé ldp tai khoan | Khdi phuc dir Vi 16i hodic
Thoi nghi ngd, thu hoi | li¢u tir ban sao | di€u chinh ciu
STT Dung cu DVT | han quyeén truy cip, | luwu, ghi nhén hinh bio mit
(thang) khoa session log phuc vu (role, GRANT/
dang hoat dong di€u tra REVOKE)
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
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3 Quat tran Cai 96 0,035 0,21 0,105
4 Dén neon BoO 24 0,1 0,6 0,3
5 bién nang Kw 0,06 0,38 0,19

4. Pinh murc vat liéu

Co lap tai khoa V4 16i hoic dié
6 oap ‘al oail. Khi phuc dif ligu avm (:z_lc ‘1eu
nghi ngo, thu hoi tir bin sao luu. ohi chinh cau hinh
STT Vit liéu bPVT quyén truy cép, hén loe oh c, & bao mét (role,
uc vu
khoa session dang ’ di@“fl It)ra. ’ GRANT/
hoat dong REVOKE)
1 | Gidyin A4 Gram 0,015 0,003
2 Muc in laser Hép 0,015 0,003

V. Bdo mat dir liéu va log

1. Binh muc lao dong

1.1. Noi dung cong vi¢c

a) Mi hoa dit liéu nhay cam (at rest, in transit), an danh dit liéu khi test.

b) M4 hoa log, kiém soat quyén truy cp, luu trir an toan va tuan thu chinh
sach retention.

1.2. Phan loai kho khan

Céc yéu to anh hudng

Cac yéu tb Piém t6i Mirc thip 2 . Mikc cao
STT ) Piém trung binh
anh huong da
1 S6 luong co so 40 <5:10 6-20: 25 >20: 40

di li€u giam sat

2 Muc do phan tan 20 Tap trung 1 2-3 cum Nhiéu

hé thong CSDL cum: 5 vung mang: 10 vung/DMZ/clou
d: 20

3 | Muc d6 ap dung 25 Str dung san tinh C6 diéu chinh, Tty bién nhiéu
co ché ma hoa va nang DBMS: 5 script b tro: 15 muec, co 16p
an danh trung gian: 25

4 Mtrc d6 tich hop 15 C6 san hé thong Co log riéng 1€ Phai trién khai
va kiém soat log log tap trung: 5 tong DB: 10 mdi hodc hop

tap trung nhit log: 15
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Phan loai kho khan
STT Mibc kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Binh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Ma hoa dit liéu nhay cam (at rest, in 1 1 2
transit), an danh dit liéu khi test
2 Mi hoéa log, kiém soat quyén truy cap, luu 2 1 3
trit an toan va tuan thu chinh sach retention
1.4. Binh muirc
STT Danh muc cong viéc bVvT KK1 KK2 KK3
1 Ma hoéa dit li€u nhay cam (at rest, CSDL 1,8 2.4 34
in transit), 4n danh dit li¢u khi test
2 | M hoéa log, kiém soat quyén truy CSDL 1,6 2,2 3,0
cap, luu trit an toan va tudn thu
chinh sach retention
2. Dinh mirc thiét bi
Ca/01 CSDL
Ma hoa dir lié <
a oa., rien Ma hoa log, ki€ém soat
Cong suit nhay cam (at uyén truy cap, lwu
STT Thiét bi PVT & rest, in transit), | 0 oy €ap, AW
(Kw) 2 o trit an toan va tuan tha
an danh dir liéu . . .
. * chinh sach retention
khi test
1 May tinh dé ban Cai 0,4 0,2 1,2
2 May in laser Cai 0,6 0 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101
4 bién nang Kw 1,3 6,2

3. Binh muc dung cu

Ca/01 CSDL
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Mai héa log, kiém
Thoi Ma héa dir liéu nhay cam soat quyén truy cép,
STT Dung cu bVvT han (at rest, in transit), 4n danh lwu trir an toan va
(thang) dir liéu Kkhi test tuén thu chinh sach
retention
1 | Ghé Cai 96 0,2 1,2
2 Ban lam viéc Cai 96 0,2 1,2
3 | Quat trin Cai 96 0,035 0,21
4 Pén neon Bo 24 0,1 0,6
5 bién nang Kw 0,06 0,38
4. Pinh murc vat liéu
Mai héa log, kiém soat
M3 héa dit liéu nhay cim aén"; Ogc’ﬁ e'l‘:rs";&
< u u u
STT Vit liéu DVT (at rest, in transit), an auy ) y O p,A i
cT Y en . an toan va tuan thu
danh dir li€u khi test . , ]
* chinh sach retention
1 | Gidyin A4 Gram 0,015
2 Muc in laser Hép 0,015

VL. Pénh gia va cai tién

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Ra soat quyén tai khoan, kiém tra chinh sach backup va ma héa dinh ky.

b) Kiém thir xAm nhép database, cidp nhat baseline bado mat.

1.2. Phan loai kho khan

Céc yéu to anh hudng

Cic yéu to Piém toi Mikc thap 2 . Mirc cao
STT biém trung binh
anh huéng da
1 S Iwgng co so dir ligu 40 <5:10 6-20: 25 >20: 40
can danh gia dinh ky
2 Muc do phan tan hé 20 Cung mang ndi | 2-3 mang con: 10 Nhiéu
thong co so dit liéu bo: 5 viung/DMZ/
cloud: 20
3 Muc do phuc tap cua 25 Quyén don gian, | C6 phan quyén Nhiéu tang
quyén truy cdp va backup chi tiét, backup quyén, backup
chinh sach backup tap trung: 5 theo nhom: 15 doc lap: 25
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4 | Muc do tich hop va ty 15 Cocongcuty | Kiémthabanty | Kiém thir thu
dong hoa kiém dong dinh ky: 5 dong: 10 cong, cap nhat
thir/baseline baseline
thu cong: 15
Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K =380
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 Nhom
Ra soat quyén tai khoan, kiém tra chinh 1 1 2
sach backup va ma hoa dinh ky
Kiém thr xam nhdp database, cdp nhat 2 1 3
baseline bao méat
1.4. Pinh muc
STT Danh muc cong viéc bVT KK1 KK2 KK3
Ra soat quyén tai khoan, kiém tra chinh | CSDL 1,6 2,2 3,0
sach backup va ma hoa dinh ky
Kiém thir xam nhdp database, cap nhat CSDL 1,8 2,6 3,6
baseline bao mét
2. Pinh mtc thiét bi
Ca/01 CSDL
R\ rt A t\ . R
Cong N s?a q}lxyen Al Kiém thir xAm nhép
ks £ khodin, kiém tra . K
STT Thiét bi bVvT suat } , . database, cap nhat
(Kw) chinh sach backup va baseline bao mat
ma hoéa dinh ky ’
May tinh dé ban Cai 0,4 0,2 1,2
2 May in laser Cai 0,6 0 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101
4 bién nang Kw 1,3 6,2
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3. Binh muc dung cu

Ca/01 CSDL

Thu thép log truy cép,

Thoi diing nhap, truy vin Giam sat thay d6i quyén
STT Dung cu bVvT han 16i, hanh vi thao tac dir | truy cip, tao tai khoin méi,
(thang) | liéu AINSERT/UPD hoic cip quyén DBA
ATE/DELETE)
1 | Ghé Céi 96 0,2 1,2
2 Ban lam viéc Cai 96 0,2 1,2
3 Quat tran Cai 96 0,035 0,21
4 bén neon Bo 24 0,1 0,6
5 bién nang Kw 0,06 0,38

4. Pinh murc vat liéu

Ra soat quyén tai khoan, kiém

Kiém thir xAm nhip

STT Vit liéu bVT tra chinh sach backup database, cip nhit
va ma héa dinh ky baseline bido mét
1 | Gidyin A4 Gram 0,015
2 Muc in laser Hop 0,015
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CHUONG VI
PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN
CHO NGUOI DUNG

I. Chuén bi va thiét 1ap

1. Binh murc lao dong

1.1. Noi dung cong viéc

a) Kiém ké danh sach tai khoan ngudi dung, vai tro, nhom, va cac dic quyén.

b) Thiét 1ap hé théng quan 1y danh tinh va truy cdp (IAM) va bat audit log cho
cac su kién xac thuc (Active Directory/SSO).

¢) Cau hinh gidm sét truy cap tir xa (VPN, VDI) va cac dich vu chia sé tai nguyén.

d) Ap dung chinh sach mat khau va xac thuc da yéu tb (MFA).

1.2. Phan loai kho khan

Céc yéu t6 anh hudng

e ; Piém Miic thap Piém trung Mirc cao
STT Cac yeu to anh hudéng ‘
toi da binh

1 S6 luong tai khoan nguoi 40 <200: 10 201-1000: 25 >1000: 40
dung trong hé théng

2 |Mac d phan tan hé | 20 1 h¢ thong 2-3 hé thong: 10 | >3 hé thong
thong xic thyc (AD, tap trung: 5 hodc da moi
LDAP, SSO, Cloud IAM) truong (cloud +

on-prem): 20

3 Muc do tich hop va tu 25 Césan IAM va | Cé cong cu quan Chua c6 hé

dong hoa IAM/audit log tap trung: 5 ly roirac: 15 thdng, can trién
khai méi: 25

4 Mirc do phic tap cua co 15 Xac thye 1 16p: 5 C6 MFA va Nhiéu 16p
ché x4c thuc (MFA, VPN, VPN: 10 (MFA, VPN,
VDI, chia sé tai nguyén) VDI, federated

login): 15
Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K =380
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Kiém ké danh sach tai khoan nguoi dung, vai tro, nhom, 1 1 2
va cac dac quyén
2 Thiét 1ap hé thdng quéan 1y danh tinh va truy cap (IAM) va bt 2 1 3
audit log cho cac sy kién xac thyc (Active Directory/SSO)
3 Céu hinh giam sat truy cap tir xa (VPN, VDI) va cac dich 2 2
vu chia sé tai nguyén
4 | Ap dung chinh sach mat khau va xac thuc da yéu t (MFA) 1 1 2
1.4. Dinh mirc
STT Danh muc cong viéc bVT KK1 | KK2 KK3
1 Kiém ké danh sach tél‘i khoan nguoi dung, vai tro, | 100 tai khoan 1,2 1,6 22
nhom, va cac dac quyén
2 | Thiét 1ap hé théng quan 1y danh tinh va truy cap | Hé théng 1,8 2,6 3,6
(IAM) va bat audit log cho céc su kién xac thuc
(Active Directory/SSO)
3 | CAu hinh giam sat truy cép tir xa (VPN, VDI) va |  Hé thong 1,6 22 3,0
cac dich vu chia sé tai nguyén
4 | Ap dung chinh sach mat khau va xéc thyc da yéu | Chinh sach 1,4 2,0 2,8
to (MFA)

2. Dinh muec thiét bi

Ca/01 hé théng

Kibmke | THCURPRE 1ol pinn |
. thong quan ly el Ap dung
danh sach . s giam sat ,
tai khodn danh tinh va tray cap tir chinh
) Cong newdi din truy cap (IAM) ay(V.I?N sach mat
STT Thiét bi DVT | sudt | "8YOI U 1 va pataudit | > | Khiuva
: vai tro, f VDI) va .
(Kw) . log cho cac sw - xac thue
nhém, A cac dich vu £ X
Va chc kién xac thuc chi;i P * | dayeéuto
dic quyén (Active | i nguyen | (MFA)
ACAUYEN | pyirectory/SSO) suy
1 |Miytinhdéban | Cai | 04 0,2 1,2 0,1 0,05
2 | May in laser Cai 0,6 0,018 0 0,004
3 | Piéuhoa nhiét do | Cai 2,2 0,034 0,101 0,017 0,0080
4 | Pién nang kW 1,409 5,889 0,646 0,352
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3. Binh muc dung cu

Ca/01 hé thong

Thiét 13p h¢
I S thong quan A s
tai khoan va truy cdp trgu cap tir chinh sich
Thei | (IAM) va Xay(v-l?N mat khiu
STT Dung cu bVT han gvai tro & bat audit log VDI) Vﬁ, va xac
(thang) . cho cac sy . thuc da
nhom, on . cac dich £k
va cac kién xac vu chia sé yeu to
diic quyén thuce (Active tai nguyén (MFA)
A quy Directory/ guy
SSO)
1 Ghé Cai 96 0,2 1,2 0,1 0,05
2 Ban lam viéc Cai 96 0,2 1,2 0,1 0,05
3 Quat tran Cai 96 0,035 0,21 0,02 0,018
4 Beén neon B¢ 24 0,1 0,6 0,05 0,025
5 Dién nang kW 0,063 0,378 0,032 0,016
4. Pinh murc vat liéu
Kiém ke A 1A A A Cf’lu hinh
danh sich | Thiét1ap hé thong . x . {
tai khoan quén ly danh tinh glamAsat‘ A,p dl'",lg
s A truy cap tir | chinh sach
ngudi ding, | V3 truy cap UAM) 1“5 oo ™ | A khdu
STT Vit liéu bVT vai tro, va bat audit log VDI) Vﬁ’ va xde thue
nhém cho cac su kién - £ X
’ xAc thue (Active cac dich vu da yéu to
va cac . * chia sé (MFA)
. Directory/S SO) X A
diic quyén tai nguyén
1 Gidy in A4 Gram 0,015 0 0 0,015
2 Muc in laser Hop 0,003 0 0 0,003

I1. Thu thap va giam sat

1. Binh murc lao dong

1.1. Noi dung cong viéc
a) Thu thap log ding nhap/dang xuét thanh céng/tht bai, thay d6i mat
khau, thay d6i vai tro.
b) Giam sat dang nhap bat thuong (tir IP la, ngoai gio hanh chinh, téc d6
di chuyén khong thé 1y giai).
¢) Giam sat hanh vi ngudi ding dic quyén (Admin, Root, DBA) trong viéc

truy cap tai nguyén.

d) Thu thap log truy cap vao dir li¢u nhay cam (qua DLP, file share audit).
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1.2. Phan loai kho khan
Céc yéu t6 anh hudng
Cic yéu to Piém toi Mikc thip Piém trung Mikc cao
STT . - \
anh hwong da binh

1 Sé lugng nguoi dung 40 <200: 10 201-1000: 25 >1000: 40
can giam sat

2 |Mkc d0 da dang 20 1-2 ngudn: 5 3—4ngudn: 10 | >5ngudn hodc
ngudn log (AD, VPN, tich hgp SIEM
DLP, ung dung ndi phuec tap: 20
bg, SSO, file server)

3 Muc do tuy dong hoa 25 C6 san cong cu Ban tu dQng, co T}}ﬁ cong, can
phan tich hanh vi va SIEM/Audit log script kiém tra tong hop va
canh bao tu dong: 5 dinh ky: 15 phan tich log

riéng 1é: 25

4 | Mic d6 phic tap cua 15 Dit ligu phan cdp | Conhiéunhom |  Nhiéu lop
quyén truy cép va dir 10 rang, it nhom va quyén tuy quyén, chong
liéu nhay cam dac quyén: 5 chinh: 10 chéo, can phﬁn

tich chi tiét: 15
Phan loai kho khan
STT Mikc kho khiin Khoang diém (K)

1 KK1 K<50

2 KK2 50 <K <80

3 KK3 K >80

1.3. Pinh bién
STT Danh muc cong viéc Nhém
’ ’ KS2 KS3 KS4

1 Thu thap log dang nhap/dang xu:?it thanh 1 1 2
cong/that bai, thay doi mat khau, thay
doi vai tro

2 Giam sat ding nhap bt thuong (tu IP 2 2
la, ngoai gio hanh chinh, toc d6 di
chuyén khong the 1y giai)

3 Giam sat hanh vi ngudi ding dic quyén 2 1 3
(Admin, Root, DBA) trong vi€c truy cap
tai nguyén

4 Thu thép log truy cép vao dir liéu nhay 1 1 2
cam (qua DLP, file share audit)
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1.4. Pinh muc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Thu thap log dang nhap/dang xuit | 100 tai khoan 1,4 1,8 2,6
thanh cong/that bai, thay d6i mat
khau, thay d6i vai tro
2 Giam sat dang nhap bat thuong (tir | 100 tai khoan 1,6 22 3,0
IP la, ngoai gio hanh chinh, téc do
di chuyén khong thé 1y giai)
3 Giadm sat hanh vi nguoi dung dac | Nguoi dung 1,8 2,6 3,6
quyén (Admin, Root, DBA) trong dic quyén
vi€c truy cap tai nguyén
4 Thu thap log truy cdp vao dir liéu H¢ théng 1,6 2.4 34
nhay cam (qua DLP, file share audit
2. Pinh mirc thiét bi
Ca/01 h¢ thong
Thu thap
log diing Giam sat Giam sat
nhap/diing ding nhap hanh vi Thu thap
xuat thanh | bat thuong nguoi dang | log truy cip
) Cong cong/ (te IP la, dic quyéen vao dir liéu
STT Thiét bi DVT | suat . ngoai gio (Admin, nhay cam
(Kw) | thatbai, | hanh chinh, | Root,DBA) | (quaDLP,
tl}ay dg‘ toc do di trong viéc file share
mat kh‘;‘." chuyén khong truy cip audit)
thay doi thé 1y giai) tai nguyén
vai tro
;| Maytinh Cii | 04 0.2 12 0.1 0,05
de ban
2 May in laser | Cai 0,6 0,018 0 0 0,004
3 |Pilew hodl oy |ogp 0,034 0,101 0,017 0,008
nhiét do
4 bién nang Kw 1,409 5,889 0,646 0,352

. Binh mirc dung cu

Ca/01 hé thong
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Thu thap o .
log diing (31am szit Gl‘am sz!t )
nhép/ding d?ng nl‘lap ha‘lzh vi Thu tha[:
xuit thanh bat thuwong nguwoi dung | log truy cap
Thaoi cong/ (tr IP la, dic quyéen vao dir liéu
STT Dungcu | BVT han .. ngoai gio (Admin, nhay cam
(thing) | thatbal, | phanh chinh, | Root,DBA) | (quaDLP,
tljay dg‘ toc d¢ di trong viéc file share
mat khﬁ‘_" chuyén khong truy cip audit)
thay doi thé Iy giai) | tai nguyén
vai tro
1 Ghé Cai 96 0,2 1,2 0,1 0,05
2 Ban lamviéc | Cai 96 0,2 1,2 0,1 0,05
3 Quat tran Cai 96 0,035 0,21 0,02 0,018
4 Pén neon Kw 24 0,1 0,6 0,05 0,025
5 bién nang 0,063 0,378 0,032 0,016
4. Binh murc vat liéu
Thu théap
log dang
nhap/ Giam sat dang PR
ding xuét nhap bat Siu:lmu?(‘?'it ‘lill‘?:h Thu thap log
thanh cong/ | thwong (tir IP de';gc quyén g truy ciap vao
STT | Vatligu | DVT |  thétbai, 13, ngoai giv |\ in Root, | 90 liu nhay
hanh chinh, toc DBA) tron cam (qua
thay dbi df dichuyén | cﬁg DLP, file
Ap LR khong thé be truy «ap share audit)
mat khau, . e tai nguyén
X ly giai)
thay doi
vai tro
1 Gidy in A4 Cai 0,015 0 0 0,015
2 Muc in laser Cai 0,003 0 0 0,003

I11. Phan tich va twong quan

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Xay dung baseline hanh vi cho ting nhom nguoi dung (gio lam viée, tai
nguyén truy cap, khoi lugng download/upload).
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b) Tuong quan dang nhap thanh cong bat thudng + truy cap tép nhay cam +
download khéi lugng 16n — 1o ri dir li¢u ndi bo.

¢) Phan tich chudi su kién dé phat hién tin céng chiém quyén tai khoan
(account takeover).

1.2. Phan loai kho khan
Céc yéu t6 anh huong

Cic yéu t6 Piém t6i Mirc thip Piém trung Mikc cao
STT . - +
anh huwong da binh

1 S6 lwong nguoi ding 40 <200: 10 201-1000: 25 >1000: 40
va nhom nguoi dung
can phan tich hanh vi

2 S6 lugng ngudn log va 20 1-2 ngudn: 5 3—4 nguén: 10 >5 ngudn: 20
mirc d§ tuong quan dir
liéu (SIEM, DLP, AD,

VPN, File Server)

3 Miutc d6 tu dong hoa 25 C6 cong cu phan Ban ty dong, Phan tich thu
phan tich va xay dung tich san (UEBA, | can cau hinh thu | cong, khong co
baseline hanh vi SIEM): 5 cong: 15 cong cy: 25

4 Muc do phurce tap trong 15 Cac mau tuong Trung binh (3—4 | Nang cao (da
md hinh tuwong quan quan don gian (2 dicu kién, ket chuoi su kién,
su kién va phat hién dicu kién): 5 hop log): 10 thoi gian, IP,
tan cong hanh vi): 15

Phan loai kho khan
STT Mikc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Dinh bién
Bang s6 01:
STT Danh muc cong viéc KS2 KS3 KS4 Nhom

1 Xay dung baseline hanh vi cho tirng nhém 1 1 2
nguoi dung (gio lam viée, tai nguyén truy
cap, khoi lugng download/upload)

2 Tuong quan ding nhap thanh cong bét 2 1 3
thuong + truy cép tép nhay cam + download
khoi lugng 16n — 1o ri dit liéu ndi bo

3 | Phén tich chudi sy kién d¢ phat hién tan cong 2 1 3
chiém quyén tai khoan (account takeover)
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1.4. Binh muirc

STT Danh muc cong viéc DPVT KK1 KK2 KK3
1 Xay dung baseline hanh vi cho | Nhom nguoi 1,6 2,2 3,2
tng nhom nguodi dung (gio lam dung

viéc, tai nguyén truy cap, khoi

lwgng download/upload)

2 Tuong quan dang nhap thanh | Mo hinh tuong 1,8 2,6 3,6
cong bat thuong + truy cdp tép quan
nhay cam + download khéi lwong

16n — 1o ri dix liéu ndi bo

3 Phan tich chudi sy kién dé phat Chudi su kién 2,0 2.8 38
hién tin cong chiém quyén tai

khoan (account takeover)

2. Pinh muc thiét bi
Ca/01 Chubdi su kién

Xiy dung Twong quan
baseline hanh vi ding nhap Phan tich
cho timg nhém | thanh cong bat | chudi sw kién
Cong nguoi dung thuwong + truy | dé phat hién
STT Thiét bi DVT | suit | (gidlam vige, cap tép tan cong
’ (Kw) tai nguyén nhay cam + chiém quyén
truy cép, download khoi tai khoan
Kkhéi lugng lwong 16m — ro (account
download/ ri dir li¢u takeover)
upload) ndi bo
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét d¢ Cai 22 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 4.2

3. Binh muc dung cu
Ca/01 Chudi su kién
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Xay dung
baseline hanh
vi cho tirng Twong quan Phin tich
nhém nguoi ding nhap thanh | chudi sy kién
Thei ding cong bét thwong | dé phat hién
A s + truy céap té tin con
STT Thiet bl VT han (gi0 1am viéc, nhag cﬁi +p chiém qufén
(thang) | tdinguyén | gonioad khéi |  tai khodn
tril.y cap lwgng l6nm — ro (account
khoi lugng ri dir liéu ndi b9 takeover)
download/
upload)
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat tran Cai 96 0,035 0,21 0,105
4 Dén neon Bo 24 0,1 0,6 0,3
5 bién nang kW 0,06 0,38 0,19
4. Pinh murc vat liéu
X4ay dung baseline

hanh vi cho tung
nhom ngudi ding

(gio 1am viéc,

bt thwong + truy

Twong quan ding

nhép thanh cong

Phan tich chudi
sir kién dé phat
hi¢n tin cong

STT Vit liéu PVT " . cip tép nhay cam + | chiém quyén
;“ nguyen download khéi tai khoan
klll.ll'ylcap, lwgng l6n — ro ri (account
ot lwong dir liéu ndi bo takeover)
download/ upload)
1 | Gidyin A4 Gram 0,015 0,003
2 Muc in laser Hop 0,015 0,003
IV. (Tng ciru ban dau

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) VO hiéu hoa hoac tam khoa tai khoan bi chiém quyén.

b) Budc ding xuit (force logoff) va reset mat khau cho nguoi dung.

c) C6 1ap thiét bi dau cudi ciia nguoi dung c6 hanh vi bat thuong.

d) Thong bao va phdi hop véi phong ban nhan sw/quan 1y dé xac minh.
1.2. Phan loai kho khan
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Céc yéu to anh hudng
STT Cic yéu to Piém toi Mikc thip Piém trung Mirc cao
anh huéng da binh
1 S6 lwong tai khoan va 40 <50: 10 51-200: 25 >200: 40
thiét bi cAn tmg ctru
2 Muc do phan tan 20 1-2 site: 5 3-5site: 10 >5 site hoac
nguoi dung va thiét b nhiéu moi
(van phong, remote, truong cloud: 20
VDI)
3 Muc do phurce tap trong 25 Phéi hop don Trung binh, Phtc tap, nhiéu
quy trinh phdi hop véi gian, it budc: 5 nhiéu phong phong ban va
cac phong ban ban: 15 approval: 25
4 Muc do nguy co va 15 Tai nguyén it Mot s6 dir lidu Dir liéu nhay
khdi lugng dir lidu/tai nhay cam: 5 quan trong: 10 | cam hogc nhiéu
nguyén lién quan hé théng: 15
Phan loai kho khan
STT Mikc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50<K <80
3 KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS1 KS2 KS3 Nhom
1 Vo6 hi€u hoéa hoac tam khda tai khoan bi 1 1 2
chiém quyén
2 Budc ding xuit (force logoff) va reset mat 1 1 2
khau cho ngudi ding
3 | Co lap thiét bi dau cudi cua nguoi dung co 2 1 3
hanh vi bat thuong
4 Thong bao va phdi hop v6i phong ban nhén 1 1 2
sw/quan ly dé xac minh
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1.4. Pinh muc
STT Danh muc cong viéc bVvT KK1 KK2 KK3
1 Vo6 hiéu hoa hoac tam khoa tai khoan bi | Tai khoan 1,2 1,6 2,2
chiém quyén
2 Budc ding xuat (force logoff) va reset mat | Tai khoan 1,4 2,0 2,8
khau cho nguoi dung
3 | C6 lap thiét bi dau cudi cia nguodi dung c6 | Thiét bi 1,6 2,4 32
hanh vi bat thuong
4 Thong bao va phdi hop v6i phong ban nhan | Trudong hop 1,0 1,6 2,2
sw/quan 1y dé xac minh
2. Dinh mirc thiét bi
Ca/01 Thiét bi
Bugc dang ‘
‘ Co lap thiet | Thong ba
Vo hiéu héa | xuat (force b?dgp c 1(;:. 3 0;:(?, hao
idau cuoi | v i
Cong hoidc tam logoff) va 2 newdi OF: hi n(,)'p
STT | Thiétbi | DVT | suit | Kkhéatai | reset mat c:‘ . g‘:é ‘l’)anpnl(l)ﬁf
2 u
(Kw) | Kkhoanbi | khiu cho 1ns o o
chiém quvén noudi hanh vi su/quan ly
auy g bit thwong | dé xac minh
dung
May tinh
| Cai | 04 W) 12 0,1 0,05
de ban
2 May in laser Cai 0,6 0,018 0 0 0,004
Diéu hoa
I i cai | 22 0,034 0,101 0,017 0,008
nhiét 46
4 bién nang Kw 1,409 5,889 0,646 0,352
3. Binh muc dung cu
Ca/01 thiét bi
. Cé lap A
Vo higu hoa | Duedang | iqp; | Thong bao
.. N xuat (force N . va phoi hop
Thoi hodc tam logoff) va dau cuoi v6i phon
STT Dung cu bVvT han khéa tai & R cua nguoi P N g
. a1 reset mat | , ban nhan
(thang) khoan bi PR dung co .
<X S khau cho . . su/quan ly
chiem quyen nguoi dun hanh vi dé xac minh
g € | it thuong
1 | Ghé Cai 96 0,2 1,2 0,1 0,5
2 Ban lam viéc | Cai 96 0,2 1,2 0,1 0,05
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3 Quat tran Cai 96 0,035 0,21 0,02 0,018
4 Dén neon Bo 24 0,1 0,6 0,05 0,025
5 Dbién nang Kw 0,063 0,378 0,032 0,016
4. Pinh murc vat liéu
Cola
Budc dang th(i)étall))i Thong bao va
Vo hiéu héa xuit (force diu cu éi phdi hop véi
hoac tam khé logoff) va h¢
STT Vit liéu bVT Of‘l,c gm{ (-)a ogoff) ‘ia cia nguoi P OFg ban
T tai khoan bi reset mat dine c6 nhén su/
chiém quyén khau cho hz‘mlgl vi quan ly dé
nguoi dung £ . xac minh
bat thwong
1 | Gidyin A4 Gram 0,015 0 0 0,015
2 Muc in laser Hop 0,003 0 0 0,003

V. Bdo mat dir li€u va log

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Pam bao log x4c thuc duogc ma hda va luu trit an toan, tdch biét khai log h¢ théng.
b) Tuan tha chinh sach luu gitt log theo quy dinh phap luat.

¢) Thuc hién an danh (anonymization) hodc che gidu (masking) thong tin nhan
dang cé& nhan (PII) trong log.

1.2. Phan loai kho khan

Céc yéu to anh huong

Cic yéu to Piém toi Mikc thip Piém trung Mikc cao
STT . . .
anh hwong da binh
1 | S6 luong log va hé 40 <50 log nguén: 10 51-200 log >200 log
thong luu trir log can ngudn: 25 ngudn: 40
quan ly
2 Muc do phan tan va 20 1 site hoac 2-3 site/moi >3 site/moi
tach biét log (cuc bd, tap trung: 5 truong: 10 truong hodc
tap trung, cloud) phuec tap: 20
3 Muc do ap dung co 25 Str dung tinh nang C6 diéu Tuy bién cao,
ché biao mat va san co: 5 chinh/thiét lap nhiéu 16p
anonymization thém: 15 masking/anony
mizat ion: 25
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4 Tuén thu chinh sach 15 Quy dinh don Trung binh, Nhiéu quy dinh,
luu gitt log va quy gian, it loai log: 5 nhiéu loai nhiéu loai log
dinh phap luat log: 10 nhay cam: 15
Phan loai kho khan
STT Mirc khé khan Khoéng diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS1 KS2 KS3 Nhom
1 bam bao log xac thuc dugc ma hoda va luu 1 1 2
trit an toan, tach biét khoi log hé thong
2 Tuéan thu chinh sach luu gitr log theo quy 2 2
dinh phap luat
3 Thuc hién 4n danh (anonymization) hodc che 1 1 2
gidu (masking) thong tin nhan dang ca nhan
(PII) trong log
1.4. Binh mirc
STT Danh muc cong viéc PVT KK1 KK2 KK3
1 bam bao log xac thyc duoc ma hoa va luu | HE théng 1,6 22 3,0
trir an toan, tach biét khoi log hé théng
2 Tuén tha chinh sach luu gilt log theo quy | Loai log 1,4 2,0 2,8
dinh phap luat
3 Thuc hién 4n danh (anonymization) hoac | H¢ théng 1,8 2,6 34
che gidu (masking) théng tin nhan dang ca
nhéan (PII) trong log
2. Pinh mtc thiét bi

Ca/01 hé thong
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Thuc hién
]?am béo log Tuan thi an dz.tnh-
" xac thue dugc , , (anonymization)
Cong ma hoéa va luu chinh sich hoic che gidu
STT Thiét bi DVT | suét roava Iwu giit log Ac che g1
: Kw) trir an toan, th dinh (masking) thong
(BW) | tich bigt khoi e‘l’lg“-‘{u o tin nhan dang
log h¢ théng | PP c4 nhan (PII)
trong log
1 Méy tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét do Cai 2,2 0,034 0,101 0,101
4 Dién nang Kw 1,3 6,2 4,2
. Binh muc dung cy
Ca/01 hé thong
Thuc hién
]?am béo log Tuan thi an dz.tnh.
N xac thue duge , . (anonymization)
Cong ma hoa va luu chinh sich hoic che gidu
STT Dung cu DVT | suét roava Iwu giit log Ac che g1
(Kw) trir an toan, theo dinh (masking) thong
") tach biét khoi h:’\lu}l’u ﬁlt tin nhian dang
loghé théng | PP U4 ¢4 nhén (PII)
trong log
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat tran Cai 96 0,035 0,21 0,105
4 Dén neon Kw 24 0,1 0,6 0,3
5 bién nang 0,06 0,38 0,19
4. Pinh murc vat liéu
Thuyc hién
Pam bio log an danh
xac thuwe dwgee | Tuén thi chinh | (anonymization)
n ven ma héa va luu | sach luu giir log hoic che gidu
STT Vatligu VT trir an toan, theo quy dinh (masking) thong
tach biét khéi phap luat tin nhian dang
log h¢ théng c4 nhan (PII)
trong log
1 Gidy in A4 Gram 0,015 0,003
2 Muc in laser Hép 0,015 0,003
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VL. P4nh gia va ci tién

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Ra soat dinh ky cac tai khoan khong hoat déng (idle accounts) va dic quyén.

b) Thuc hién cac chién dich kiém tra phishing va dao tao nhan thirc bao mat
cho nguoi dung.

c¢) Cap nhat baseline hanh vi UEBA duya trén cac sy cb da xay ra.
1.2. Phan loai kho khan

Céc yéu t6 anh huong

Cic yéu tb biem toi Mirc thip 2 . Mikc cao
STT ) . Diém trung binh
anh hwong da

1 S6 lugng tai khoan va 40 <200: 10 201-1000: 25 >1000: 40
ngudi dung can ra
soat/dao tao

2 Muc d0 phan tan hé 20 1-2 site: 5 3-5site: 10 >5 site hoac
théng va nguoi ding nhiéu moi
(co s6, remote, VDI) truong cloud: 20

3 | Mirc d phuc tap cua 25 Chién dich don | Co diéu chinh/tily | Phuc tap, nhiéu
chuong trinh kiém tra gian, mau bién: 15 tinh hudng,
phishing/UEBA cosan: 5 nhiéu nhém

nguoi dung: 25

4 Muc d6 cép nhat va 15 Cép nhat Cép nhat theo Cép nhat toan hé
cai tién dua trén su cb don gian: 5 nhém/su kién: 10 théng, nhiéu
thuc té ngudn log: 15

Phan loai kho khan
STT Mirc khé khan Khoéng diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80

1.3. Dinh bién
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STT Danh muc cong viéc KS2 KS3 KS4 Nhom
1 Ra soat dinh ky cac tai khoan khong hoat 1 1 2
dong (idle accounts) va dic quyén
2 | Thyc hién cac chién dich kiém tra 2 1 3
phishing va dao tao nhan thuc bao mat
cho nguoi dung
3 Cép nhat baseline hanh vi UEBA dya trén 1 1 2
céc sy cb dd xdy ra
1.4. Pinh muc
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Ra soat dinh ky cac tai khoan khong | Tai khoan 1,4 2,0 2.8
hoat dong (idle accounts) va dic quyén
2 | Thyc hién cac chién dich kiém tra | Chién dich 1,6 2,4 3,2
phishing va dao tao nhén thirc bao mat
cho nguoi dung
3 Céap nhat baseline hanh vi UEBA dya | H¢ théng 1,8 2,6 3,6
trén céac su cd da xay ra
2. Dinh mirc thiét b
Ca/01 h¢ thong
Thuye hién ca Cap nhit
Ra soat dinh ky ] ;‘lc -1§:n c-z:c P n- ?
.. e chién dich kiém baseline
Thot | cactaikhodn | o hingva | hanhvi
STT Thiét bi DVT | han | khonghoatdjng | o PronnE
; . dao tao nhan UEBA duwa
(thang) (idle accounts) L N
e ; thirc bao mat trén cac sy
va dac quyén NN K an o
cho nguoi dung | co da xay ra
1 May tinh dé ban Bo6 60 4,027 24,160 24,160
2 May in laser Cai 60 -
3 Diéu hoa nhiét do Cai 96 0,705 4,228 4,228
4 May photocopy Cai 96 - - -
5 Dién nang (kw) kW 15,644 93,862 93,862

Ghi chti: Mirc thiét bi trén tinh cho loai KK2, muc cho cac loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.

KK3 =1,3 x KK2.
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3. Binh mirc dung cu
Ca/01 hé thon
Rﬁ, so{}t. dinhv ky Tgl_rc lfién c.z;lc Cip nhat
.. cac tai khodn chién dich kiem i i
Thoi Kkhéne hoat tra hi.hin N baseline hanh
STT | Dungeu |PVT| han 'ong 10 (FAPASHNE VA ) i UEBA dua
: : . dong (idle dao tao nhan thirc ., "z
(thang) . . A trén cac su co
accounts) va bdo mat cho Y.
< X N da xay ra
dac quyén nguwoi dung
1 Ghé Cai 96 5,033 5,033 30,200
2 Ban lam viéc Cai 96 5,033 5,033 30,200
3 Quattrin0,1 kW | Cai 60 0,881 0,881 5,285
be¢ 4
4 |Penneon0.04) g, 36 2,517 2,517 15,100
kW
bién nang
5 Kw 1,586 1,586 9,513
(kw)

Ghi chti: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai kho khan

khac tinh nhu sau:
KK1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Binh murc vat liéu

Thue hién ¢4
Ra soat dinh ky cac ] :’rc ,len c.lec Cap nhit
X . N chién dich kiém . "
tai khoan khong tra hi;hin va baseline hanh
STT Dung cu PVT hoat djng APASUAS VA ) i UEBA dua
. dao tao nhan thirc ., P
(idle accounts) N trén cac su co
«ae N bido mat cho .,
va dac quyén e s da xay ra
nguoi dung
1 | Gidyin A4 Gram - - -
2 Muc in laser Hop - - -
3 Muc may photocopy | Hop - - -
4 | Cap dé tai liu Cai - - .




CONG BAO HA NOI/S6 120+121/Ngay 17-3-2026 110

CHUONG VII
PINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN CHO TOAN
BO HE THONG (SOC - TRUNG TAM PIEU HANH AN NINH MANG)

I. Chuin bi va thiét lap
1. Binh muc lao dong
1.1. Noi dung cong viéc

a) Trién khai va cdu hinh hé théng SIEM/SOAR, tich hop log tir cac ngudn:
mang, may chu, ung dung, co s¢ dir li¢u, endpoint, cloud.

b) Xay dyng thu vién tinh hubng (use-case library) theo mé hinh MITRE
ATT&CK.

¢) Xac dinh ngudng canh bao, mirc d6 wu tién (severity), quy trinh phan quyén
xu 1y.

1.2. Phan loai kho khan

Céc yéu t6 anh hudng

Cac yéu to Diém toi Mikc thap Mikc cao

STT Piém trung binh

anh huéng da

1 S6 lwong nguodn log 40 <5 ngudn: 10 6—10 ngudn: 25 >10 ngudn: 40
can tich hop (mang,
server, ung dung, DB,

endpoint, cloud)

severity ~va  phan

quyén xir ly

2 Muc do phuc tap cua 20 Hé thong Hé thdng co vai Hé théng phirc
hé thong SIEM/SOAR co ban, it playbook: 10 tap, nhiéu
va workflow xur 1y playbook: 5 playbook & tu

dong hoa: 20

3 | Mirc d6 phat trién thu 25 St dung Chinh siravabd | Xay dung toan
vién tinh hudng (use- tinh hudng sung tinh hudng: 15 bd thu vién
case library) MITRE mau san: 5 theo t6 chirc/
ATT&CK phong ban: 25

4 Mirc  d6 thiét lap 15 Ngudng don | Ngudng trung binh, | Ngudng phuc
ngudng canh bdo, gian, it rule: 5 rule da 16p: 10 tap, nhiéu rule,

nhiéu nhém xur
ly: 15
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Phan loai kho khan
STT Mire khé khin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 | Trién khai va ciu hinh hé théng SIEM/SOAR, tich hop 2 1 3
log tir cac nguﬁ“)n: mang, may chu, Ung dung, co sé dir
liéu, endpoint, cloud
2 Xay dung thu vién tinh hudng (use-case library) theo mo 2 1 3
hinh MITRE ATT&CK
3 Xéc dinh ngudng canh bao, muc dd wu tién (severity), quy 1 1 2
trinh phan quyén xir 1y
1.4. Dinh mirc
STT Danh muc cong viéc bVT KK1 KK2 | KK3
1 | Trién khai va cdu hinh hé théng SIEM/SOAR, Hé thng 2,2 3.2 4,5
tich hop log tir cac ngudn: mang, may chu,
ung dung, co so dir li€u, endpoint, cloud
2 X4y dyng thu vién tinh hudng (use-case Use - case 1,8 2,6 3,6
library) theo m6 hinh MITRE ATT&CK
3 Xac dinh ngudng canh bao, mirc d¢ uu tién | Rule/Pl aybook 1,6 2,4 3,2
(severity), quy trinh phan quyén xir 1

2. Dinh muec thiét bi

Ca/01hé thong
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Trién khai va
cAu hinh R
hé théng V)i(;lytg:-‘l’:‘lg“:gl‘: Xic dinh
.| SIEM/sOAR, |V €| ngudng cinh
Thot tich hop log tir (use case bao, mirc d9 wu
STT Thiét bi bVvT han , op ;g library) theo n .
. cac nguon: e tién (severity),
(thang) , mo hinh . .
mang, may quy trinh phan
chi, ing dun MITRE uyén xir Iy
M8 CUNE, | ATT&CK quyen xurly
co s dir licu,
endpoint, cloud
1 May tinh dé ban Cai 60 4,027 24,160 24,160
2 May in laser Cai 60 -
3 Diéu hoa nhiét 4o | Cai 96 0,705 4,228 4,228
4 May photocopy Cai 96 - - -
5 Dbién nang (kw) Kw 15,644 93,862 93,862

Ghi cha: M thiét bi trén tinh cho loai KK2, mirc cho cac loai kho khan
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh mirc dung cu

Ca/01hé thong
STT Dung cu bVvT Thoi Tridn khai va cAu Xay' fll.l'l}g thw Xac (‘;l;nh
han . Ny A vién tinh nguong
(thing) | finhhethong -\ & (use- | canh bdo
&) | SIEM/SOAR, tich s [ a9
hob los tir céc case library) mirc do
n u%?r nim ma theo mo hinh wu tién
c’iﬁ Pl ;lui’ c(f MITRE (severity),
> TS CUns, ATT&CK | quy trinh
s¢ dir li¢u, han quvén
endpoint, cloud P 7q ’y
xir ly
1 Ghé Cai 96 5,033 5,033 30,200
2 Ban lam viéc Cai 96 5,033 5,033 30,200
3 Quat tran 0,1 kW Cai 60 0,881 0,881 5,285
4 | Penomeon 004 36 2,517 2,517 15,100
kW
5 Dbién nang (kw) kW 1,586 1,586 9,513
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Ghi cht: Murc thiét bi trén tinh cho loai KK2, muc cho cac loai khé khin khac
tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.
4. Pinh murc vat liéu

Trién khai va ciu
hinh hé théng Xay dung thw | Xac dinh ngudng
SIEM/SOAR, tich | vién tinh hudng canh bao, mirc
STT Vit ligu PVT hg’p log tir cac ’ (use caseAlib‘rary) do u’u tién
nguon: mang, may theo m6 hinh (severity), quy
chi, wng dung, MITRE trinh phan
co 56 dir liéu, ATT&CK quyén xir Iy
endpoint, cloud
I | Gidy in A4 Gram - - -
2 | Muyc in laser Hop - - -
M .
3 uc may Hop ] ) )
photocopy
4 | Cap dé tai lieu - - -

II. Giam sat va phéan tich

1. Binh muc lao dong

1.1. Noi dung cong vi¢c

a) Giam sat lién tuc 24/7 cac su kién an ninh trén toan hé théng.

b) Thuc hién phan loai (triage), lam giau dit li¢u (enrichment), twong quan
canh bao (correlation).

c¢) Phat hién hanh vi tin coéng (brute force, phishing, privilege escalation,
lateral movement).

1.2. Phan loai kho khan

Céc yéu t6 anh huong

STT Cic yéu to Piém toi Mikc thip Piém trung Mikc cao
anh huéng da binh
1 S6 luong sy kién va 40 <1000 su 1001-5000 su >5000 su
canh bao can giam sat kién/ngay: 10 kién/ngay: 25 kién/ngay: 40
2 Muc do phure tap trong 20 Triage don gian, Trung binh, Phirc tap,
phan loai, lam giau va it nguon: 5 nhiéu ngudn: 10 | nhiéu nguon &
tuong quan di liéu enrichment
tu dong: 20
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3 Muc do phat hién 25 Chi mét s6 hanh | Nhiéu loai hanh | Phat hién nang
hanh vi tin cong vi phé bién: 5 vi, két hop cao, nhidu kich
canh bao: 15 ban MITRE
ATT&CK: 25
4 Muc do ty dong hoa 15 Giam sat tha Mot ph?m tu Giam sat ty
giam sat va canh bao cong, it rule: 5 dong, co dong 24/7, nhiéu
playbook: 10 playbook va
canh bao: 15
Phan loai kho khan
STT Mikc kh6 khan Khoing diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K =80
1.3. Dinh bién
STT Danh muc cong viéc KS3 KS4 Nhom
1 Giam sat lién tuc 24/7 cac su kién an ninh trén 2 1 3
toan hé thong
2 Thuc hién phan loai (triage), lam giau dir liéu 2 1 3
(enrichment), tuong quan canh bao (correlation)
3 Phét hién hanh vi tin cong (brute force, phishing, 2 1 3
privilege escalation, lateral movement)
1.4. Pinh mic
STT Danh muc cong viéc bVT KK1 KK2 KK3
1 Giam sat lién tuc 24/7 cac su kién an Hé théng 2,5 3,5 5,0
ninh trén toan hé théng
2 Thuc hién phéan loai (triage), lam giau Canh bao 2,2 3,2 4.5
dir liéu (enrichment), twong quan canh
béo (correlation)
3 | Phat hién hanh vi tn cong (brute force, | Hanh vi tan 2,0 3,0 4,0
phishing, privilege escalation, lateral cong
movement)
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2. Pinh muc thiét bi

Ca/01 hé thong

Thue hién Phat hién hanh
Giam sat phén loai vi tin cong
Thei lién tuc 24/7 (triage), lam (brute force,
STT Thiét bi PVT han cac s1_r.kién gia‘u-l dir liéu ph?sl-ling,
: (th:';n ) an ninh (enrichment), privilege
& trén toan twong quan escalation,
hé thong canh bao lateral
(correlation) movement)
1 May tinh dé ban Bo 60 4,027 24,160 24,160
2 May in laser Cai 60 -
3 Diéu hoa nhiét do Cai 96 0,705 4,228 4,228
4 May photocopy Cai 96 - - -
5 Dién nang (kw) kW 15,644 93,862 93,862

Ghi chti: Mirc thiét bj trén tinh cho loai KK2, mirc cho cac loai kho khin khac
tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

3. Binh mirc dung cu

Ca/01 hé thong

Thure hién Phat hién hanh
Giam sat phén loai vi tin cong
Thei lién tuc 24/7 (triage), lam (brute force,
STT Dung cu PVT han cac su'.kién giz‘u.1 dir liéu ph?sl.ling,
(th 2,; ng) an ninh (enrichment), privilege
g trén toan twong quan escalation,
hé thong canh bao lateral
(correlation) movement)
1 Ghé Bo 96 5,033 5,033 30,200
2 Ban lam vi¢c Cai 96 5,033 5,033 30,200
3 Quat tran 0,1 kW Cai 60 0,881 0,881 5,285
4 bén neon 0,04 kW Cai 36 2,517 2,517 15,100
5 Dién nang (kw) kw 1,586 1,586 9,513

Ghi cha: M thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khin khac
tinh nhu sau:
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KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.

4. Pinh murc vat liéu

Thue hién pha
Giam sat lién weEN PRAN 1 b1 4t hién hanh vi
loai (triage), lam i

tuc 24/7 cac sw e tin cong (brute
giau dir liéu

STT Vit liéu bVT kién an ninh . force, phishing,
. . (enrichment), .. N

trén toan . privilege escalation,
twong quan canh

hé thong bio (correlation) lateral movement)
1 | Gidyin A4 Gram - - -
2 Muyc in laser Hop - - -
5| hotocons Hop : : :
4 | Cap dé tai liéu Cai - - .

I11. Ung ctru va xir Iy s co

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Thuc hién playbook phan mg: DDoS, ransomware, khai thac 16 hong, lam
dung dac quyén.

b) Kich hoat quy trinh escalation dén doi chuyén trach, c6 lap hé théng hoic
tai khoan nghi ngo.

¢) Ghi nhan va luu trir toan b chudi su kién phuc vu diéu tra.

1.2. Phan loai kho khan

Céc yéu t6 anh hudng

STT Cic yéu to Qiém Mikc thip Piém trung Mikc cao
anh huéng toi da binh

1 S6 luong sy cd can 40 <5 sy cb/ngay: 10 6-20 sy >20 sy cd/ngay: 40
ung ciru va muc do co/ngay: 25
anh huong

2 Mure d6 phure tap cua 20 Playbook co ban, Playbook Playbook phirc tap,
playbook va loai tan tan cong trung binh, | nhicu loai tan céng
cong pho bién: 5 nhiéu loai & scenario: 20

tan cong: 10

3 | Mirc d6 phdi hop véi 25 Quy trinh don gian, | Trung binh, Phtc tap, nhiéu

doi chuyej:n trach va co it nhom vai nhom: 15 nhém, nhiéu

lap hé thong lién quan: 5 phé duyét: 25
4 Muc do ghi nhan va 15 Ghi nhan Ghj nhan chi Ghi‘ nhan da‘}y da,

Iuvu trir chudi su kién co ban: 5 tiet, mot so nhiéu hé thong &

phuc vu diéu tra hé théng: 10 | chuan phap ly: 15
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Phan loai kho khan
STT Mirc kho khan Khoing diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS2 KS3 KS4 | Nhom
1 Thyc hién playbook phan ing: DDoS, ransomware, khai 2 1 3
thac 16 hong, lam dung dic quyén
2 Kich hoat quy trinh escalation dén d6i chuyén trach, co 1 1 2
1ap hé thong hoac tai khoan nghi ngo
3 Ghi nhan va luu trit toan bd chudi sy kién phuc vu diéu tra 1 1 2
1.4. Binh muc
STT Danh muc cong viéc DVT KK1 |KK2 [KK3
1 Thuc hién~ p{aybook phan ung: DDoS, ransomware, Su ¢ 2,0 3,0 4.0
khai thac 16 hong, lam dung dac quyén
2 Kich hoa} quy trinh escalation dén doi chuyén trach, co Su ¢ 1,6 2.4 3,2
1ap hé thong hoac tai khoan nghi ngod
3 | Ghinhan va luu trit toan b chudi su kién phuc vu diu tra Su cb 1.8 | 26 | 34

2. Dinh muc thiét bi

Ca/01 su cb

STT Thiét bi bVT | Cong | Thyec hién playbook | Kich hoat quy | Ghinhén va
suat phan ung: DDoS, tr‘}nh escalation | luu trﬁ'~t0£1n
(Kw) ransomware, khai dén dgi chuyén | bd chuoi sw
thac 10 hong, tr:igh, co lap hé kién‘phuc vu
lam dung thong hoic tai di€u tra
dic quyén khodn nghi ngo
1 May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét 46 | Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 4,2
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3. Binh mirc dung cu

Ca/01 su cb

STT Dung cu bVT Thoi Thuyrc hién Kich hoat quy Ghi nhén va
han playbook trinh escalation lvu trir toan
(thang) | phan wng: DDoS, dén doi chuyén b chuoi sw
ransomware, khai tr:igh, co lap hé kién phucvu
thic 10 hong, lam thong hoic tai di€u tra
dung dic quyén khodn nghi ngo
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lam viéc Cai 96 0,2 1,2 0,6
3 Quat tran Cai 96 0,035 0,21 0,105
4 Pén neon Bo 24 0,1 0,6 0,3
5 bién nang kW 0,06 0,38 0,19
4. Binh murc vat liéu
STT Vit liéu bVvT Thuc hién playbook Kich hoat quy Ghi nhén va
phan tng: DDoS, trinh escalation | luu trir toan b
ransomware, khai dén dgi chuyén chuoi sy kién
thac 10 hong, lam trach, co 1ap hé phuc vu dieu
dung dic quyén thong hoic tai tra
khoan nghi ngo
1 Gidy in A4 Gram 0,015 0,003
2 Muc in laser Hop 0,015 0,003

IV. Sin tim moi de doa

1. Binh muc lao dong

1.1. Noi dung cong vi¢c
a) Phan tich hanh vi an, IOC, log lich sir dé phat hién tan cong chua dugc canh béo.
b) Sir dung nguon threat intelligence ndi bo va bén thtr ba (MISP, VirusTotal,

AlienVault OTX).

c¢) Cap nhat danh sach IOC, YARA rule, pattern nhan dién tan cong moi.
1.2. Phan loai kho khan

Céc yéu td anh huong:
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STT Cic yéu to Diém Mikc thap Mikc trung binh Mikc cao
anh huwéng toi da
1 Sé lugng log va 10C 40 <500 501-2000 > 2000
can phan tich I0C/log/ngay : 10 | 10C/log/ngay : 25 | 10C/log/ngay : 40
2 Mirc d phtrc tap cua 20 Dt liéu §§n co, it | Motsd nguén, noi Nhiéu nguén, két
threat intelligence va nguodn: 5 bo + bén ngoai: 10 hop ndi by va
ngudn dir liéu bén thtr ba: 20
3 Muc d0 cap nhat 25 Cép nhét co ban, Cép nhat trung Cgflp nhat :toén hé
I0C, YARA rule, itrule: 5 binh, mdt s6 nhom | thong, nhi€éu nhom
pattern nhan dién rule: 15 rule & pattern: 25
4 Mic d6 tu dong hoa 15 Thu cong, Mot ph'ém tu d(f)ng, Hoan toan tu d@ng,
va tich hgp vao SOC it tich hop: 5 tich hop mot so tich hop nhi€u
playbook: 10 playbook: 15
Phan loai kho khan
STT Mikc do kho khan Khoang diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K>280
1.3. Binh bién
STT Danh muc cong viéc KS2 [ KS3 | KS4 | Nhom
Phan tich hanh vi 4n, 10C, log lich st dé phat hién tn cong chua 2 1 3
duoc canh bao
Str dung nguon threat intelligence ndi bd va bén thir ba (MISP, 2 1 3
VirusTotal, AlienVault OTX)
Cép nhat danh sach IOC, YARA rule, pattern nhan dién tan cong mai 1 1 2
1.4. Binh murc
STT Danh muc cong viéc PVT KK1 | KK2 | KK3
Phén tich hanh vi an, I0C, log lich sir & phat hién tin cong | 10C/log 20 | 3,0 | 40
chua duogc canh bao
St dung ngudn threat intelligence ndi bd va bén thir ba | Ngudn 1,8 2,6 |3,6
(MISP, VirusTotal, AlienVault OTX)
Cép nhat danh sach IOC, YARA rule, pattern nhan di¢n tAn Rule/pattern | 1,6 2,4 32
cong mai
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2. Pinh muc thiét bi

Ca/ 10C/log
STT Thiét bi DVT | Cong | Phén tich hanh Sir dung ngudn Cap nhit
suat [ vian, I0C,log | threat intelligence danh sach
(Kw) | lich sir dé phat ndi by va bén thir | I0C, YARA
hién tan cong ba (MISP, rule, pattern
chwua dwgc VirusTotal, nhén dién tan
canh bao AlienVault OTX) cong moi
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | Piéu hoa nhiét d¢ Cai 2,2 0,034 0,101 0,101
4 | Bién nang Kw 1,3 6,2 4,2
3. Binh mirc dung cu
Ca/ 10C/log
STT Dung cu DVT | Thoi | Phén tich hanh | Sir dung nguon threat | Cip nhit danh
han vian, I0C, log | intelligence ndi by va | sach I0C, YARA
(thang) [ lich sir d€ phat bén thir ba (MISP, | rule, pattern nhén
hién tan cong VirusTotal, dién tan cong moi
chua dugc AlienVault OTX)
canh bao
1 Ghé Cai 96 0,2 1,2 0,6
2 Ban lamviéc | Cai 96 0,2 1,2 0,6
3 Quat tran Cai 96 0,035 0,21 0,105
4 Pén neon Bo 24 0,1 0,6 0,3
5 Dbién nang kW 0,06 0,38 0,19
4. Pinh murc vat liéu
STT Vit liéu bVT Phén tich hanh Sir dung ngudn Ciap nhit danh
vi an, IOQ, log | threat intelligence | sach IOC, YARA
lich sir dé phat | ni bo va bén thir | rule, pattern nhin
hién tan cong ba (MISP, dién tan cong moi
chwa dugc VirusTotal,
canh bao AlienVault OTX)
1 Gidy in A4 Gram 0,015 0,003
2 Muc in laser Hop 0,015 0,003
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V. Ra soat va cai tién

1. Binh muc lao dong

1.1. Noi dung cong viéc

a) Thuc hién danh gia sau sy c6 (post-incident review), cAp nhat quy tic
SIEM va playbook.
b) Panh gia niang luc phan tng cta doi SOC, dé xuat dao tao va nang cap
cong cu.

¢) Bdo céo dinh ky két qua van hanh va cai thién kha ning phat hién.
1.2. Phan loai kho khan

Céc yéu t6 anh huong

STT | Cic yéu to anh huéng | Piém t6i Miic thap Mikc trung binh Mikc cao
da
1| SO lugng sy cd can danh | 40 <Sswcd: 10 | 6-20su co: 25 >20 sur ¢b: 40
gia  va quy tdc
SIEM/playbook cép nhat
2 | Mtc 40 phuc tap cua 20 Quy trinh co Trung binh, mot Phtc tap, nhiéu
playbook va quy trinh ban, it s0 playbook: 10 playbook &
danh gia playbook: 5 scenario: 20
3 | Muc dQ dén}h gia ’néng 25 Pon gian, Imng binh, mét Phirc tap,‘toén
luc va dé xuat cai tién nhom nho: 5 | s6 nhém SOC: 15 SOC, nhieu k¥
nang va cong cu: 25
4 | Muc d6 lap bao cao dinh 15 Bao céao Trung binh, bao Chi, tiét, toan hé
ky va cai thién kha nang don gian: 5 cao chi tiet 1-2 thong, bao cao
phat hién lan/thang: 10 nhiéu lan/thang: 15
Phan loai kho khan
STT Mibrc d§ kho khén Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 KS3 | KS4 Nhom
1 Thuyc hién danh gia sau sy ¢b (post-incident review), cap 2 1 3
nhat quy tic SIEM va playbook
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2 | Panh gi4 ndng lyc phan {mg ciia doi SOC, dé xuét dao tao 1 2
va nang cap cong cu
3 | Bao cao dinh ky két qua van hanh va cai thién kha ning 1 2
phat hién
1.4. Pinh muc
STT Danh muc cong viéc bVT | KKl |KK2 | KK3
1 | Thyc hién danh gia sau sy cd (post-incident review), cap Su ¢d 20 ] 3,0 | 4,0
nhat quy tac SIEM va playbook
2 | Panh gia ning luc phan tng cia d6i SOC, dé xuit dao | Landanh | 1,6 | 2,4 | 3,2
tao va nang cap cdng cu gia
3 | Bao céo dinh ky két qua van hanh va cai thién kha ning | Béocio | 1,8 | 2,6 | 3.4
phat hién
2. Dinh mirc thiét b
Ca/ Bao cao
STT Thiét bi bVT | Cong | Thuec hi¢n dinh Danh gia nang Bdo cdo dinh
suat | gia sau sy c0 (post- | lwe phin éng | ky két qué van
(Kw) [ incident review), [ cia dgi SOC, dé hanh va cai
cip nhit quy tac | xuétdao taova | thién khé ning
SIEM va playbook nﬁAng cap phat hi¢n
cong cu
1 May tinh ¢é ban | Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét 46 | Cai 2,2 0,034 0,101 0,101
4 bién nang Kw 1,3 6,2 42
3. Binh murc dung cu

Ca/ Bao cao
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STT Dung cu bVT Thoi Bao cao dinh ky Bao cao dinh Bao cao dinh
han két qua van hanh | ky ket qua van | ky ket qua van
(thang) | va cai thién kha hanh va cai hanh va cai
nang phat hién | thién kha néing | thién kha ning
phat hién phat hién
1 | Ghé Céi 96 0,2 1,2 0,6
2 | Banlam viéc Cai 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
4. Pinh muc vat liéu
STT Vit liéu bVvT Bdo cao dinh ky | Bdo cao dinh ky | Bao cdo dinh ky Kkét
két qua vin hanh | két qua vin hanh | qué vin hanh va
va cdi thién kha va cdi thién kha | cai thién kha ning
nang phat hién nang phat hién phat hién
1 | Gidy in A4 Gram 0,015 0,003
2 | Muc in laser Hop 0,015 0,003
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PHU LUC 1: GIAM SAT AN TOAN THONG TIN CHO THIET BI MANG

a . x Tén miu Dang luu x
TT Tén san pham 2 N Mau
bi¢u trir
Béo cdo hang ngiy: s luong canh S
1. | bo, su kién quan trong, thiét bi ngimg | TBM.01 86 TB,\%TdOCX
hoat dong
Béo c4o hang tuan: mirc st dung bang P m‘_l
2. A £ TBM.02 So6 TBM.02.docx
thong, tinh trang backup cau hinh
Béo céo su ¢ (theo ISO/IEC 27035): S
3. | chudi thoi gian, nguyén nhan gdc, bién | TBM.03 S6 + gidy TB,\%; docx
phép xur ly
B4o cdo hang thang: xu hudng tin o m‘_|
4. TBM.04 SO + gia
cong, 10C, baseline luu lugng 0T ey TBM.04.docx
: . : (wiad
5. | Béo cdo tuan thu cau hinh, audit log TBM.05 SO TBM.05.docx
Chi s6 do luong (KPI): thoi gian phat
hien (MTTD), thdi gian xu 1y ) Wl
6. TBM.06 So TBM.06.docx

(MTTR), ty l&¢ canh bao sai (false

positives), ty 1¢ thiét bi giri log
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PHU LUC 2: GIAM SATAN TOAN THONG TIN CHO HA TANG AO HOA
(CLOUD, VIRTUALIZATION)

N Tén miu | Dang luu x
TT Tén san pham 2 N Mau
biéu trir

Béo cdo hang ngay: su ki¢n truy cap S
I. | IAM, thay déi cAu hinh cloud, canh |  AH.O1 sé WO

bao bao mat container/VM

B4o cdo hang tuan: trang thai tai
5 nguyén cloud (CPU, storage, AHLO2 S4 W

. . 0

network), nhat ky audit API, tinh AH.02.docx

trang backup snapshot

3.Béo cdo su cd: chi tiét sy kién vi

pham quyén truy cap, ro ri dir liéu, P m‘_l
3. f AH.03 S6 +

hanh vi bat thuong trén VM/container, 0Ty AH.03.docx

bién phap khic phuc

4.B4o cao hang thang: xu hudng tin

cong trén ha ting ao hoa, phan tich st Lz m‘_l
4. . . s AH.04 S6 +

dung 1AM key, théng ké thay dbi chu 0Ty AH.04.docx

hinh va baseline bao mat

5.B4o cao tuan thui: danh gia chinh

sach bao mat cloud (CIS Benchmark, 1 m‘_l
5. .2 i~ AH.05 S0 AH.05.docx

ISO/IEC 27017), kiém tra luu gilr log

va ma hoéa dir liéu

6.Chi s6 do luong (KPI): Thoi gian

phat hién va xt 1y su c¢6 (MTTD,

MTTR); Ty 1é su kién bét thuong . Wl
6. AH.06 So AH.06.docx

duoc phan tich tu dong (automation
rate); SO lugng tai nguyén tuan thi
baseline bao mat (% compliant);
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PHU LUC 3: GIAM SAT AN TOAN THONG TIN CHO MAY CHU
(HE PIEU HANH WINDOWS, LINUX)
Ao 2 A X1 X Dang luu X

TT Tén san pham Tén mau biéu triv Mau
Béo c4o hang ngay: dang nhap bat
thuong, 10i hé théng, dich wu . Wil

1. \ A N - A HDH.01 S6 HBH.01.docx
dung d6t ngot, thay doi quyén
hodc nhém nguoi dung
Bio c4o hang tuan: tinh trang

, | CPURAM/IO, s6 luong két HBH .00 9y w

. . . 0
ndi, trang thai ban va va dich HPH.02.docx
vu quan trong
Bao cdo sw cd: chi tiét su kién
am nhap, 16i bao mat, két qua . -

3, | xam mhap, fol Bao mab XL AU ypH .03 S6 + gidy B
forensic (log, memory dump, e
snapshot), bién phap khac phuc
Béo cdo hang thang: thong ké xu

4 huéng sy cb, mirc do tuan thi HDH.04 S6 + il m‘_l

. . 0+ gia
hardening, ty 1& may cha da va gy HPH.04.docx
day du, thay doi cau hinh bao mat
Béo cdo tuan thu: dbi chiéu chuan
CIS, NIST, ISO/IEC 27001; kiém . Wl

5. HDH.05 SO
tra chinh sach quan ly tai khoan, © HPH.05.docx
luu trit va ma hoa log
Chi s6 do luong (KPI): Thoi gian
phat hién va xu 1y sy ¢6 (MTTD,

MTTR); Ty I¢ may chu c@p nhat S
6. | ban va ding han; S lugng canh | HPH.06 sé B

bao sai (false positives); Ty ¢
may chu gui log va tuan thu
baseline bao mat
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PHU LUC 4: GIAM SAT AN TOAN THONG TIN CHO UNG DUNG
(WEB, ERP, CRM, API, EMAIL)

Ao 2 A X 1R Dang luu X
Tén san pham Tén mau biéu N Mau
trir
Béo cdo hang ngay: s6 lugng tru
A ol ; v
cap, 101 ung dung, canh bao UD.01 So UD.01.docx
WAF/API, ding nhép bat thuong
Béo cdo hang tudn: trang thai hoat S
dong tmg dung, hidu suit API, ty UD.02 Sé =
1¢ 156i va phan hoi cham
Bio cdo sy cb: chi tiét khai thac 18
hong, tin coéng brute force, o m‘_l
UD.03 So + gia
phishing, ro ri di¥ liéu; bién phéap oT ey UD.03.docx
xu ly
Béo cdo hang thang: thong ké xu
hudng tan cong, hiéu qua quy tic o m‘_l
UD.04 SO + gia
WAF, ty 1é giao dich nghi ngo, oT ey UD.04.docx
danh gia bao mat API
Biao cdo tudn tha: dbi chiéu
OWASP Top 10, ISO/IEC 27034, UD.0S S Wl
GDPR (néu co), kiém tra chinh ' UD.05.docx
sach PII va ma hoa log
Chi s6 do luong (KPI):
MTTD/MTTR (thoi gian phat
hién va khic phyc); S6 luong 16
o vi K o) 30 o 1 ; o
hong duoc va ding han; Ty 1€ UD.06 N¢ UD.06.docx
canh bao dung (true positives); Ty
1€ log tng dung dugc thu thap va
phan tich day du
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PHU LUC 5: GIAM SAT AN TOAN THONG TIN CHO CO SO DU LIEU

A . 2 Tén miu Dang luu x
TT Tén san pham 2 N Mau
bi¢u trir
Béo cdo hang ngay: ding nhap bat S
1. | thudng, truy vén 13i, thay ddi ciu tric | CSDL.O1 86 CSD?(EdOCX
hodc quyén truy cap
B4o cao hang tuan: tinh trang hiéu S
2. | nang DB, lich backup/restore, log | CSDL.02 S6 CSD?(EdOCX
audit
Béo cao su cb: chi tiét truy van pha 1
3. | hoai (DROP/DELETE), 1o 1i dif ligu, | CSDL.03 | Sé+ gidy e
bién phap khoi phuc
Bédo cdo hang thang: xu hudng truy
cap, thay d6i quyén, thong ké hiéu L m‘_|
4. . CSDL.04 S6 +
nang, kiém tra tudn thu chinh sach oT ey CSDL.04.docx
luu trir
Béo cdo tuan thi: dbi chiéu chuan
bao mat co so dit lieu (CIS S
5. | Benchmark, ISO/IEC 27001, PCI| CSDL.05 sé O
DSS), danh gia trang thai ma hoa va
quan 1y quyén
Chi s6 do luong (KPI): Thoi gian
phat hién va xir 1y sy ¢6 (MTTD,
MTTR); Ty I€ backup thanh cong va S
6. | khoi phuc thtr nghiém; Ty 1¢ phat | CSDL.06 S6 CSD?(EdOCX

hién truy van bét thuong; Ty 1& co sé
dir liéu tuan thu baseline bao mat va
ma hoa
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PHU LUC 6: GIAM SAT AN TOAN THONG TIN CHO CO SO DU LIEU

A2 2 A X 3R Dang luu X
TT Tén san pham Tén mau biéu tri Mau
rir
Bé4o cio hang ngay: Dang nhap bt
thudng (khac vi tri, ngoai gio), tht , Wl
1. USER.01 So
bai diang nhap/MFA lién tuc, thay © USER.01.docx
d6i mat khau/dac quyén nguoi ding
Béo cdo hang tuan: Thong ké hanh
vi ngudi ding dic quyén, tong hop S
2. | truy cép dit liéu nhay cam, trang USER.02 86 USE%EC,OCX
thai xac thuc MFA/SSO, tai khoan
khong hoat dong
Bao cdo su cb: Chi tiét sy kién
chiém quyén tai khoan, vi pham S
3. | chinh sich truy cép, ro ri dit liéu | USER.03 S6 + gidy USE?@,OCX
ndi bo do nguodi dung; bién phap
khic phuc
Béo cao hang thang: Xu hudng
hanh vi bat thuong (UEBA), danh 5
4. | gia tai khoan dic quyén, thong ké |  USER.04 S6 + gidy USEE@dOCX
két qua kiém tra phishing, ra soat
tai khoan khong hoat dong
Béo cdo tuan thii: DSi chiéu chinh
sach IAM voi ISO/IEC 27001 (A.9, S
5. | A.11), NIST CSF; kiém tra viéc ap | USER.05 sé e
dung MFA, va chinh sach quéan ly
mét khau
Chi s6 do luong (KPI): Thoi gian
phat hién va xt 1y sy ¢ (MTTD,
MTTR); Ty 1§ tai khoan c6 MFA; S
6. | Ty 1€ nguoi dung vi pham chinh USER.06 86 USEE.IoZdocx

sach mat khau; Ty 1¢ hanh vi bt
thuong dugc UEBA phat hién
chinh xac
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PHU LUC 7: GIAM SAT AN TOAN THONG TIN CHO TOAN BQ HE
THONG (SOC - TRUNG TAM PIEU HANH AN NINH MANG)

Dang luu

TT Tén san phim Tén miu biéu trir Méu
Béo cdo hang ngay: sé luong canh

| bao, su kién nghi ngo, tinh trang SOC.01 S4 m‘_l

) . 5 . 0

thiét bi/nguon log, hanh vi dang SOC.01.docx
chuy
Béo c4o hang tuan: théng ké mirc
dd canh bao, top 10 mbi de doa, . m‘_l

2. ¥ . ) SOC.02 So
hiéu qua quy tac phat hién, tinh © S0C.02.docx
trang phan (mg su ¢
B4o cdo su cb: chi tiét chudi su
kién, phan tich nguyén nhan gbc L m‘_l

3. i SOC.03 So + gia
(root cause), tic dong va bién phap oTey SOC.03.docx
khic phuc theo ISO/IEC 27035
Béo cao hang thang: xu hudng tin S

4. | cong, thong ké 10C, hiéu qua threat SOC.04 S6 + gidy Sog;docx
hunting, ty 1€ canh bao chinh xac
Béo céo tuan thu: dbi chiéu tiéu
chudn van hanh SOC (ISO/IEC 8

5. 127035, NIST 800-61, MITRE SOC.05 S6 Sog;docx
ATT&CK), kiém tra ddy du ngudn
log
Chi s6 do lwong (KPI): MTTD,
MTTR (thoi gian phat hi¢n va xt
1y); Ty 1€ canh bao chinh xac (true 3

6. | positive rate); S6 lugng su ¢ duge SOC.06 S6 SOE%Z(;OCX

phat hién chi dong qua threat
hunting; Ty 1& hé thong/thiét bi gui
log day da vé SIEM




VAN PHONG UBND THANH PHO HA NOI XUAT BAN

bia chi:
Dién thoai:
Email:
Website:

12 Lé Lai - Hoan Kiém - Ha Noi
024.38253536 - 024.37739442
congbao(@hanoi.gov.vn
www.hanoi.gov.vn



		Văn phòng UBND Thành phố Hà Nội - ĐT: 02438253536 - 0789111111 - Email: vanthu@hanoi.gov.vn
	2026-05-22T12:01:15+0700
	UBND Thành phố Hà Nội
	Lý Thị Như Hoa<lythinhuhoa_vpubtp@hanoi.gov.vn> đã ký lên văn bản này!




