ciia Uy ban nhan dan z‘anh phé Ha Noi)

Phan I
QUY PINH CHUNG

1. Co sé xay dung dinh mire kinh té - ky thuat ,

Can cu Luat Cong nghé thong tin s6 67/2006/QH11 va Luat so
65/VBHN-VPQH.

Cén ctr Luat An toan thong tin mang $6 86/2015/QH13;

Can cu Luat An ninh mang s6 24/201 8/QH14;

Can cur Luat Bao vé dit liéu ca nhan sb 91/2025/QH15;

Can ctr Nghi dinh s6 204/2004/ND-CP ngay 14 thang 12 nam 2004 cua
Chinh phu vé€ ché d0 tién luong do6i vdi can bg, cong chirc, vién chuc va luc
lugng vii trang;

Can cir Nghi dinh sO 117/2016/ND-CP ngay 21 thang 7 nam 2016 cua
Chinh phu stra doi b sung mot s6 di€u Nghi dinh s6 204/2004/ND-CP ngay 14
thang 12 nam 2004 cta Chinh pha vé ché dg tién lwong doi1 voi can bg, cong
churc, vién chuc va luc luO’ng vil trang;

Can cu Nghi dinh s 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua
Chinh pht vé& bao dam an toan hé thdng thong tin theo cip do.

Can cu Nghi dinh s 73/2019/ND-CP ngay 05 thang 9 nim 2019 cua
Chinh phu vé quan 1y dau tu tGng 'dung cong ngh¢ thong tin sur dung ngudn vén
ngan sach nha nude, duge sira doi, bo sung bai Nghi dinh s6 82/2024/ND-CP
ngay 10 thang 7 ndm 2024.

Can cuo Nghi dinh §6 53/2022/ND-CP ngay 15/8/2022 ctuia Chinh phu quy
dinh chi tiét mdt s6 di€u cua Luat An ninh mang;

Can cir Thong tu s6 31/2017/TT-BTTTT ngay 15/1 1/2017 cua B Thong
tin va Truyén thong v€ quy dinh hoat dong gidm sat an toan hé thong thong tin;

Cin cir Thong tu sb 12/2022/TT-BTTTT ngay 12 thang 8 nam 2022 cua
B¢ truong BO Thong tin va Truyén thong Quy dinh chi tiét va huong dan mot s6
di€u cua Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016;

Can ctit Thong tu s6 26/2014/TT-BTNMT ngay 28 thang 5 ndm 2014 cia
B0 truong B Tai nguyén va Moi truong ban hanh Quy trinh va Dinh mirc kinh
te - k¥ thuat xay dung co sé dir li€u tai nguyén va moi truong;
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Can ctr Thong tur s6 14/2020/TT-BTNMT ngay 27 thang 11 nam 2020 cia

Bo Tai nguyén va Mai truong ban hanh Quy trinh va Dinh muc kinh té - k§ thuat
xay dung, duy tri, van hanh h¢ thong thong tin nganh tai nguyén va moi truong;

Cian ci Thong tu s6 23/2023/TT-BTC ngay 25/4/2023 cua Bo Tai chinh

huong dan ché do quan ly, tinh hao mon, khAu hao tai san ¢d dinh tai co quan, td
chtrc, don vi va tai san c6 dinh do nha nudc giao cho doanh nghiép quan 1y
khong tinh thanh phan von nha nude tai doanh nghiép;

Can ctr Nghi quyét s6 16/NQ-HPND ngay 04/7/2023 cia HDND thanh

phé Ha No61 ban hanh Danh muc dich vu su nghiép cong sir dung ngan sach nha
nuoc thudc linh vuc tai nguyén va moi truong.

2. Quy dinh viét tat

STT Viét tit Tiéng Anh Giai nghia tiéng Viét
1. ATTT Information Security An toan thong tin
Common Vulnerabilities | Danh muc 16 héng bao mat chuin
2. CVE o
and Exposures qudc té
3 Patch Patch Management Quan 1y ban va hé thon
' Management & y i &
Intrusion A & L 1ia < <
4. IDS/IPS Detection/Prevention HP thonAg phat hign/ngan chan
xam nhap
System
Denial of Service / , ,
5. DoS/DDoS Distributed Denial of Tan cong tir chdi dich vu
Service
6. Pentest Penetration Testing Kiém thir xAm nhap
7. SQLi SQL Injection K¥ thuat tan cong chén I¢énh SQL
8. XSS Cross-Site Scripting K¥ thuat tin cong chén ma script
9. RCE Remote Code Execution | Khai thac thyc thi ma tir xa
10, OWASP Top OWASP Top 10 10;10 hong bao mat web phd bién
10 nhat
1. CWE Common Weakness De;nh muc cac diém yéu phan
Enumeration mém
. : Dich vu quan ly tai khoan/may
12. AD Active Directory tinh ctia Microsoft
13, RBAC Role-Based Access Mo hinh phan quyén dya trén vai
Control tro
14. UBA User Behavior Analytics | Phan tich hanh vi nguo1 dung
15. AuthN Authentication Xéc thuc nguoi dung




STT Viét tit Tiéng Anh Giai nghia tiéng Viét
Multi-Factor . £ oA
16. MFA Authentication Xéc thyc da yéu to
Identity and Access Quan 1y danh tinh va quyén truy
17. IAM A
Management cap
Security Information and | Hé thong quén 1y su kién va thong
18. SIEM BT
Event Management tin bdo mat
Security Orchestration, . PN IO .
19. SOAR Automation, and Tu CIA(_)ng hoaA dicu phoi va (mg pho
su ¢O bao mat
Response
20. DLP Data Loss Prevention Ngan chin that thoat dir liu
21. AV Anti-Virus Phan mém chéng virus
Endpoint Detection & Phat hién va phan hoi sy ¢ trén
22. EDR A1 aA %
Response thiét bi dau cudi
Web Application . .,
23. WAF Firewall Tuong Itra rng dung web
24. Wazuh Wazuh Nén tang SIEM ma nguén m&
75, OSSEC OSSEC H¢ tkhongophat hién xam nhap ma
ngudn mo
26. Splunk Splunk Cong cu SIEM thuong mai
217. QRadar IBM QRadar Giai phap SIEM cua IBM
73 ELK Stack El'astlcsearch, Logstash, | B0 cong cu thu thap va phan tich
Kibana log
29. ArcSight ArcSight Giai phap quan ly log va bao méat
30, Datadog Datadog NeAn tang gidm sat va bao mat h¢
thong
31 OpenVAS Open Vulnerability Cczng cu quét 16 hong ma nguon
Assessment System mo
32. Nessus Nessus Cong cu quét 16 hong pho bién
33. QualysGuard QualysGuard rcr}llaail php quét 16 hong thuong
34. Snort Snort Hé théng IDS/IPS mi ngudn mé
35. Suricata Suricata Cong cu IDS/IPS ma ngudén mo
36. ModSecurity ModSecurity Tuo;ng lu:a tmg dung web ma
ngudén mo
37, OWASP ZAP OWASP Zed Attack C(glg cu, kiém thir bao mat web
Proxy mién phi




STT

Viét tit

Tiéng Anh

Giai nghia tiéng Viét

38.

Burp Suite Pro

Burp Suite Professional

Cong cu pentest rng dung web
thuong mai

Cong cu phan tich ma nguon va

39. SonarQube SonarQube tim 15 héng

40. Checkmarx Checkmarx Giai phap kiém tra bao mat img
dung

41. Veracode Veracode Nen tang kiém thr bao mat (g
dung

. PostgreSQL Audit Cong cu ghi log gidm sat CSDL

42 pgAudit Extension PostgreSQL

43. MySQL Audit | MySQL Audit Plugin Cong cu ghi log giam sat MySQL

44. IBM Guardium | IBM Guardium Gidi phap bdo mat va gidm st
CSDL

45, Imperva Imperva Copg cu bao mat CSDL thuong
mai

46. Bacula Bacula Conig cy quin 1y sao luu ma
ngudn mo

47. Amanda Amanda Giai phap sao luu mi ngudn mé

43, Veeam Veeam Pha'm mém sao luu dit liéu thuong
mai

49. Commvault Commvault Giai phap quan tri sao luu dit li¢u

50. Varonis Varonis (iuu phap giam sat va bao mat dir
liéu
Giai phédp quan ly danh tinh &

51. Okta Okta MFA

52. Ping Identity Ping Identity Eflrll tdng quan Iy truy cap va danh

53. | CloudTrail AWS CloudTrail Dich vy ghi log hoat dong cua
AWS

54. Prisma Cloud | Prisma Cloud Nén tang bao mat da ddm may

55. ScoutSuite ScoutSuite Cczng cu kiém tra cau hinh bdo
mat Cloud

56. Prowler Prowler Cong cu kiém tra ciu hinh AWS
Cong cu phan tich luu lugng

57. ntopng ntopng mang

58. Zeek (Bro) Zeek (Bro) Cong cu phan tich luu lugng

A 2




STT Viét tit Tiéng Anh Giai nghia tiéng Viét
mang

59. Arbor Arbor Networks Giai phap chéng DDoS

60. Darktrace Darktrace Nén tang Al an ninh mang

61. RSA Archer RSA Archer tcflléu phép quan tri i ro va tuan

ServiceNow ServiceNow Governance, cre 4, e . ,

62. GRC Risk, Compliance Giai phap quan tri rui ro, tuan thu

63. | ISO/IEC 27001 | ISO/IEC 27001 Ticu chuan h¢ thong quan Iy an
toan thong tin

64. | ISO/IEC 27002 | ISO/IEC 27002 Huéng dan dp dyng kiém soat
ATTT

65. | ISO/IEC 27035 | ISO/IEC 27035 Tiu chuan quan ly sur c6 an toan
thong tin

66. | ISO/IEC 27017 | ISO/IEC 27017 Huéng dan bao mat cho dich vu
Cloud

67. | ISO/IEC 27018 | ISO/IEC 27018 Bao v¢ dir liéu ca nhan trong moi
truong Cloud

3. Giai thich tir ngir

Trong van ban nay, cac tur nglt dudi day dugc hiéu nhu sau:

a) H¢ t}léng phan ctng cong nghé thong tin la tap hop ha tang phan ctng
vat 1y céac thiét bi cong ngh¢ thong tin bao gom:

- Hé théng may chu.

- Hé théng thiét bi mang.

- Hé thdng thiét bi luu trir, sao luu dit lidu.

- Hé thdng cap mang.

- Hé thdng thiét bi hoi nghi truyén hinh.
- HE théng thoai IP.

b) Phan mém hé théng 1a phan mém quan 1y diéu hanh thiét bi phan cing
cong nghé thong tin, cac phan mém phuc vu quan 1y ngudi dung va quan 1y cac
qua trinh truy cip cta ngudi ding va cac qua trinh doi héi can quan 1y trong qua
trinh khai thac, bao gom:

- Dich vu DNS, WINS, LDAP, Directory, Proxy, Cluster, DHCP, CA,
Radius, NMS,... va tuong duong.

- Phan mém quan 1y, gidm sat mang.




- Phin mém do quét 16 hong an ninh mang, website.

- Phin mém sao luu, phuc hoi.

- Phin mém giam sat mang khong day.

- Phin mém hd tro ngudi ding.

- Phin mém thu thap va phan tich logs.

- Phin mém tudng ltra, phong chéng tin céng mang, QoS.

- Phin mém can bang tai.

- Phan mém chéng tAn cong tu chdi dich vu.

- Phin mém quén Iy may chi 4o hoa.

- Phan mém mang riéng 40 VPN.

- Phan mém xr 1y dir liéu khong gian (Arc GIS, Maplnfo,...).
- Phan mém hé quan tri co s& dit liéu (Oracle, Microsoft SQL Server,...).

- Phan mém nguon md.

PHAN II

~ QUYTRINHKY THUAT ’
GIAM SAT DAM BAO AN TOAN THONG TIN bOI VOI HE THONG HA
TANG KY THUAT DICH VU CONG NGHE THONG TIN

I. Quy trinh giam sit dam bdo an toan thong tin cho thiét bi mang
(twong lvra - firewall, IDS/IPS, router, switch)

1. Cac buéc thuc hién

1.1. Chudn bj va thiét Igp

- Lap so 6 mang va danh muc thiét bi (CMDB).

- Chuan hoa ciu hinh log: bat syslog/CEF/JSON, dinh nghia mirc log.

- Thiét 1ap kénh thu tap trung (syslog-ng, rsyslog, Logstash) két ni voi SIEM.

- Tpiét lap AAA (TACACS+/RADIUS), tang cuong bao mat SSH, quan
1y mat khau/khoa.

1.2. Thu thdp va van hanh

~ -Thu log: ACL hits, VPN, firewall accept/deny, canh bao IDS/IPS, thay
do61 dinh tuyén.

- Giam sat hiéu nang thiét bi: CPU, RAM, 16i céng mang, gian doan két ndi.
- Giam sat NetFlow/sFlow/IPFIX dé phat hién luu lugng bat thuong.

2 2



- Giam sat tuan thi cau hinh, backup dinh ky, phat hién thay d6i trai phép.
- Canh bao theo ngudng va ddi chiéu IOC tir nguoén tinh bao méi de doa.
1.3. Phan tich va twong quan (SIEM/SOC)

- Xay dung quy tic tuong quan

- Thue hién phan loai canh béo (triage), tim kiém mdi de doa (threat hunting).
1.4. Xdc minh va iing ciru ban dau

- X4c minh ngudn gdc (MAC, p-rt, VLAN), capture géi tin (pcap).

- Bién phap ban dau: chin IP/ASN, c6 1ap cong, thay ddi rule trén firewall.

- Ghi lai chudi thoi gian sy kién phuc vu diéu tra (f-rensic, IS-/IEC 27035).
1.5. Bao mat dir liéu giam sat

-M3 héa kénh 1-g (TLS), luu vét truy cap.

- Chinh sach luu giii: 1-g chi tiét 90-180 ngay, ban tom tat 1-3 nam.

1.6. Panh gid va cdi tién

-Ra soat quy tac, chit ky, ngudng hang thang/quy.

-Dién tap tng ctu (tablet-p, kiém thir xam nhap).

2. San pham

(1). Bao cao hang ngay: s6 luong canh bao, sy kién quan trong, thiét bi
ngurng hoat dong (theo Mau TBM.01).

(2). Bao cdo hang tudn: muc sit dung bang thong, tinh trang backup ciu
hinh (theo Mau TBM.02).

~ (3). Bao cao su cb (theo ISO/IEC 27035): chudi thoi gian, nguyén nhan
gdc, bién phap xur 1y (theo Mau TBM.03).

(4). Bao cao hang thang: xu hudng tan cong, I0C, baseline luu luong
(theo Mau TBM.04).

(5). Béo céo tuan thu ciu hinh, audit log (theo Mau TBM.05).

(6). Chi s6 do ludong (KPI): thoi gian phat hién (MTTD), thoi gian xur ly
(MTTR), ty I€ canh bao sai (false positives), ty 1€ thiét bi gtri log (theo Mau TBM.06).

(Chi tiét tai Phu luc 1 kém theo)

IL. Quy trinh giAm sit dam bzo an toan théng tin cho ha tang do0 héa
(cloud, virtualization)

1. Cac budc thuc hién
1.1. Chudn bj va thiét lgp
- Kiém ké host, VM, container, tai nguyén dam may.

- Bat log géc (AWS CloudTrail, VPC Flow Logs, Azure Monitor,
GCP Audit Logs).



- CAu hinh audit log cho API call, snapshot, migration, thay ddi IAM.
- Quét 15 hong image, ap dung chinh sach registry.

1.2. Thu thap va giam sat

- Log API: thay doi quyén, tao khoa truy cép, thay ddi bucket cong khai.
- Giam sat luu luong mang trong ndi bo dam may (flow logs).

- Giam sat RBAC trong Kubernetes, hoat dong container.

1.3 Phan tich va xu ly

- Tao IAM key moi + xuat dit liéu 16n — canh bo.

- V06 hi¢u hoa key, c6 1ap namespace, chdn bucket.

1.4 Bao mat dir lieu

- Ma hoa log, luu gitt theo quy dinh (GDPR, phdp luat Viét Nam).

- Thuc hién quan 1y bao mat dadm may (CSPM).

2. San pham

(1). Bao cdo hang ngay: sy kién truy cap IAM, thay d6i cau hinh cloud,
canh bao bao mat container/VM (theo Mau AH.01).

(2). B4o cao hang tuan: trang thai tai nguyén cloud (CPU, storage,
network), nhat ky audit API, tinh trang backup snapshot (theo Mau AH.02).

(3)., B4o céo su cb: chi tiét sy kién vi pham qpyén truy cap, r~€) ri dir liéu,
hanh vi bat thuong trén VM/container, bi¢én phap khac phuc (theo Mau AH.03).

(4). Bao cdo hang thang: xu hudng tAn cong trén ha ting 4o hoa, phan tich sur
dung IAM key, thong ké thay d6i cau hinh va baseline bao mat (theo Mau AH.04).

(5) Bao cdo tuan thu: danh gia chinh sach bao mat cloud (CIS Benchmark,
ISO/IEC 27017), ki€ém tra luu gitr log va ma hoéa dir liéu (theo Mau AH.05).

(6). Chi s6 do luong (KPI): Thoi gian phat hién va xir 1y sy ¢ (MTTD,
MTTR); Ty 1€ su kién bat thuong duoc phan tich tu dong (automation rate); S
lugng tai nguyén tuan thu baseline bao mat (% compliant); Ty 1€ VM/container
gui log ddy du (theo Mau AH.06).

(Chi tiét tai Phu luc 2 kém theo)

. IIL. Quy trinh giam sat dam bdo an toan thong tin cho may chu (h¢
dieéu hanh windows, linux)

1. Cac budc thuce hién

1.1. Chudn bj va thiét lgp

- Kiém ké hé diéu hanh, phién ban, ban v, vai tro.
- Tang cudng bao mat (hardening) theo chuan CIS.

- Bat audit logging: syslog (Linux), Windows Event Forwarding, audit DB.



1.2. Thu thap va giam sat

- Log: ding nhap thanh cong/that bai, st dung sudo, 15i kernel.

- Log DB: truy vén 13i, thay doi cAu trac, xuét di liéu.

- Giam sat CPU, RAM, 1/0, sb lugng két ndi.

1.3. Phan tich va xac minh

- Tuong quan: nhiéu 1an ding nhép thét bai trén nhiéu server — tin cong ngang.

- Kich hoat diéu tra forensic (memory dump, snapshot).

1.4. Ung citu ban ddu

- Co 13p server, vO hi¢u hoa tai khoan, thay d6i mat khau.

- Tao snapshot dé luu bang ching.

1.5. Bao mat dir liéu

- M hoa log khi luu trit, kiém soét truy cap.

- Chinh sach luu giir log.

1.6. DBanh gia dinh ky

Quét 16 héng, 1ap lich v4 16, bao céo thay ddi cAu hinh

2. Sian pham

(1). Bao cao hang ngay: dang nhap bat thuong, 18i hé thdng, dich vu ding
dot ngot, thay doi quyén hodc nhom ngudi dung (theo Mau HPH.01).

(2). Bao c4o hang tuan: tinh trang CPU/RAM/T/O, sd luong két ndi, trang
thai ban va va dich vu quan trong (theo Mau HDH.02).

(3). Bao cédo su cd: chi tiét su kién Xém nhap, 16i bao m~ef1t, két qua forensic
(log, memory dump, snapshot), bié€n phap khac phuc (theo Mau HDH.03).

(4) Bao cao hang thang: théng ké xu hudng sy cb, muc d6 tuan thu hardening,
ty 1€ may chu da va day du, thay doi cau hinh bao mat (theo Mau HDH.04).

(5). Béo cdo tuan thu: d6i chiéu chuan CIS, NIST, ISO/IEC 27001; kiém
tra chinh sach quan 1y tai khoan, luu trir va ma hoa log (theo Mau HDH.05).

(6). Chi s6 do luong (KPI): Thoi gian phat hién va xir Iy sy ¢ (MTTD,
MTTR); Ty 1¢ may chu cap nhat ban va ding han; S6 lugng canh bao sai (false
positives); Ty 1€ may chu guri log va tuan tha baseline bao mat (theo Mau HPDH.06).

(Chi tiét tai Phu luc 3 kem theo)

IV. Quy trinh giam sat dim bdo an toan thong tin cho trng dung
(web, erp, crm, api, email)

1. Cac budc thuc hién

1.1. Chudn bj va thiét lgp

- Kiém ké danh muc ung dung, phién ban, moi truong trién khai
(dev/test/prod).



- Bat log truy cap, xac thuc, 16i ing dung, giao dich API.

- Cau hinh tudng Ira ing dung web (WAF), DLP, bao vé API gateway.
1.2. Thu thdp va giam sat

- Thu thap log request/response, API usage, canh bao tor WAF va IDS.

- Giam sét truy cap bat thuong, tan sudt POST/GET cao, 18i 4xx/5xx,
email spam/phishing.

- Giam sat hanh vi giao dich nghi ngo (fraud detection, brute force, SQL1, XSS).

1.3. Phan tich va twong quan

- Tuong quan WAF block + login thét bai hang loat — tdn cong brute force.

- Phan tich chudi request dé phat hién khai thac API hoac 0 ri dit ligu.

- Két hop log ung dung va hé théng xac thuc (SSO/AD) dé xac minh
nguoi dung.

1.4. Ung citu ban ddu

- Gidi han tdc do, tam khoa tai khoan, reset mat khau.

- Va néng (hotfix), cap nhat chit ky WAF, chin IP/ASN tin cong.

- Thong bao sur ¢b va ghi nhan bang ching phuc vu diéu tra.

1.5. Bao mat dir liéu log

- Che gidu hodc an danh dir liéu c4 nhan (PII) trong log.

- M4 hoa log khi luu trit, kiém soat quyén truy cap va chinh sach luu gitr.

1.6. Bdnh gid va cdi tién

- Kiém thtr xAm nhap dinh ky, ra soat quy tic WAF va API policy.

- Cap nhat baseline an toan ing dung va dao tao doi ngi van hanh.

2. San pham

(1). Bdo céo hélr}g ngay: so lu’c_)’n~g truy cap, 16i ung dung, cinh bio
WAF/API, dang nhép bat thuong (theo Mau UD.01).

_ (2). Bao cao hang tuan: trang thai hoat dong Gmg dung, hiéu suat API, ty

1€ 161 va phan hoi cham (theo Mau UD.02).

(3). Bao cao su cb: chi tiét khai thélc~ 16 héng, tan cong brute force,
phishing, ro ri dir liéu; bi€n phap xir 1y (theo Mau UD.03).

(4). Béo cdo hang thang: thong ké xu huéng tan céng,~ hiéu qua quy tic
WATF, ty 1€ giao dich nghi ngo, danh gid bao mat API (theo Mau UD.04).

~ (5). Béo cdo tuan thu: doi chiéu OWASP Top 10, ISO/IEC 27034, GDPR

(néu cd), kiém tra chinh sach PII va ma hoa log (theo Mau UD.05).

2 2
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(6). Chi sé~d07 luong (KPI): MTTD/MTTR (thoi gian phat hién va khéc
phuc); S6 luong 10 hong dugce va ding han; Ty 1€ canh bao ding (true positives);
Ty 1€ log trng dung dugc thu thip va phan tich day du (theo Mau UD.06).

(Chi tiét tai Phu luc 4 kém theo)
V. Quy trinh giam sat dim bdo an toan thong tin cho co s& dir li€u
1. Cac budc thuc hién
1.1. Chudn bj va thiét lgp

- Kiém ké hé quan tri co s¢ dir liéu (DBMS), phién ban, vai tro, va nguoi
quan tri.

- Bat audit log, query log, slow query log.

- Cau hinh giam sat két ndi, phan quyén, thay doi cau trac bang/luoc do.
- Ap dung hardening theo chuan CIS/OWASP Database Security.

1.2. Thu thap va giam sat

- Thu thap log truy cap, dang nhap, truy van 18i, hanh vi thao tac dir liéu
(INSERT/UPDATE/DELETE).

- Giam sat thay d6i quyén truy cap, tao tai khoan méi, hoic cap quyén DBA.
- Theo ddi hiéu nang DB: CPU, 1/0, deadlock, két nbi bat thuong.

- Giam sat backup/restore, lich trinh va trang thai sao luu.

1.3. Phan tich va twong quan

- Twong quan cac hanh vi bat thuong: DROP table + dang nhap ngoai gio
+ truy cap tu IP la.

- Phat hién truy vin khdi luong 16n hodc quét dir liéu nhay cam (data
exfiltration).

- Péi chiéu nhat ky DB véi log tmg dung va hé diéu hanh dé xac minh
hanh vi.

1.4. Ung ciru ban dau

- C6 lap tai khoan nghi ngd, thu hdi quyén truy cp, khoa session dang
hoat dong.

- Khéi phuc dir li€u tir ban sao luu, ghi nhan log phuc vu diéu tra.

- V4 16i hodc diéu chinh cdu hinh bao mat (role, GRANT/REVOKE).
1.5. Bao mat dit liéu va log

- Ma hoa dir liéu nhay cam (at rest, in transit), an danh dit liéu khi test.

- M4 hoa log, kiém soat quyén truy cép, luu trit an toan va tuan tha chinh
sach retention.
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1.6. Panh gid va cdi tién

- Ra soat quyén tai khoan, kiém tra chinh sach backup va ma hoa dinh ky.
- Kiém thtr xam nhap database, cap nhat baseline bao mat.

2. San pham

(1). Bao cao hang ngay: dang nhap bat thudng, truy van 13i, thay doi cau
triic hoac quyén truy cap (theo Mau CSDL.01).

(2). Bao cao hang tun: tinh trang hiéu ning DB, lich backup/restore, log
audit (theo Mau CSDL.02).

(3). Bdo céo su cd: chi tiétNtruy van pha hoai (DROP/DELETE), 1o ri dit
liéu, bién phap khoi phuc (theo Mau CSDL.03).

(4). Bao cao hang thang: xu huong truy cép, thay d6i quyén, thong ké hiéu
nang, kiém tra tuan thu chinh sach luu trit (theo Mau CSDL.04).

(5). Bao cdo tudn thu: ddi chiéu chuin bao mat co so dir lieu (CIS
Benchmark, ISO/IEC 27001, PCI DSS), danh gia trang thai ma hoa va quan ly
quyén (theo Mau CSDL.05).

(6). Chi sb do luong (KPI): Thoi gian phat hién va xir 1y su ¢6 (MTTD,
MTTR); Ty 1€ backup thanh cong va khéi phuc thir nghiém; Ty 1€ phat hién truy
van bét thuong; Ty 1€ co s& dit liéu tuan thu baseline bao mat va ma hoéa (theo
Mau CSDL.06).

(Chi tiét tai Phu luc 5 kem theo)
VI. Quy trinh giam sat dim bao an toan thong tin cho ngudéi dung
1. Cac buéc thuc hién
1.1. Chudn bj va thiét ldp
- Kiém ké danh sach tai khoan nguoi ding, vai tro, nhom, va cac dic quyeén.

- Thiét 1ap hé théng quan 1y danh tinh va truy cap (IAM) va bat audit log
cho céc su kién xac thuc (Active Directory/SSO).

- Céu hinh giam sat truy cap tir xa (VPN, VDI) va cac dich vu chia sé tai nguyén.
- Ap dung chinh sach mat khau va xac thuc da yéu to (MFA).
1.2. Thu thdp va giam sat

- Thu thép log dang nhép/dang xudt thanh cong/that bai, thay doi mat
khau, thay doi1 vai tro.

- Giam sat dang nhp bat thuong (tir IP la, ngoai gio hanh chinh, toc d¢ di
chuyén khong the 1y giai).

- Giam sat hanh vi ngudi ding dic quyén (Admin, Root, DBA) trong viéc
truy cap tai nguyén.

- Thu thédp log truy cép vao dit liéu nhay cam (qua DLP, file share audit).
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1.3. Phan tich va twong quan

- Xay dung baseline hanh vi cho ting nhom nguoi dung (gio lam viée, tai
nguyén truy cép, khoi lwong download/upload).

- Twong quan dang nhap thanh cong bat thuong + truy cap tép nhay cam +
download khoi luong 16n — ro ri dit 1iéu ndi1 bo.

- Phan tich chudi sy kién dé phat hién tin cong chiém quyén tai khoan
(account takeover).

1.4. Ung citu ban ddu

- V6 hiéu héa hodc tam khoa tai khoan bi chiém quyén.

- Budc dang xuit (force logoff) va reset mat khau cho nguoi dung.

- C6 lap thiét bi dau cudi cia ngudi dung c6 hanh vi bat thuong.

- Thong bao va phdi hop v6i phong ban nhan sy/quan 1y dé xac minh.
1.5. Bao mat dir liéu va log

- Bam bao log xac thyc dugc ma héa va luu trir an toan, tach biét khéi log
hé thong.

- Tuan thu chinh sach luu gitt log theo quy dinh phap luét.

- Thyc hién an danh (anonymization) hodc che gidu (masking) thong tin
nhan dang ca nhan (PII) trong log.

1.6. Bdnh gid va cdi tién
- Ra soat dinh ky cac tai khoan khong hoat dong (idle accounts) va dic quyén.

- Thuc hién céac chién dich kiém tra phishing va dao tao nhan thic bao
mat cho nguoi dung.

- Cap nhat baseline hanh vi UEBA dua trén cac su ¢ da xay ra.

2. San pham

~ (1). Bao cao hang ngay: Bang nhap bat thuong (khac vi tri, ngoai gio),

that bai dang nhap/MFA lién tuc, thay d61 mat khau/dac quyén nguoi dung (theo
Mau USER.O1).

(2). Bdo cdo hang tuan: Théng ké hanh vi nguoi dung dic quyén, tong
hop truy cap dir liéu nhay cam, trang thai xac thuc MFA/SSO, tai khoan khong
hoat dong (theo Mau USER.02).

(3). Bao cao su ¢d: Chi tiét su kién chiém quyén tai khoan, vi pham chinh
sach truy cap, ro ri dit li€u nd1 bd do nguoil dung; bién phap khic phuc (theo
Mau USER.03).

(4). Bdo c4o hang thang: Xu hudng hanh vi bat thuong (UEBA), danh gia
tai khoan dic quyén, thong ké két qua kiém tra phishing, ra soat tai khoan khong
hoat dong (theo Mau USER.04).
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(5). Bao céo tuan thu: i chiéu chinh sach IAM véi ISO/IEC 27001
(A.9, A.11), NIST CSF; kiém tra viéc ap dung MFA, va chinh sach quan ly mat
khau (theo Mau USER.05).

(6). Chi s6 do luong (KPI): Thoi gian phat hién va xir 1y su ¢d (MTTD,
MTTR); Ty 1€ tai khoan c6 MFA; Ty 1€ nguoi dung vi pham chinh sach mat khau;
Ty 1& hanh vi bat thuong duge UEBA phat hién chinh x4c (theo Mau USER.06).

(Chi tiét tai Phu luc 6 kém theo)

VIIL. Quy trinh giam sat dam bdo an toan thong tin cho toan by hé
thong (SOC - Trung tam dieu hanh an ninh mang)

1. Cac buée thuce hién
1.1. Chuan bi va thiét lgp

- Trién khai va cau hinh hé thdng SIEM/SOAR, tich hop log tir cic
ngudn: mang, may chu, img dung, co s& dir liéu, endpoint, cloud.

- Xy dyng thu vién tinh hubng (use-case library) theo mo hinh MITRE
ATT&CK.

- Xac dinh ngudng canh bao, muc d) uu tién (severity), quy trinh phan
quyén xu ly.

1.2. Giam sat va phan tich
- Giam sat lién tuc 24/7 cac su kién an ninh trén toan hé théng.

- Thuc hi¢n phan loai (triage), lam giau dir li¢u (enrichment), turong quan
canh béo (correlation).

- Phat hién hanh vi tin cong (brute force, phishing, privilege escalation,
lateral movement).

1.3. Ung ctbu va xir Iy s co

- Thyc hién playbook phan ting: DDoS, ransomware, khai thac 15 hong,
lam dung dac quyén.

- Kich hoat quy trinh escalation dén doi chuyén trach, c6 lap hé thong
hodc tai khoan nghi ngo.

- Ghi nhan va luu trir toan bo chudi su kién phuc vu diéu tra.
1.4. San tim méi de doa

- Phén tich hanh vi an, 10C, log lich st dé phat hién tin cong chua dugc
canh bao.

- St dung ngudn threat intelligence ndi bd va bén thir ba (MISP,
VirusTotal, AlienVault OTX).

- Cap nhat danh sach IOC, YARA rule, pattern nhan dién tan cong mai.

2 2
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1.5. Ra sodt va cdi tién
- Thyc hién danh gia sau sy c¢d (post-incident review), cip nhit quy tic
SIEM va playbook.

- Panh gia niang lyc phan Gmg cta doi SOC, dé xuat dio tao va ning cép
cong cu.

- Bao céo dinh ky két qua van hanh va cai thién kha nang phat hién.
2. San pham

~(1). Bao cao hang ngay: s6 luong canh bao, sy kién nghi ngo, tinh trang
thiét bi/ngudn log, hanh vi dang cha y (theo Mau SOC.01).

(2). Bao cao hang tudn: thong ké muc do canh bao, top 10 mbi de doa,
hi€u qua quy tac phat hién, tinh trang phan tng sy c6 (theo Mau SOC.02).

(3). Bdo cdo sy cb: chi tiét chudi su kién, phan tich nguyén nhan gbc (root
cause), tdc dong va bi¢n phap khac phuc theo ISO/IEC 27035 (theo Mau SOC.03).

(4). Bao cao hang thang: xu hudng t§n~c6ng, thong ké 10C, hiéu qua
threat hunting, ty 1¢ canh bdo chinh x4c (theo Mau SOC.04).

(5) Béo céo tuan thu: doi chiéu tiéu chudn van hanh SOC (ISO/IEC 27035,
NIST 800-61, MITRE ATT&CK), kiém tra day du nguon log (theo Mau SOC.05).

(6). Chi s6 do ludong (KPI): MTTD, MTTR (thoi gian phat hién va xu ly); Ty 1¢
canh bao chinh xac (true positivq rate); SO luqng sur 96 dugc phat hié~n chu dong qua
threat hunting; Ty 1¢ h¢ thong/thiét bi gt log day da vé SIEM (theo Mau SOC.06).

(Chi tiét tai Phy luc 7 kém theo)

PHAN III

DINH MUC KINH TE - KY THUAT ’
GIAM SAT DPAM BAO AN TOAN THONG TIN BOI VOI HE THONG HA
TANG KY THUAT DICH VU CONG NGHE THONG TIN

o CHUONGI |
GIAM SAT bAM WBAO AN TOAN THONG TIN CHO THIET BI MANG
(TUC)NG LUA - FIREWALL, IDS/IPS, ROUTER, SWITCH)

I. Chuén bi va thiét 1ap

1. Binh mtrc lao dong

1.1. NO1 dung cong viéc

a) Lap so dd mang va danh muc thiét bi (CMDB).

b) Chuén hoa cu hinh log: bat syslog/CEF/JSON, dinh nghia muc log.

¢) Thiét 1ap kénh thu tap trung (syslog-ng, rsyslog, Logstash) két n6i voi SIEM.

2 2
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ly mat khau/khoa.
1.2. Phan loai khé khan

Cac yéu té anh huong

d) Thiét 1ap AAA (TACACS+/RADIUS), ting cudng bao mat SSH, quan

Cac yéu t6 anh e s Pi¢m L ez
STT hwéng Giai thich t6i da Quy tac tinh diém
I |S6 lugng thiét|Tong sO thiét bi| 40 m<50— 10
bi/host can gidm | mang, may  chd, 50 <m <200 — 25
sat (m) endpoint phai thu log m> 200 — 40
2 Sé, lugng  hé | Do da dang nguén log 15 <3 loai — 5
thong  log/tmng | (Firewall, Web, DB, 4-6 loai — 10
dung khéc loai AD, Cloud...) ~6 loai — 15
3 | Mirc d6 phuc tap Sb vung mang (LAN, 30 <3 vung — 10
cau tric mang DMZ, Cloud, VPN, 4-6 ving — 20
OT...) > 6 ving — 30
4 | Yéu cau tudn thi | Co6 yéu cau ISO| 15 Khéng yéu cau — 0
va tiéu chuan bao | 27001, NIST, hay quy Yéu cau ndi bd — 10
mat dinh chuyén nganh Yéu c aflu theo chu in
quoc té — 15
Phan loai khé khan
STT Murc dg kho khan Khoang diém Ky hi¢u
1 Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 Kho K >80 KK3
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Lapso dd mang va danh myc thiét bi 2 2
(CMDB)
2 | Chuan héa cu hinh log (syslog/CEF/JSON, 1 1 2
dinh nghia muc log)
3 | Thiét 1ap kénh thu tap trung (syslog-ng, 1 1 2
rsyslog, Logstash, SIEM)
4 | Thiét 1ap AAA (TACACS+/RADIUS), bao 1 1 2
mat SSH, quan 1y mat khau/khoa
2 2
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1.4. Binh muc

Cong nhom/DVT
A cn Don vi
STT Danh muc cong viéc tinh * | KK1 | KK2 | KK3
Lap so do mang va danh myc thiét bi Hé théng 1,8 23 3,1
(CMDB)
2 | Chuan héa cu hinh log Thiétbi | 2,5 | 32 | 4.1
(syslog/CEF/JSON, dinh nghia muc log)
3 | Thiét 1ap kénh thu tap trung (syslog-ng, Nguén 3,0 3,8 5,0
rsyslog, Logstash) log
4 | Thiet 1ap AAA, bao mat SSH, quan 1y Thiétbi | 2,0 | 2,6 | 34
mat khau/khoa
2. Dinh murc thiét bi
Ca/01 h¢ thong
Lapso | Chudnhoa | Thiétlagp | Thiétlap
Thoi do mang | cauhinhlog | kénhthu | AAA, bdo
STT | Thiétbi |BVT| han va danh (syslog/QEF/J tap trung mathSI,{,
(thang) muc SON, dinh | (syslog-ng, | quanly
& thibt bi nghia murc rsyslog, ‘mat
(CMDB) log) Logstash) | khau/khoa
1 N{ay‘tmh Bo 60 4,027 4,027 24,160 24,160
de ban
o | Maym Cai | 60 ; ;
laser
3 Dl.e}l hcza Céi 96 0,705 0,705 4,228 4,228
nhiét do
4 | May cai | 96 ] ] ' ]
photocopy
5 gil‘il’)l nang |\ w 15,644 15,644 93,862 93,862

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mrc dung cu

Ca/01 hé thong
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Lapso | Chuanhoa | Thitlap [ p e 10
dd mang cali hinh | kénh thu AAA. bio
Thoi L og tap trung o
STT Dung cu DVT | han n:icd?ﬁli}é} ¢ (syslog/CE | (syslog- mathSl}’I,
: L quan ly
(thang) bi F/JSON, ng, mAt
. dinh nghia | rsyslog, P
(CMDB) muc log) | Logstash) khau/khoa
1 | Ghé Cai 96 5,033 5,033 30,200 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200 30,200
3 g&at tran 0,1 Céi 60 0,881 0,881 5,285 5,285
4 E\;? neon 0,04 Bo 36 2,517 2,517 15,100 15,100
5 | Dién nang (kw) | kW 1,586 1,586 9,513 9,513

Ghi chti: Mitec thiét bi trén tinh cho loai KK2, mirc cho céc loai kho khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. Binh murc vat liéu

Lap so dd | Chuén hoa chu E‘I‘g tlﬁﬁ Thiét lap
mang va hinh log b trun AAA, bao
STT Vat lidu PVT |danh myc |(syslog/CEF/JS S-Elo _ng mat SSH,
thiétbi |ON, dinh nghia rysyslff) . & | quan 1y mat
(CMDB) mirc log) Logstash) khau/khoéa
1 | Gidy in A4 Gram - - - -
2 | Muc in laser Hop - - - -
Muc may A
3 photocopy Hop - - - -
4 | Cap dé tai liéu Cai - - - -
I1. Thu thap va van hanh
1. Binh muc lao dong
1.1. NO1 dung cong viéc
a) Thu log: ACL hits, VPN, firewall accept/deny, canh bao IDS/IPS, thay
do61 dinh tuyén.

b) Gidm sat hi¢u nang thiét bi: CPU, RAM, 13i céng mang, gian doan két ndi.
¢) Giam sat NetFlow/sFlow/IPFIX dé phat hién luu luong bt thuong.

e

P
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d) Giam sét tuan thi cdu hinh, backup dinh ky, phat hién thay doi trai phép.

d) Canh bao theo ngudng va ddi chiéu IOC tir ngudn tinh bao mbi de doa.
1.2. Phan loai khé khan

Cac yéu té anh huong

Cac yéu t6 anh oy Pi¢m L oz
STT hwéng Giai thich t6i da Quy tac tinh diém
1 |Sé luong thi‘ét Toéng sb firewall, router, 40 m<100— 10
bi/ngudn log can | switch, server, ing dung, 100 <m < 300 — 25
giam sat (m) endpoint gui log m> 300 — 40
2 | Téc do6 tao log | Luu lugng log anh huong 15 <1.000 log/s — 5
trung binh (log/s) | truc tiép dén coéng suét 1.000-10.000 — 10
thu thap & xu ly ~10.000 — 15
3 | Bo phuc tap canh Scf) rule/alert, muc do lién 30 <200 rule — 10
bdo & phén loai | két, twong quan I0OC 200-500 — 20
s kign >500 — 30
4 |Yéu cau truc|Co SOC 24/7, yéu cau| 15 Ca hanh chinh — 5
gidm & thoi gian | phan ing nhanh hodc dinh 2 ca/ngay — 10
phan timg (SLA) | ky 24/7 — 15
Phan loai kho khan
STT Murc d¢ kho khan Khoéng diém Ky hiéu
1 Dé K <50 KK1
2 Trung binh 50<K <80 KK2
Kho K=>280 KK3
1.3. Binh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Thu log: ACL hits, VPN, ﬁrgawall accept/ 2 2
deny, canh bao IDS/IPS, thay déi dinh tuyén
2 | Giam sat hi¢u nang thiét bi: CPU, RAM, 16i 1 1 2
cong mang, gian doan két ndi
3 | Giam sat NetFlow/sFlow/IPFIX dé phat hién 1 1 2
luu luong bat thuong
4 | Gidm st tudn thu cdu hinh, backup dinh ky, 1 1 2
phat hién thay doi trai phép
5 | Canh bdo theo ngudng va dbi chiéu IOC tir | 1 1 2
nguon tinh bao moi de doa
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1.4. Binh muc

STT Danh muc cong vige Dg:l‘h“ KK1 | KK2 | KK3
1 Thu log: ACL hits, VPN, ﬁ}‘ewall accqpt/ Nguén log 1,8 2,3 3,0
deny, IDS/IPS alert, thay doi dinh tuyén
2 | Giam sat hiu nang thiét bi: CPU, RAM, | Thiétbi | 24 | 3,0 | 39
161 cong, gian doan két ndi
3 | Giam sat NetFloYV/sFlow/IPFIX, phat Hé théng 3,2 4.0 5,3
hién luu lugng bat thuong
4 | Gidm sat tudn thi cAu hinh, backup, phat | Thiétbi | 2,2 | 2,8 | 3,6
hién thay doi trai phép
5 | Canh bdo theo ngudng va d6i chiéu IOC | Nguon log | 3,0 3,8 5,0
tor ngudn tinh bao mai de doa
2. Dinh murc thiét bi
Ca/01 thiét bi
Thu log: Gidm sat | Gidmsat | Giam
ACL hits, hiéu’ nang | NetFlow/ | sat tuan Canh bao
VPN, thiét bi: | sFlow/IP | thu cau theo
BV Cong firewall CPU, | FIX,phat | hinh, | ngudngva
STT Thiét bi T suat | accept/den RAM, 10i | hién lu'l} backup, | doi chiéu
(Kw) | y, IDS/IPS cong, lugng bat phat 10C tr
alert, thay | gian doan | thuong hién | ngudn tinh
doi dinh ket noi thay doi | bao moi de
tuyén trai phép doa
p |Maytinhde | |04 0,033 0,067 0,067 0,2 0,1
ban
2 | Mayinlaser | Cai 0,6 0 0 0 0 0
3 | Pieuhoa Cai | 272 0,006 0,011 0,011 0,034 0,017
nhiét 3
4 Di¢n nang Kw 0,215 0,43 0,43 1,291 0,646

3. Binh muc dung cu

Ca/01 thiét bi
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ST | Dungcu | BV | Thoi Thu log: Giam sat | Giam sat | Giam sat | Canh bao
T T han ACL hits, | hiéu nang | NetFlow/ | tuén thu theo
(thang) VPN, thiét bi: | sFlow/IP | cau hinh, | ngudng va
firewall CPU, | FIX, phat | backup, doi chiéu
accept/deny, | RAM, 161 | hién luu | phat hién 10C tur
IDS/IPS cong, lugng bat | thay d61 | nguon tinh
alert, thay doi | gian doan | thuong | trai phép | bao moide
dinh tuyén két noi doa
1 | Ghé Cai 96 0,067 0,2 0,1 0,2 0,4
o | Banlam | Cdi g 0,067 0,2 0,1 0,2 0,4
viéc
3 | Quat tran | Cai 96 0,012 0,035 0,018 0,035 0,07
4 |Den Bo | 24 0,033 0,1 0,05 0,1 0.2
neon
5 | Dien kW 0,021 0,063 0,031 0,063 0,126
nang
Pong hod
6 | dodién Cai 60 0 0 0 0 0
van nang
7 | Mayhit | g | 6o 0 0 0 0 0
bui
4. Binh muc vat liéu
Thu log: ACL | Giam sat Giam sat | Giam sat | Canh béo
hits, VPN, hiéu, nang | NetFlow/s t1,1€1n tha theo
firewall thiét bi: Flow/IPFI | cau hinh, | ngudng va
STT Noi DVT accept/deny, CPU, X, phat backup, | do6i chiéu
dung IDS/IPS alert, | RAM, lo1 hién lvu | phat hién 10C tr
thay d6i dinh | cong, gian | luong bat | thay doi | nguén tinh
tuyén doan ket thuong trai phép | bdo moi de
noi doa
Gidy in
1 Ad Gram - - - 0,01 0,01
o | Mucin |y - - i 0,002 0,002
laser

I11. Phan tich & twong quan (SIEM/SOC)

1. Binh murc lao dong

1.1. NO1 dung cong viéc

a) Xay dyng quy tic twong quan.
b) Thuc hién phan loai canh béo (triage), san tim méi de doa (threat hunting).
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1.2. Phan loai khé khan

Cac yéu té anh huong

Cac yéu t6 anh cae s Piém . <X
STT hwéng Giai thich t5i da Quy tac tinh diém
1 |Sé luong ngu(fm S6 luong ngudn dir 40 m<50— 10
log/h¢ thong dau | licu dugc dua vao 50 <m <200 — 25m
vao (m) SIEM dé¢ tuong quan > 200 — 40
2 | S6 lugng quy tgflc Mitrc d§ da dang va 15 <50 rule — 5
tuong quan can | phuc tap cua rule 50-150 — 10
xay dung /bdo tri ~150 — 15
3 | bo phic tap mo Can mod hinh hoa 30 Chi theo signature don
hinh tan cong va | chudi hanh vi (kill — 10
phan tich hanh vi | chain), mapping C6 mapping MITRE
MITRE ATT&CK —20
C6 hanh vi da tang
(multi-step correlation)
— 30
4 |Nguon dir liéu|S6 luong ngudn va 15 Khéng c6 — 0
threat intelligence | mirc 4§ cap nhat 1-2 ngudn — 10
va [OC tich hop >3 ngudn tu dong cip
nhat — 15
Phan loai khé khan
STT Mirc do kho khan Khoang diém Ky hiéu
1 Dé K <50 KK1
2 Trung binh 50 <K <80 KK2
3 Kho K=>280 KK3
1.3. Pinh bién
STT Danh muc cong viéc KS3 | KS4 | Nhom
1 | Xay dung quy tic twong quan 1 1 2
2 | Thyc hién phan loai canh bao (triage), san 1 1 2
tim moi de doa (threat hunting)
1.4. Dinh murc
STT Danh muc cong viéc Don vi tinh KK1 | KK2 | KK3
1 | Xay dung quy tic tuong quan Rule 2,0 2,8 3.8
2 | Thuc hién,phﬁn loai canh bao (triage), Phién lam viéc | 3,0 3.9 5,2
san tim moi de doa (threat hunting)
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2. Dinh muc thiét bi

Ca/01 Phién lam viéc

Xay dung quy tic [Thyc hién phan loai
STT Thiét bi DVT Tholl han tuong quan €an}} bao A’(Frlage),
(thang) san tim moi de doa
(threat hunting)
1 [May tinh dé ban Bo 60 0,080 0,160
2 |May in laser Cai 60 0,002
3 IDiéu hoa nhiét d6 Cai 96 0,014 0,028
4  bién nang (kw) kW 0,313 0,622

Ghi chti: Mtec thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mlrc dung cu

Ca/01 Phién lam viéc

Xay dyng quy tic Thyc hién phan
ST Thoi han twong quan lc?al canli ba‘o
T Dung cu DVT (thang) (triage), san tim
& moi de doa (threat
hunting)
1 | Ghé Cai 96 0,100 0,200
2 | Ban lam viéc Cai 96 0,100 0,200
3 | Quattran 0,1 kW | Cai 60 0,018 0,035
4 | benneon 0,04 kW | Bo 36 0,050 0,100
5 | Dién nang (kw) kW 0,032 0,063

Ghi cha: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. Binh murc vat liéu

Xay dyng Thyc hién phén loai canh
STT Vit liéu bVT quy tac bao (triage), san tim moi de
tuong quan doa (threat hunting)
1 | Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 | Cap dé tai lidu Cai - 0,0040
2 2
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IV. X4c minh & {ng ciru ban diu

1. Binh muc lao dong

1.1. Noi dung cong vige

a) Xac minh ngudn gbc (MAC, port, VLAN), capture goi tin (pcap).

b) Bién phdp ban dau: chdn IP/ASN, c6 1ap cong, thay doi rule trén
firewall.

c¢) Ghi lai chudi thoi gian sy kién phuc vu diéu tra (forensic, ISO/IEC 27035).

1.2. Phan loai kho khan

Cac yéu té anh huong

Cac yéu t6 anh Piém , £ Mirc trung .
STT hwéng t6i da Mikrc thap binh Mirc cao

1 S6 lugng thiét bi 40 <10: 10 10-50: 25 >50: 40
mang trong pham
vi giam sat va xu
1y su cO

2 | Muc gic} phan tan 20 1 site 2-3 site hodc | Nhiéu vung mang,
hé thong mang hoac VLAN: 10 | DMZ hoac két noi
(site, VLAN, VLAN: 5 lién vung: 20
DMZ, chi nhanh)

3 | Mite d9 phurc tap 25 | Cauhinh | C6 nhiéurule, | ACL/NAT phirc
trong cau hinh va don gian, | ACL trung tap, nhiéu rule va
chinh sach bao mat rule it: 5 binh: 15 nhom chinh sach:

25

4 | Mtrc do hd trg 15 Co Co syslog Khong c6 quan 1y
cong cu giam sat SIEM/N nhung khong | tap trung, thao tac
va quan ly tap MS tich dong bg: 10 thu cong: 15
trung hop: 5

Phan loai khé khan
STT Mikc d9 khé khiin Khoang diém (K)
1 KK1 K <50
KK2 50 <K <80
3 KK3 K >80
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom

1 | X4c minh ngudn gbc (MAC, port, VLAN), 1 1 2

capture goi tin (pcap)
= Vs
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2 | Bién phép ban dau: chin IP/ASN, c6 1ap céng, 2 1 3
thay doi rule trén firewall
3 | Ghi lai chudi thoi gian su kién phuc vu diéu tra 1 1 2
(forensic, ISO/IEC 27035)
1.4. Binh muc
STT Danh muc cong viéc DPVT | KK1 | KK2 | KK3
1 | X4c minh ngudn gbc (MAC, port, VLAN), Sucd| 1,4 | 1,9 | 2,6
capture goi tin (pcap)
2 | Bién phap ban dau: chan IP/ASN, ¢0 1ap cong, | Suwco | 1,8 | 2,6 | 3,5
thay doi rule trén firewall
3 | Ghi lai chudi thoi gian su kién phuc vu diéu Sucd| 1,5 2,2 3,1
tra (forensic, ISO/IEC 27035)
2. Dinh murc thiét bi
Ca/01 su cb
X4c minh n ,
ngudn gbc B1¢r: phap Vban Ghi lai chudi thoi
X Thoi han | (MAC, port dau: chdn ian su kién
STT|  Thiétbi | DVT - ' POTL | Ip/ASN, co lap | 1A SY RIS
(thang) VLAN), cdneo. thay dai (forensic,
capture goi &, thay ISO/IEC 27035)
) rule firewall
tin (pcap)
1 [May tinh dé ban| Bo 60 0,480 2,880 0,240
2 M4y in laser Cai 60
3 DAleu hoa nhiét Céi 9 0,084 0,504 0,042
do
4 |May photocopy | Cai 96 - - -
Dién nang (kw) | kW 1,865 11,189 0,932

Ghi chu: Mrc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mtrc dung cu

Ca/01 su cb
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Xac minh Bién phap Ghi lai
Thei ngudn goc ban dau: chan | chudi thoi
STT Dung cu DVT | han (MAC, port, AIP/A;SN, cO | gian sy k}@ﬂ
(thang) VLAN), lap cong, thay | (forensic,
& capture goi tin doi rule ISO/IEC
(pcap) firewall 27035)
1 |Ghé Cai 96 0,600 3,600 0,300
2 | Banlamviéc | Cai 96 0,600 3,600 0,300
3 Quat tran 0,1 Céi 60 0,105 0,630 0,053
kW
ben neon . 0,300 1,800 0,150
* 10,04 kW Bo | 36
5 Dién nang W 0,189 1,134 0,095
(kw)

Ghi chi: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. BPinh muec vat liéu

Xack mlnAh Blerg phapvban Ghi lai chudi
ST EuOT £0C dau: chén thoi gian sy kién
Vit li¢u bVvT (MAC, port, IP/ASN, co6 lap Do
B VLAN), capture | cdng, thay d6i (forensic,
S, cap &, thay ISO/IEC 27035)
g61 tin (pcap) rule firewall
1 | Gidy in A4 Gram - - _
2 | Muc in laser Hop - - -
Muc may . - - -
3 photocopy Hop
4 | Cap dé tai liéu Cai - - i

V. Bdao mat dir li€u giam sat

1. Binh muc lao dong

1.1. NO1 dung cong viéc

a) M4 hoa kénh log (TLS), luu vét truy cap.
b) Chinh sach luu giit: log chi tiét 90-180 ngay, log tom tit 1-3 nim.

1.2. Phan loai kho khan
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Céc yéu t6 anh huon

Cic yéu t6 anh Piém . £ Mirc trung .
STT hwéng t6i da Murc thap binh Murc cao

1 | SO lugng thiét bi 40 <10: 10 10-50: 25 >50: 40
mang gui log
(firewall, IDS/IPS,
router, switch)

2 | Kién trac truyén log 20 Truyén ndi | 2-3 site: 10 Nhiéu ving
va ma hoa (tap bo 1 site: 5 mang/DMZ/clou
trung, phan tan, d: 20
multi-site)

3 | Mtrc do tuan thu 25 TLS mic | C6 tuan thi | Yéu cau nghiém
chuan bao mat dir dinh, Iuu co ban: 15 | ngat theo chuan
liéu log (TLS, log ndi bod: ISO/CIS: 25
ISO/IEC 27035, 5
27001)

4 | Mirc d6 phuc tap 15 | Luulog1-3 | Lwu6-12 | Luu nhiéu nam,
trong luu trit va thang, thang, co phan cap dir
chinh sach retention khQng phan nén hoéc liéu, c6 backup

tang: 5 tom tat: 10 ngoai vi: 15
Phan loai khé khan
STT Mirc do kho khan Khoing diém (K)

1 KK1 K <50

2 KK2 50 <K <80

3 KK3 K=>280
1.3. Pinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom

1 | Mi hoa kénh log (TLS), luu vét truy cap 1 1 2

2 | Chinh sach luu giii: log chi tiét 90180 ngay, 2 1 3
log tom tat 1-3 nam

1.4. Binh muc
STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 | Mi hoa kénh log (TLS), luu vét truy cap Thiétbi | 1,5 | 2,1 | 29
2 | Chinh sach luu git: log chi tiét 90—180 Hé 1,8 2,6 3,5

ngay, log tom tit 1-3 nim

thdng
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2. Dinh muc thiét bi

Ca/01 thiét bi

STT| Véttw, thiétbj | DVT rl;?l?éinllggl)n (TLl\gi 11133 1\(12‘? ?nll;gcép Chinhgsi?;h "
1 [May tinh dé ban B0 60 0,160 2,400
2 |May in laser Cai 60
3 |[Piéu hoa nhiét 46 | Cai 96 0,028 0,420
4 |May photocopy Cai 96 - -
5 [Dién nang (kw) kW 0,622 9,324

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin
khac tinh nhu sau:

KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.
3. Dinh muc dung

cu

Ca/01 thiét bi

Thoi Ma hoa kénh log . ,
STT Dung cu bV han | (TLS), luu vét truy Chinh SECh hru
T . A gilr
(thang) cép

1 | Ghé Cai 96 0,200 3,000
2 | Ban lam viéc Cai 96 0,200 3,000
3 | Quat tran 0,1 kW Cai 60 0,035 0,525
4 | Bén neon 0,04 kW Bo 36 0,100 1,500
5 | Dién nang (kw) kW 0,063 0,945

Ghi cha: Muc dung cu trén tinh cho loai KK2, mure cho cac loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. Binh muc vat liéu

At 1A Ma hoa kénh log Chinh sach
STT Vatlieu bV (TLS), luu vét truy cip luu gitr
1 Gidy in A4 Gram - -
2 Muyc in laser Hop - -
3 Muc mdy photocopy Hop - -
4 Cap dé tai liéu Cai - -

VI. DPanh gia va cai tién

1. Binh murc lao dong
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1.1. Noi dung cong vige

a) Ra soat quy tic, chit ky, ngudng hang thang/quy.

b) Dién tap tmg ctru (tabletop, kiém thir xAm nhép).
1.2. Phan loai kho khan

Cac yéu té anh huong

Cac yéu t6 anh | Piém X Mure
STT yeu £ Mirc thap trung Mikc cao
huwdéng toi da \
binh
1 S6 lugng thiét bi 40 <10: 10 10-50: 25 >50: 40
mang giam sat
2 | Muc d@ phan tan 20 I mang ndi | 2-3 mang Nhiéu
h¢ thong bd: 5 con: 10 vung/DMZ/cloud: 20
3| Miic d9 tuy bién 25 Ap dung | Piéuchinh |  Quy tic tiy bién
cau hinh & quy rule/chirky | nhe: 15 chuyén sau: 25
tac ATTT chuan: 5
4 | Tich hop hé 15 Co Co syslog | Chua co h¢ thong, can
thong giam sat SIEM/log | roirac: 10 trién khai moi: 15
tap trung tap trung: 5
Phan loai khé khan
STT Mirc do kho khan Khoing diém (K)
KK1 K <50
2 KK2 50 <K <80
KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhém
1 | Ra soat quy tic, chir ky, ngudng hang thang/quy 1 1 2
2 | Dién tép mg ctru (tabletop, kiém thir xdm nhap) 2 1 3
1.4. Binh muc
STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 | Rasoat quy tic, chit ky, ngudng hang Thiét bi 1,4 2,0 2,8
thang/quy
2 | Dién tap tng ciru (tabletop, kiém thir Budidiéntip | 3,0 | 4,2 | 58
xam nhap)
2 -
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2. Dinh muc thiét bi

Ca/01 thiét bi

STT Thiét bi DVT T(ltf;nhga)n I;;;é’r"l‘; %‘;i’l;‘:‘;;é;lgfq% (gﬁzﬁ E?egm(:ltrllllu
xam nhap)
1 May tinh dé ban Bo 60 0,005 0,032
2 [May in laser Cai 60
3 Diéu hoa nhiét 6 | Cai 96 0,001 0,006
4 May photocopy Cai 96 - -
5 |Diénning (kw) | kW 0,021 0,124
Ghi chti: Mtc thiét bi trén tinh cho loai KK2, mtrc cho cac loai khé khan
khac tinh nhu sau:
KKI1 =0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mtrc dung cu
Ca/01 thiét bi
DV Thot | Ra soat quy tac, chir Dién tap ung clru
STT Dung cu T h:gm ky, ngu&‘ng }}éng (table:cop, klf:m thir
(thang) thang/quy xam nhap)
1 | Ghé Cai | 96 0,007 0,040
2 | Ban lam viéc Cai 96 0,007 0,040
3 | Quat tran 0,1 kW Cai 60 0,001 0,007
4 | Bénneon 0,04 kW | Bo 36 0,003 0,020
5 | Dién ning (kw) kW 0,002 0,013

Ghi chu: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3=1,3 x KK2.
4. Binh muc vat liéu

T | i | pvr Rt e et D ing o bl
1 |Gidy in A4 Gram - -
2 [Muyc in laser Hop - -
e |
4 |Cap dé tai liéu Cai ; _
2 2




CHUONG II

DINH MUC GIAM SAT DPAM BAO AN TOAN THONG TIN CHO HA
TANG AO HOA (CLOUD, VIRTUALIZATION)

I. Chuén bi va thiét 1ap

1. Pinh muc lao dong

1.1. NG1 dung cong viéc

a) Kiém ké host, VM, container, tai nguyén dam may.

b) Bat log géc (AWS CloudTrail, VPC Flow Logs, Azure Monitor, GCP
Audit Logs).

¢) Cau hinh audit log cho API call, snapshot, migration, thay d6i IAM.
d) Quét 16 hong image, ap dung chinh sach registry.
1.2. Phan loai kho khan

Cac yéu té anh huong

Cac yéu t6 anh | Piém . £ Mirc trung .
STT hwéng t6i da Mikc thap binh Mikrc cao
1 |SH luong | 40 <20: 10 20-100: 25 >100: 40
host/VM/container
giam sat
2 | Muc do phén tan| 20 1 nén tang 2 nén tang: 10 >3 nén
ha tang ddm may (AWS hoac tang/hybrid
Azure hoac cloud: 20
GCP...): 5
3 | Mbc d6 tuy bién| 25 Ap dung theo | C6 diéu chinh | Chinh sich
chinh sach chuan nha cung | nhe (bo sung | riéng bit, tuy
log/audit cap rule riéng): chinh sau
(AWS/Azure/G 15 IAM/API: 25
CP...):5
4 | Tich hgp cong cu| 15 ba co C6 collector | Chua co, can
giam sat va canh SIEM/central riéng ting trién khai
bao tap trung log: 5 nén tang: 10 moi: 15
Phan loai khé khan
STT Mirc dd khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Kiém ké host, VM, container, tai nguyén 1 1
dam may
2 | Bat log gbc (AWS CloudTrail, VPC 2
Flow Logs, Azure Monitor, GCP Audit
Logs)
3 |Chu hinh audit log cho API call, 2 1
snapshot, migration, thay do6i IAM
4 | Quét1d héng image, ap dung chinh sach 1 1
registry
1.4. Binh muc
STT Danh muc cong viéc bVvT KK1 | KK2 | KK3
1 Kiém ké host, VM, container, tai | Hé théng 1,5 2,1 3,0
nguyén dam may
2 | Bat log gbc (AWS CloudTrail, VPC | Nén tang 1,8 | 25 | 34
Flow Logs, Azure Monitor, GCP...
Audit Logs)
3 CAu hinh audit log chq API call, | Nén tang 2,0 2.8 3.8
snapshot, migration, thay doi [AM
4 | Quét 16 héng image, ap dung chinh | Kho image | 2,2 3,0 4.0
sach registry
2. Pinh murc thiét bi
Bang s6 03: Ca/01 hé thong
Kiém ké CAu hinh quet 1o
host, Bat log gdc audit log hong
o Thor | VM, | c1oudTrail, Azure | cho API | '™38S 4P
STT | Thiétbi |DPVT | han | container, : dung
, .. Monitor, GCP call, ,
(thang) tai . chinh
A Audit Logs...) snapshot, ,
nguyén sach
IAM .
cloud registry
1 N{ay‘tmh Bo 60 4,027 4,027 24,160 24,160
de ban
o |Mayn Cai | 60 ) ) ) ;
laser
e 2
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3 Dl.e}l hcza Céi 96 0,705 0,705 4,228 4,228
nhiét do

4 |May cii | 96 - - - -
photocopy

5 Dién nang W 15,644 15,644 93,862 93,862
(kw)

Ghi cht: Mirc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin
khac tinh nhu sau:
KK1 = 0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mirc dung cu

Bang s6 03: Ca/01 hé théng

Kiem ke Bat log géc | Cau hinh Quét 15
host, . . 2
. (CloudTrail, | audit log hong
Thor VM, Azure cho API | image, &
STT Dung cu DVT | han | container : £, ap
(thang) i Monitor, call, dung chinh
néuyén GCP Audit | snapshot, sach
loud Logs...) IAM registry
1 | Ghé Cai 96 5,033 5,033 30,200 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200 30,200
3 Quat tran 0,1 Céi 60 0,881 0,881 5,285 5,285
kW
4 E\;;l neon 0,04 Bo 36 2,517 2,517 15,100 15,100
5 | Pién nang (kw) | kW 1,586 1,586 9,513 9,513

Ghi chti: Mtec thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. BDinh muc vat liéu

Kidm ke Cau hinh
Bat log goc audit log [Quét 10 hong
host, VM, . . .
STT Vat lidu DVT |container CloudTrail, Azure |cho API | image, ap
T 31 neu éI’l Monitor, GCP call, dung chinh
suy Audit Logs...)  snapshot, |[sach registry
cloud
IAM
1 Giay in A4 Gram - - - -
2 Muc in laser Hop - - - -
Muc may A
3 photocopy Hop - - - B,
4 | Cap dé tai liéu Cai _ _ - _
e 2




I1. Thu thap va giam sat

1. Binh muc lao dong

1.1. Noi dung cong vige

a) Log API: thay d6i quyén, tao khoa truy cip, thay d6i bucket cong khai.

1.2. Phan loai kho khan

Cac yéu té anh huong

b) Giam sat luu luong mang trong ndi bo ddm may (flow logs).
c¢) Giam sat RBAC trong Kubernetes, hoat dong container.

Cic yéu t6 anh | Piém , £ Mirc trung .
STT hwéng t6i da Mikc thap binh Mirc cao
1 S6 luong nén 40 1 nén tang: 10 | 2 nén tang: >3 nén
tang cloud hoac 25 tang/hybrid
cum ao hoa can cloud: 40
giam sat
2 Muc d6 phan 20 1 ving mang (1 | 2-5 vung: 10 | >5 vung hoac
tan ving mang VPC/cluster): 5 multi-region: 20
va dich vu
3 | Mtcdotiybién | 25 | Apdungtheo | C6diéu | Chinh sich riéng
chinh s‘étch log chuan ) chinh nhe biét, nhi€u
va quyén cloud/k8s gboc: | (custom rule namespace,
5 RBAC, multi-tenant: 25
IAM): 15
4 Murc d6 tich hop 15 ba co SIEM | C6 log riéng Chua co, can
giam sat va canh hodc log 1¢ timg cum: thiét [ap moi
bao tap trung collector tap 10 hoan toan: 15
trung: 5
Phan loai khé khan
STT | Mirc d6 kho khiin | Khoing diém (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K=>280
2 2
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Log API: thay ddi quyén, tao khoa truy cap, 2 2
thay doi bucket cong khai
2 Giam sat luu lugng mang trong ndi bo dam 1 1 2
may (flow logs)
3 Giam sat RBAC trong Kubernetes, hoat dong 1 1 2
container
1.4. Binh muc
STT Danh muc cong viéc PVT | KK1 | KK2 | KK3
1 Log API: thay doi quyén, tao khoa truy cép, Nén 1,6 2,2 3,0
thay do1 bucket cong khai tang
2 Giam sat luu luong mang trong ndi bo dam Hé 1,8 2,5 3,4
may (flow logs) thong
3 Giam sat RBAC trong Kubernetes, hoat Cum 2,0 2.8 3.8
dong container
2. Dinh muc thiét b
Ca/01 h¢ thong
v Gidm sat
.. | Log API: thay d6i | Giam sat luu lugng RBAC
Thoi A . At 1A
A1 bv quyeén, tao khéa | mang trong ndi bd trong
STT | Thiet b1 han N 2. , R
T (thang) truy cap, thay doi dam may (Flow | Kubernetes,
8| bucket cong khai Logs) hoat dong
container
1 N{ay‘tmh Bo 60 4,027 4,027 24,160
dé ban
o |Mayin Cai | 60 |~ -
laser
3 Dl.ell h(A)a Céi 9% 0,705 0,705 4,228
nhiét do
4 |May cai | 9 |- - -
photocopy
5 bién nang KW 15,644 15,644 93,862
(kw)

khac tinh nhu sau:

Ghi chti: Mtc thiét bi trén tinh cho loai KK2, mtrc cho cac loai khé khan
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KK1 =0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh muc dung cu

Ca/01 hé théng

Log APL:
. thaky doi Giam sat luu Gidm sit RBAC
Thot quyén, tao lugng mang tron
STT Dung cu DbVT | han khoéa truy trong ndi bo g
: A 2. , ~ Kubernetes, hoat
(thang) | cap, thay doi dam may done container
bucket cong | (Flow Logs) e
khai
1 | Ghe Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
3 Quat tran 0,1 Céi 60 0,881 0,881 5,285
kW
4 Dén neon 0,04 Bo 36 2,517 2,517 15,100
kW
5 | Dién nang (kw) | kW 1,586 1,586 9,513

Ghi chti: Mtrc thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khin
khac tinh nhu sau:
KK1 = 0,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muc vat liéu

Log API: thay i Giam sat
2 A Gidm sat luu lugng
doi quyén, tao mane trone noi bo RBAC trong
STT Vat liéu DbVT | khoa truy cap, ', & R g o1 ¢ Kubernetes,
2 dam may (Flow N
thay do1 bucket Logs) hoat dong
cong khai g container
1 | Gidyin A4 Gra
m - - -
2 | Muc in laser Hop - - -
Muc may n
3 photocopy Hop - - -
4 | Cap détailieu | Cai _ i -

I11. Phan tich va xir ly

1. Binh murc lao dong

1.1. NO1 dung cong viéc

a) Tao IAM key méi + xuat dir liéu 16n — canh béo.
b) V6 hi¢u hoa key, c6 1ap namespace, chan bucket.
1.2. Phan loai kho6 khan
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Céc yéu t6 anh huong

Cac yéu t6 anh | Piém . £ Mirc trung .
STT hwéng t6i da Mirc thap binh Mirc cao
1 S6 lugng nén 40 1 nén tang: 2 nén tang: | >3 nén tang hoic
tang cloud hodc 10 25 hybrid cloud: 40
cum ao hoa can
giam sat
2 Murc d6 phan tan 20 1 ving 2-5 vung >5 vung hodc
tai nguyén va mang/tenant: | hodc tenant: | multi-region: 20
chinh séach truy 5 10
cap
3 |Micdotiybién | 25 |Apdungtheo| C6diu | Chinh sich IAM,
chinh sach IAM chuan IAM | chinh canh alert rule riéng
va canh bao mac dinh: 5 bao hoac biét, da tai
custom khoan: 25
policy: 15
4| Tich hop he 15 | CosinSIEM | Céscript | Chuaco, cin
thong canh bédo va hodc ban ty dong: | tri€n khai co ché
co lap tu dong CloudWatch/ 10 moi: 15
Stackdriver:
5
Phan loai khé khan
STT | Mirc d9 kho khiin | Khoing di¢m (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS3 | KS4 | Nhom
Tao IAM key méi + xuét dit liéu 16n — canh 2 2
bao
V6 hiéu hoa key, co 1ap namespace, chan 1 1 2
bucket
2 2
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1.4. Binh muc

STT Danh muc cong viéc bPVT | KK1 | KK2 | KK3
1 Tao IAM key mdi + xuét dit liéu lén — Nén 1.8 2,5 34
canh béo tang
2 V6 hi¢u hoa key, c6 1ap namespace, chan Su co 2,0 2,8 3,8
bucket
2. Dinh murc thiét bi
Ca/01 nén tang
’ Thoi han Tao IAM key mdi| Vo6 hi€u hoa key,
STT Thiét bi bVT (than ') + xuat dir liéu lon | co6 1ap namespace,
g — canh bao chan bucket
1 [May tinh dé ban Bo 60 0,080 0,160
2  |May in laser Cai 60 0,002
3 Diéu hoa nhiét 6 Cai 96 0,014 0,028
4 May photocopy Cai 96 0,002 -
5 [Pién nang (kw) kW 0,313 0,622

Ghi chti: Mtc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khan

khéac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3=1,3 x KK2.
3. Binh mirc dung cu
Ca/01 nén tang

o Thhan | T80 IAM ey mi | VO hi hoa ke,
T Dung cu bVT (thng) + xuflt dir }1¢u 16n covlap namespace,
— canh bao chan bucket
1 | Ghé Cai 96 0,100 0,200
2 | Ban lam viéc Cai 96 0,100 0,200
3 | Quattran 0,1 kW | Cai 60 0,018 0,035
4 | Bénneon 0,04 kW | BO 36 0,050 0,100
5 | Dién nang (kw) kW 0,032 0,063

Ghi chi: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan

khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.
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4. Binh murc vat liéu

Tao IAM key méi | Vo hi€u hoa key,
STT Vat liéu DVT | +xuat di liéu lon | c6 1ap namespace,
— canh bao chan bucket
1 Giay in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muyc may photocopy Hop - 0,0011
4 | Cap dé tai licu Cai - 0,0040
IV. Bao mat dir liéu
1. Binh murc lao dong
1.1. Noi dung cong vige
a) Ma hoa log, luu gitt theo quy dinh (GDPR, phdp luat Viét Nam).
b) Thyc hién quan 1y bao mat ddm may (CSPM).
1.2. Phan loai kho khan
Cac yéu to anh huéng
Cic yéu to anh Piém , £ Mirc trung .
STT hwéng t6i da Mire thap binh Mire cao
1 | SO lugng nén tang ‘ 35 1 néntang | 2-3 néntang: | >3 nén tang
cloud/hypervisor can (vi du: 25 (multi-cloud,
giam sat VMware hybrid): 35
hoac AWS):
10
2 | Muc d6 phan tan va 25 Luu log ndi | Luu log nhiéu Luu log
tich hop luu trir log bo, tap vung, cO phén tan
trung: 10 | forwarding: 15 | nhiéu khu
vuc, céq ma
hoa dau
cuoi: 25
3 | Mirc d6 yéu cau tuan 25 | Tuan thu ndi | Tuan thu phap Tuan thu
thu phép 1’}'/ V{él tiéu bd co ban: | ludt Viét Nam: | dong thoi
chuan quoc té 10 15 GDPR +
Viét Nam +
ISO 27001:
25
4 | Muc do phuec tap 15 Chinh sach | Co tuy chinh | Ty dong hoa
chinh sach CSPM va mac dinh | rule CSPM: 10 ki€m tra
automation cua cloud chinh sach
provider: 5 da cloud: 15
2 2
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Phan loai khé khan
STT | Mirc d) khé khiin | Khoing diém (K)

1 KK1 K <50
2 KK2 50<K <80
3 KK3 K =80

1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Ma hoa log, luu gitr theo quy dinh (GDPR, 1 1 2
phap luat Viét Nam)
2 | Thuc hién quan ly bao mat dam may (CSPM) 2 1 3
1.4. Binh muc
STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 | M3 héa log, luu giit theo quy dinh (GDPR, Nén 1,8 | 24 | 3.2
phap luat Viét Nam) tang
2 Thuc hién quan ly bao mat dam may Nén 2,0 2,8 3.8
(CSPM) tang

2. Pinh muec thiét b
Ca/01 nén tang

Ma hoéa log, luu | Thuc hién quan ly
Vi¢t Nam)
1 [May tinh dé ban B0 60 0,080 0,160
2 May in laser Cai 60 0,002
3 [Piéu hoa nhiét 4o Cai 96 0,014 0,028
4  May photocopy Cai 96 0,002 -
5  [Pién nang (kw) kW 0,313 0,622

Ghi chti: Mitrc thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.
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3. Binh muc dung cu

Ca/01 nén tang

Ma hoéa log, lvu | Thuc hién quéan 1y
Viét Nam)
1 | Ghé Cai 96 0,100 0,200
2 | Ban lam viéc Cai 96 0,100 0,200
3 | Quattran 0,1 kW | Cai 60 0,018 0,035
4 | Bénneon 0,04 kW | Bo 36 0,050 0,100
5 | bién nang (kw) kW 0,032 0,063

Ghi chu: Muc dung cu trén tinh cho loai KK2, murc cho cac loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

4. Binh muc vat liéu

Ma hoa log, luu gilr Thuyce hién quéan 1y
STT Vit liéu DVT | theo quy dinh (GDPR, | bdo mat ddm may
phap luat Viét Nam) (CSPM)
1 Gidy in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muc may photocopy Hop - 0,0011
4 | Cap dé tai liu Cai - 0,0040
CHUONG III

DINH MUC GIAM SAT DAM BAO AN TOAN THONG TIN CHO MAY
CHU (HE PIEU HANH WINDOWS, LINUX)

I. Chuin bi va thiét 1ap

1. Pinh muc lao dong

1.1. NO1 dung cong viéc

a) Kiém ké h¢ di€u hanh, phién ban, ban v4, vai tro.

b) Tang cuong bao mat (hardening) theo chudn CIS.
c¢) Bat audit logging: syslog (Linux), Windows Event Forwarding, audit DB.

-

P
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1.2. Phan loai khé khan

Cac yéu té anh huong

Cac yéu t6 anh | Piém £ Mire
STT yeu £ Mirc thap trung Mirc cao
huong toi da y
binh
1 S6 luwong may 40 <10: 10 10-50: 25 >50: 40
chu giam sat
2 | Mirc d6 phan tan | 20 N6i b 1 2-3 mang Nhiéu
hé thong mang: 5 con: 10 | vung/DMZ/cloud: 20
3 | Mtc do tuy bién | 25 Ap dung Co diéu Chinh sach riéng
chinh sach bao chuejn CIS chinh nhe: biét: 25
mat goc: 5 15
4 | Tich hop cong 15 Co san Co syslog | Chuaco hé théng,
cu giam sat tap SIEM/log tap | riéng lé: can trién khai moi:
trung trung: 5 10 15
Phan loai kh6 khan
STT Mirc do kho khan Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K>280
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Kiém ké hé diéu hanh, phién ban, ban v, vaitro | 1 1 2
2 | Tang cudng bao mat (hardening) theo chuan CIS 2 1 3
3 | Bat audit logging (syslog, WEF, audit DB) 2 2
4 | Trién khai gidm sat tinh toan ven tép (File 1 1 2
Integrity Monitoring)
1.4. Binh murc
STT Danh muc cong viéc DVT KK1 | KK2 | KK3
1 | Kiém ké hé diéu hanh, phién ban, ban May 1,2 1,6 | 2.2
va, vai tro chu
2 | Tang cuong bao mat (hardening) theo May 1,8 2,5 3,5
chuan CIS chu
3 | Bat audit logging (syslog, WEF, audit May 1,6 2,2 3,0
DB) chu
4 | Trién khai gidm sat tinh toan ven tép May 2,0 2,8 3,8
(File Integrity Monitoring) chu
2 2
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2. Dinh muc thiét bi

Ca/01 may chu

Kiem ke | 1 cwomg | Bataudit | Trién khai
. hé dieu X N . . Ny
Thot \ bao mat logging | giam sat tinh
ALy bv hanh, . \ n
STT | Thiét bi T han hién ban (hardening) | (syslog, | toan ven tép
(thang) P ban v4 > | theo chuan WEF, | (File Integrity
Co CIS audit DB) | Monitoring)
vai tro
1 N{ay‘tmh Bo 60 4,027 4,027 24,160 24,160
de ban
o | Mayin Cai | 60 |~ ;
laser
3 Dl.e}l h(za Céi 96 0,705 0,705 4,228 4,228
nhiét do
4 |May cai | 96 |~ ] ] ]
photocopy
5 g{;e;; nang | 4w 15,644 15,644 93,862 93,862

Ghi chii: Mtrc thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khan
khac tinh nhu sau:
KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.
3. Binh mrc dung cu

Ca/01 may chu

Kiémké | Tang .2 :
hé didu | cuomg | Bat audit Tr:z;ks};“
Thot hanh, | bdomat | logging tginh toAn
STT Dung cu DVT | han phién | (hardeni | (syslog, A
. s ven tép (File
(thang) | ban, ban | ng) theo | WEEF, .
L 2 . Integrity
va, vai chuan | audit DB) Monitoring)
trd CIS 8
1 | Ghé Cai 96 5,033 5,033 30,200 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200 30,200
3 Quat tran 0,1 Céi 60 0,881 0,881 5,285 5,285
kW
4 bén neon 0,04 Bo 36 2,517 2,517 15,100 15,100
kW
5 | bi¢én nang (kw) | kW 1,586 1,586 9,513 9,513
2 2
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Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muec vat liéu

Kiémkéhé | . . |Bataudit | L Khai
A 1s Tang cuong ) giam sat tinh
dieu han, bdo mat logging toan ven t¢&
STT Vat liéu DVT [ phién ban, N (syslog, eniep
.. | (hardening) (File
ban va, vai 2 WEEF, .
. theo chuan CIS . Integrity
tro audit DB) o
Monitoring)
1 | Gidy in A4 Gram - - -
2 | Muc in laser Hop - - -
Muc may A
3 photocopy Hop - - -
4 | Cap dé tai liéu Cai - - -
I1. Thu thap va giam sat
1. Binh muc lao dong
1.1. NOi1 dung cong viéc
a) Log: dang nhap thanh cong/that bai, st dung sudo, 15i kernel.
b) Log DB: truy van 15i, thay doi cau trac, xuat dir liéu.
¢) Giam sat CPU, RAM, 1/0, sb lugng két nbi.
1.2. Phan loai khé khan
Céc yéu t6 anh huong
Cic yéu t6 anh Pi¢m , £ Mirc trung .
STT hwéng t6i da Mire thap binh Mirc cao
1 Sf) luong may chu 40 <10: 10 10-50: 25 >50: 40
can giam sat
2 | Dba dang loai log 25 1-2 loai: 10 | 3-5loai: 15 >5 loai: 25
va nguodn log
3 | Muc d6 phtrc tap 20 Ghinhan | Co6rule don | Co parser phuc
xu ly & loc log tho: 5 gian: 10 tap: 20
4 | Hinh thuce thu thap 15 Qua syslog | Qua agent Két hop
& luu trir log tap trung: 5 | cuc bo: 10 | SIEM/agent/cl
oud API: 15
Phan loai kho khan
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STT Mirc d kho khan Khoang diém Ky hi¢u
1 |Dé K <50 KK1
2 | Trung binh 50 <K <80 KK2
3 | Kho K >80 KK3
1.3. Binh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Log: dang nhdp thanh cong/that bai, sir dung 1 1 2
sudo, 16i kernel
2 | Log DB: truy van 16i, thay d6i cdu trac, xuét 1 1 2
di liéu
3 | Giam sat CPU, RAM, 1/0, s6 luong két nbi 1 1 2
1.4. Pinh muc
STT Danh muc cong viéc DbVT KIK KZK K3K
1 | Log: da:lng nhép thanh céng/thét bai, sir dung May 1,4 | 19 | 2,6
sudo, 101 kernel chu
2 | Log DB: truy vén 16i, thay ddi ciu trac, xuit dit May 1,8 | 24 | 3,2
liéu chu
3 | Giam sat CPU, RAM, I/, s luong két ndi May | 1,2 | 1,8 | 2,4
chu
2. Dinh murc thiét bi
Ca/01 may chu
Log: dang ) Giam sat
, oy | Thoi | nhap thanh I;‘;i %li?’ : ﬂtg‘y CPU,
STT Thiét bi han | cong/thdtbai, | “x 2. Y | RAM, /O,
T ; \ doi cau truc, Z
(théang) [ str dung sudo, L, g 1iA sO luong
. xuat dir liéu e
101 kernel két noi
1 | Maytinh déban | B 60 4,027 4,027 24,160
2 | May in laser Cai 60 - -
3 BAleu hoa nhiét Céi 96 0,705 0,705 4,228
do
4 | May photocopy | Cai 96 - - -
5 | bién nang (kw) | kW 15,644 15,644 93,862

Ghi chti: Mtc thiét bi trén tinh cho loai KK2, mitc cho céc loai khé khan
khac tinh nhu sau:
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KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh muc dung cu

Ca/01 may chu

Log: dang
i | i | Lo2 B | G i o,
STT|  Dungcu DVT| han & al, | VEnIoL Ay - RAM, 1/0, sb
(thang) su dung,. doi cau truc, luong két nbi
sudo, lo1 xuat dir liéu ¥
kernel

1 | Ghé Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
3 Quat tran 0,1 Cai 60 0,881 0,881 5,285

kW
4 Dén neon 0,04 B6 36 2,517 2,517 15,100

kW .
5 | bién nang (kw) | kW 1,586 1,586 9,513

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin
khéc tinh nhu sau:
KK1 =0,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muc vat liéu

E&‘ihdjgf r/lglzlz Log DB: truy vén 18i, Giam sat CPU,
STT|  Vatlieu | DVT | anrcons thay ddi cAu tric, xuat |RAM, 1/0, s6
bai, sir dung sudo, - 1eA Y
x. dir liéu lugng két noi
101 kernel
I | Gidy in A4 Gra
m - - -
2 | Muc in laser Hop - - -
Muc may o
3 photocopy Hop - - -
4 | Cap détailieu | Cai _ _ -
II1. Phan tich va xac minh
1. Pinh muc lao dong
1.1. NO1 dung cong viéc
a) Tuong quan: nhiéu 1an ding nhap that bai trén nhiéu server — tan cong
ngang.

b) Kich hoat diéu tra forensic (memory dump, snapshot).

e
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1.2. Phan loai khé khan

Cac yéu té anh huong

STT Cic yéu t6 anh huéng Giai thich y nghia Diem
toi da
1 | S6 lugng may chu dugc giam Tong s6 may chu can giam sat, anh 30
sat huodng khoi luong dir liéu log can
phan tich
2 1S luong su kién bao mat can Quy mo dir liéu log va muc do 25
phan tich (log alert, failed login, | phtrc tap trong loc, twrong quan
policy change...)
3 | Mirc d0 tich hop va tuong quan | Phan anh murc kho khi phai so 25
su kién gitra nhi€u h¢ diéu hanh | khop log gitra Windows-Linux-
/ mang AD-Firewall...
4 | Yéucau k¥ thuat diéu tra sb C6 can thuc hién‘memory dump, 20
(Forensic) snapshot, phuc hoi log, khéi phuc
chuoi su kién
Tong cong 100
Tinh diém theo cac yéu td anh huong:
STT | Cac yéu td anh huwéng Mikc chi tiét Piém
1 | S6 lugng may chu m<10—-10;10<m<30—-20;m>30 | 30
dugc giam sat — 30
2 | S lu’gng su kién bao m<1.000 — 10; 1.000 <m < 5.000 — 15 25
mat can phan tich ;m>5.000 — 25
3 | Muc do tich hop & Chi 1 HBH — 10 ;2 HPH — 20 ;>3 HPH | 25
tuong quan da nén tang | (Windows + Linux + thiét bi mang) — 25
4 |Yéu pﬁu ky thuat diéu | Khong yéu cau — 0 ; Dump/snapshot co 20
tra sO (Forensic) ban — 10 ; Phan tich sau (memory,
timeline, recovery) — 20
Phan loai khé khan
STT | Mirc d¢ khé khan Khoang diém Ky hi¢u
1 |Dé& K <50 KK1
2 | Trung binh 50 <K <80 KK2
3 | Kho K=>280 KK3

1.3. Binh bién
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STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Tuong quan: nhleu 1an dang nhap thit bai trén 1 1 2
nhiéu server — tdn cong ngang
2 | Kich hoat diéu tra forensic (memory dump, 1 1 2
snapshot)
1.4. Dinh muc
A o Ponvitinh | KK | KK | KK
STT Danh muc cong viéc (BVT) 1 ) 3
1 | Tuong quan: nhiéu lan dang nhap that Su kién (dot | 2,0 | 2,6 | 3.4
bai trén nhiéu server — tdn cong ngang phan tich)
2 | Kich hoat diéu tra forensic (memory Phién diéutra | 3,0 | 3,8 | 5,2
dump, snapshot)
2. Pinh murc thiét bi
Ca/01 dot
Tuong quan: Kich hoat diéu tra
’ Thoi han nhiéu lan dang | forensic (memory
STT Thiét bi bVT . ° | nhap that bai trén | dump, snapshot)
(thang) A
nhiéu server —
tan cOng ngang
1 May tinh dé ban B0 60 0,080 0,160
2 |May in laser Cai 60 0,002
3 |Piéu hoa nhiét do Cai 96 0,014 0,028
4  [May photocopy Cai 96 0,002 -
5  bién nang (kw) kW 0,313 0,622

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mtrc dung cu

Ca/01 dot
Tuong quan: Kich hoat diéu
. nhiéu lan dang tra forensic
ST Dung cu bVT Tho,l han nhap thét bai trén (memory dump,
T (thang) 3
nhiéu server — snapshot)
tan cong ngang
1 | Ghé Cai 96 0,100 0,200
2 | Ban lam viéc Cai 96 0,100 0,200
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3 | Quattran 0,1 kW | Cai 60 0,018 0,035
4 | Bénneon 0,04 kW | BO 36 0,050 0,100
5 | bién nang (kw) kW 0,032 0,063

Ghi chi: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kh6 khan
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muc vat liéu

Tuong quan: nhiéu lan dang | Kich hoat diéu tra
STT Vit liéu bVvT nhap that l?ai trén nhiéu forensic (memory
server — tan cong ngang dump, snapshot)
1 | Giay in A4 Gram - 0,0040
2 | Muc in laser Hop - 0,0011
3 | Muc méy photocopy | Hop - 0,0011
4 | Cap dé tai licu Cai - 0,0040
IV. Ung citu ban du
1. Binh muc lao dong
1.1. NG1 dung cong viéc
a) Co lap server, vo hi¢u hoa tai khoan, thay d6i mat khau.
b) Tao snapshot dé luu bang chimg.
1.2. Phan loai khé khan
Cac yéu té anh huong
STT Cic yéu t6 anh huéng Giai thich y nghia Piém toi da
1 Sd lugng may chu bi anh Quy md su ¢ can ¢ 1ap hoac xur 30
huong Iy
2 Mirc d6 nghiém trong cta su ¢d | Anh huong to1 quy trinh ng ctru 25
(pha hoai, lay lan, truy cép tradi | va khoi lugng thao tac
phép)
3 Ph’am vi va tinh két ndi cua hé Dp phtrg tap khi c6 1ap hoac thay 25
thong (mang ndi by, DMZ, doi quyén truy cap
cloud)
4 | Yéu cau luu trir bang chimg Cé yéu c?}u snapshot, ghi log, 20
(snapshot, forensic) backup bang chimg dé phuc vu
diéu tra
Téng 100
cong
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Tinh diém theo cic yéu t6 anh hudng:

STT | Cac yéu to anh hwéng Mikc chi tiét Piém
1 | S lwong may chi bi m<5—-10;5<m<20—-20;m>20— 30
anh hudng 30
2 | Murc do nghiém trong | Murc thép‘ (tai khoan don 1¢) — 10 ; Trung 25
cua su co binh (nhiéu tai khoan, chua lan truyén) — 15
; Cao (xam nhap, ma ddc, lan truyén) — 25
3 | Pham vi Yé tinh két ndi Mét mang ndi bd — 10 ;‘C(') DMZ hoac VPN | 25
cua h¢ thong két nd1 ngoai — 20 ; Nhiéu moi truong (on-
prem + cloud) — 25
4 | Yéu cau luu trit bang Khéng yéu cau — 0 ; Snapshot co ban — 10 20
chung (snapshot, ; Snapshot + forensic chi tiet — 20
forensic)
Phan loai khé khan
STT | Mirc d¢ khé khan Khoang diém Ky hiéu
1 |Dé& K <50 KK1
2 | Trung binh 50 <K <80 KK2
3 | Kho K=>280 KK3
1.3. Binh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Colap server, vO hiéu hoéa tai khoan, thay ddi 1 1 2
mat khau
2 | Tao snapshot dé luu bang chimg 1 1 2
1.4. Binh muc
STT Danh muc cong viéc Pon vi tinh | KK1 | KK2 | KK3
BVT)
1 Cf) 1ap server, vO hi¢u hoéa tai khoan, thay Su ) (may 2,0 2,6 3.4
d6i mat khau chu)
2 Tao snapshot dé luu bang chimg May chu 2,6 3,2 4,2
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2. Dinh muc thiét bi

Ca/01 may chu

ot s | e [Tt G gt T i
May tinh @& ban | Bo 60 0,480 2,880
2 Mdy in laser Cai 60
3 Djéu hoa nhigt | .. 96 0,084 0,504
do
4 May photocopy | Cai 96 - -
5 [Pi¢n nang (kw) | kW 1,865 11,189

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:
KK1 =10,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mtrc dung cu

Ca/01 may chu

Thoi C0 lap server, vo Tao snapshot dé luu
STT Dung cu bVT han hiéu hQa tai khoén, : b 5np chim
(thang) | thay déi mat khiu g chung

1 | Ghé Cai 96 0,600 3,600
2 | Ban lam viéc Cai 96 0,600 3,600

Quat tran 0,1 kW Cai 60 0,105 0,630

bén neon 0,04 R 0,300 1,800
4 KW Bo 36
5 | bién nang (kw) kW 0,189 1,134

Ghi cha: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan
khac tinh nhu sau:
KK1 =10,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muec vat liéu

C6 lap server, v6 hicu Tao snapshot dé luu ban
STT Vit liéu DVT | hoa tai khoan, thay déi | o0 Snapsho! g
Ay 1A ching
mat khau

1 | Gidy in A4 Gram - -
2 | Muc in laser Hop - -

Muc may N - -
3 photocopy Hop
4 | Cap dé tai lidu Cai - -
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V. Bio mat dir li€u

1. Binh muc lao dong

1.1. Noi dung cong vige

a) M4 hoa log khi luu trit, kiém soat truy cap.
b) Chinh séach luu gitr log.
1.2. Phan loai khé khan

Céc yéu té anh hudng

STT Céc yéu t§ anh huéng Giai thich y nghia g;ed“;
I | 36 ugng may chit cin bao mat | Phan anh khéi luong di ligu log | >0
log va pham vi quan 1y
2| Céip 46 ma héa va tiéu chudn | Mitc o phirc tap khi thiét lap, 25
bao mat 4p dung duy tri va kiém tra ma hoa
3 Hé thong kiém soat truy cip Mirc d6 phuce tap trong quan ly 25
(ACL, RBAC, LDAP, AD, quyén truy cap log va dir li¢u
IAM)
4 Yéu cau vé chinh sach luu gitt | Thoi gian luu, muc do chi tié"t 20
log log, kha nang truy xuat khi can
dicu tra
Tong cong 100
Tinh diém theo cac yéu t6 anh huong:
grr | Cacyeutoinh Mk chi it Piém
huwdng
I ISélugngméy | m<5—10;5<m<20—20;m>20— 30 30
chu can bao mat
log
2| Cip do ma hoa & | Co ban (AES128, ndi bo) — 10 ; Trung binh 25
ti€u chuan bao (AES256, TLS) — 15 ; Cao (FIPS, PKI, HSM,
mat chting thyc da tang) — 25
3 Hé thong kiém Co ban (local user) — 10 ; Trung binh (RBAC ndi 25
soat truy cap bd) — 15 ; Cao (AD/LDAP + 1AM tap trung) —
25
4| Yéu chu vé chinh | <90 ngay — 10; 90-180 ngdy — 15 ;> 180 ngay | 2
sach luu gitr log | hodc chi tiét nhiéu muc — 20
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Phan loai khé khan

STT | Mirc d¢ kho khan Khoang diém Ky hiéu
1 |Dé& K <50 KK1
2 | Trung binh 50<K <80 KK2
3 |Kho K=>280 KK3
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | M3 hoa log khi luu trit, kiém soat truy 1 1 2
cap
2 | Chinh sach luu gitr log 1 1 2
1.4. Binh muc
A ‘A Pon vij tinh
STT Danh muc cong viéc (BVT) KK1 | KK2 | KK3
1 | Mi hoa log khi luu trit, kiém soat May chu 20 | 26 | 34
truy cap
2 | Chinh sach luu giir log Hé thong 2,4 3,0 3.9
2. Dinh murc thiét bi
Ca/01 may chu
.. Ma hoa log khi | Chinh sach luu gitr
STT Thiét bi PDVT Thor} han| vy triv, kidm soat log
(thang) truy cap
1 M4y tinh dé ban B0 60 0,080 0,160
2 |May in laser Cai 60 0,002
3 |Piéu hoa nhiét do Cai 96 0,014 0,028
4  [May photocopy Cai 96 0,002 -
5  bién nang (kw) kW 0,313 0,622

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mtrc dung cu

Ca/01 may chu
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Thoi han Ma hc’ia l('),cf,y khi Chinh sach luu gitr
STT Dung cu bVT , luu trir, kiém soat | log
(thang) A
truy cap
1 | Ghé Cai 96 0,100 0,200
2 Ban lam viéc Cai 96 0,100 0,200
3 | Quattran 0,1 kW | Cai 60 0,018 0,035
4 Pén neon 0,04 kW | BO 36 0,050 0,100
5 bién nang (kw) kW 0,032 0,063

Ghi chi: Muc dung cu trén tinh cho loai KK2, mtrc cho cac loai kho khan
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3=1,3 x KK2.
4. Binh murc vat liéu

STT Vit licu DVT 1~\/Ia Hoa log khi hruA Ch1nh~sach luu
trir, ki€ém soat truy cap gilr log
1 Giay in A4 Gram - 0,0040
2 Muc in laser Hop - 0,0011
3 Muc may photocopy Hop - 0,0011
4 | Cap dé tai liu Cai - 0,0040
VI. Danh gia dinh ky
1. Binh muc lao dong
1.1. NOi dung cong viéc
Quét 15 hong, 1ap lich va 151, bao cdo thay ddi cAu hinh
1.2. Phan loai khé khan
Cac yéu té anh huong
STT| Céc yéu té snh huéng Gii thich y nghia gied“;
1 | S6 lwong may chii can quét | Phan anh khoi lugng cong viée can 30
va danh gia quét, ki€ém tra va tong hop
2 | Mtic d6 phirc tap ctia hé diéu | Pa dang nén tang va tmg dung khién 25
hanh va dich vu dang chay viéc quét va danh gid kho hon
3 | Chu ky danh gia va yéu cau | Do thudng xuyén va tinh chinh xac 25
1ap lich va 161 trong quan ly lich trinh va 161
4 | Murc do chi tiét ciia bao cao | Anh hudng khoi lugng phan tich, so 20
thay do6i cau hinh sanh va ghi nhan két qua
Téng cong 100
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Tinh diém theo cic yéu t6 anh hudng:

STT | Cac yéu td anh Mikc chi tiét Piém
hwong
1 | Sé lugng may m<10—10;10<m<30—20;m> 30— 30 30
chu can quét va
danh gia
2 | Mt do phirc tap | HDH dong nhét (chi Windows hogc Linux) — 10 ; | 25
cua HPH va dich | 2 loai HPH — 15 ; Hon hop + nhiéu dich vu (DB,
vu Web, AD, Mail) — 25
3 | Chukydénh gia | Hang quy — 10 ; Hang thing — 15 ; Hang tuén / 25
& lap lichvaloi | lién tuc — 25
4 | Mirc do chitiét | Chi tong hop thay doi chinh — 10 ; C6 log chi tiét | 20
bao cao cau hinh | theo file/service — 15 ; C6 doi chiéu baseline tu
dong — 20
Phan loai kho khan
STT | Mikrc d§ kho khan Khoang diém Ky hiéu
1 |Dé K <50 KK1
2 | Trung binh 50 <K <80 KK2
3 [ Kho K >80 KK3
1.3. Pinh bién
STT Danh muc cong viéc KZS I§S IiS Nhom
1 | Quét 16 hong, 1ap lich va 161, bao cdo thay doi | 1 1 1 3
cau hinh
1.4. Binh murc
A Ponvitinh | KK | KK | KK
STT Danh muc cong viéc (BVT) 1 ) 3
1 | Quét 15 hong, 13p lich va 18i, béo May chu 24 (3,0 |39
cdo thay doi cau hinh
2. Pinh murc thiét bi
e 2
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Ca/01 may chu

STT Thiét b DVT "il‘[lggntgn Quét 16 hong, lggilézllll \Ill?rll}(;l, béo cao thay
1 May tinhdéban | Bo 60 0,005
2 [May in laser Cai 60
3 |Piéu hoa nhi¢t &6 | Cai 96 0,001
4 May photocopy Cai 96 -
5 |Pién nang (kw) kW 0,021

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mtrc dung cu

Ca/01 may chu

Tho1 1% LA T N
STT Dung cu bV han Quét 16 hong, laghcih Ve‘L 161, bao cao
T . thay doi cau hinh
(thdng)
1 | Ghe Cai 96 0,007
2 | Ban lam viéc Cai 96 0,007
3 | Quattrin 0,1 kKW | Cai 60 0,001
4 | Bén neon 0,04 kW | BO 36 0,003
5 | bién nang (kw) kW 0,002

Ghi chu: Muc dung cu trén tinh cho loai KK2, murc cho cac loai kho khan
khac tinh nhu sau:

KK1 = 0,8 x KK2.

KK3 = 1,3 x KK2.

4. Binh muec vat liéu

STT Vit licu pyr | Quét 16 hong, 1ap lich va 161, béo cdo
T thay do6i cau hinh
1 |Gidy in A4 Gram -
2 [Muc in laser Hop -
3 |[Muc may photocopy Hop -
4 |Cap dé tai lidu Cai -
2 -
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CHUONG IV

DINH MUC GIAM SAT PAM BAO AN TOAN THONG TIN CHO UNG
DUNG (WEB, ERP, CRM, API, EMAIL)

I. Chuin bj va thiét 1ap

1. Pinh muc lao dong

1.1. NG1 dung cong viéc

a) Kiém ké danh muc Gng dung, phién ban, méi truong trién khai
(dev/test/prod).
b) Bat log truy cap, xac thuc, 16i tmg dung, giao dich API.

¢) Cau hinh tuong lira tng dung web (WAF), DLP, bao vé API gateway.
1.2. Phan loai kho khan

Céc yéu t6 anh huong

sTr | CACYOUtd | o téida | Micthip | TUCUUNE | e cao
anh hwong binh
1 |S6 luong tng 40 <5:10 5-20: 25 >20: 40
dung giam sat
2 |Muc 4o phan 20 Mot moi 2-3mobi | >3 mdi trudng
tan moi truong truong: 5 truong: 10 | (multi-cloud):
trién khai 20
3 |Muc do tuy 25 Dung chinh Co tuy Céu hinh riéng
bién cau hinh sach chuan: | chinh nhe: | cho ting ung
bao mat 5 15 dung: 25
4 | Hé théng quan 15 Co Co log Chua c6, can
1y log tap trung SIEM/log | riéng lé: 10 | tich hop méi:
tap trung: 5 15
Phan loai kho khan
STT Mitc d§ khé khiin Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
2 *
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 Kiém ké danh muyc tng dung, phién 1 1 2
ban, mo61 truong trien  khai
(dev/test/prod)
2 Bat log truy cap, xac thuc, 10i Ung 2 1 3
dung, giao dich API
3 CAu hinh tuong ltra Ung dung web 2 1 3
(WAF), DLP, bao vé API gateway
1.4. Dinh muc
STT Danh muc cong viéc bvT KK1 | KK2 | KK3
1 Kiém ké danh muc ung dupg, phién Ung dung 1,5 2,0 2,8
ban, mo6i1 truong trién  khai
(dev/test/prod)
2 | Bat log truy cap, xac thuc, 16i ung Ung dung 2,0 2,8 3.8
dung, giao dich API
3 | Céu hinh tuong lira tmg dung web | Ungdung | 2,2 | 3,0 | 4,0
(WAF), DLP, bao v¢é API gateway
2. Dinh muc thiét bi
Ca/01 thiét bi
Kiém ké danh | Batlog | S hinh
. A tuong ltra
muyc ung truy cap, | o dun
’ Cong | dung, phién | xac thuc, %v cb &
STT Thiét bi DVT | suat ban, moi 101 img
. 2 (WAF),
(Kw) | truong trién dung, .
) ) > DLP, bao
khai giao dich vé API
(dev/test/prod) API j
gateway
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 May in laser Cai 0,6 0 0,053 0,053
3 Diéu hoa nhiét 46 Cai 2,2 0,034 0,101 0,101
4 bi¢n nang Kw 1,3 6,2 4.2
3. Binh mtrc dung cu
2 2
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Ca/01 thiét bi

i | Dbe | Cluti
Thoi muc ing dung, Xécythﬁl?:, durgl web ¢
STT Dung cu bVT han phién ban, moi x. o, Hng
, \ .2 . l6i ung | (WAF), DLP,
(thang) | truong trién khai : .2
(dev/test/prod) | 440 8iao | bao ve API
p dich API gateway
1 | Ghé Cat | g6 0,2 12 | 06
2 |Bantamviee | <4 | 96 0,2 1.2 0,6
3 | Quat trdn Cai | oq 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | Dién nang kW 0,06 0,38 0,19
4. Binh murc vat liéu
Kiém ké danh Bigloi :,:;uy Céu hinh tudng
muc ung dung, ih P, 13i Ira rng dung
STT | Vatliéu DVT | phién ban, méi ﬁnu‘(’i’ur‘l’ web (WAF),
truong trién khai ; ago (iici, DLP, bao vé
(dev/test/prod) & ‘ API gateway
API
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003

email spam/phishing.

I1. Thu thip va giam sat

1. Binh muc lao dong

1.1. NO1 dung cong viéc

a) Thu thap log request/response, API usage, canh bao tr WAF va IDS.
b) Giam sat truy cap bat thuong, tan sudt POST/GET cao, 1861 4xx/5xX,

¢) Giam sat hanh vi giao dich nghi ng¢ (fraud detection, brute force,

SQL1, XSS).
1.2. Phan loai kho khan
Céc yéu té anh huong
Cac yéu t6 anh | Piém . £ Mirc trung .
STT hwéng t6i da Mikc thap binh Mikc cao
1 |S6 luong ngudn | 40 <5:10 5-20: 25 >20: 40
log

59




2 | Muc @6 tg dong| 20 | Co dalshboard Giam sat ban ‘Thﬁ cong hoac
hoa gidm sat san: 5 tu dong: 10 | can script moi: 20

3 | Tich hop cong cu | 25 Co san: 5 Can cdu hinh | Tich hop méi: 25

canh bao lai: 15
4 | Khéi lugng canh | 15 <100: 5 100-500: 10 >500: 15
bdo/ngay
Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280

1.3. PBinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom

1 | Thu thap log request/response, API usage, 1 1 2
canh béao tt WAF va IDS

2 | Giam sat truy cap bat thuong, tin suat 2 2
POST/GET cao, 16i 4xx/5xx, email
spam/phishing

3 | Giam sat hanh vi giao dich nghi ngo 1 1 2
(fraud detection, brute force, SQLi, XSS)

1.4. Binh muc

STT Danh muc cong viéc bVvT KK1 | KK2 | KK3

1 Thu thap log request/response, API Ung dung 1,6 2,2 3,0
usage, canh bao tir WAF va IDS

2 | Giam sat truy cap bat thuong, tan | Ung dung 1,8 2,5 3.4
suat POST/GET cao, 10i 4xx/5xx,
email spam/phishing

3 | Giam sat hanh vi giao dich nghi ngd | Ung dung 2,0 2,8 3,8
(fraud detection, brute force, SQLi,
XSS)
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2. Dinh muc thiét bi

Ca/01 thiét bi

Thu thap Giam sat truy | Giam sat hanh
log cap bat thuong, | vi giao dich
) Cong | request/resp tan suat nghi ngd
STT | Thiét bi bVT suat onse, API | POST/GET cao, (fraud
(Kw) | usage, canh 161 4xx/5xX, detection,
bao tir WAF email brute force,
va IDS spam/phishing SQL1, XSS)
| Maytinh e g g 0,2 1,2 0,6
dé ban
o |[Maym Cai | 0,6 0 0,053 0,053
laser
3 | Dieuhod o b gn 0,034 0,101 0,101
nhiét d
4 | Dién nang Kw 1,3 6,2 4,2
3. Binh mtrc dung cu
Ca/01 thiét bi
Giam sat truy Gidm sat
Thu thap log cap bat thuong, | hanh vi giao
Thoti | request/response, tan suat dich nghi
STT | Dungcu DVT | han API usage, canh POST/GET ngo (fraud
(thdng) | bao tor WAF va cao, loi detection,
IDS 4xx/5xx, email | brute force,
spam/phishing | SQL1, XSS)
1 | Ghé Cai | 96 0,2 1,2 0,6
2 | Banlam viéc| Cai 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
4 | bén neon Bo 24 0,1 0,6 0,3
5 | Pién nang kW 0,06 0,38 0,19
4. Binh muc vat li¢u
Thu thép log | Giam sat truy cap| Giam sat hanh
request/resp | bat thuong, tan vi giao dich
STT Vit licu DVT onse, A}’I suat I;QST/GET nghi ngo (fraud
usage, canh | cao, 101 4xx/5xx, | detection, brute
bao tir WAF email force, SQLI,
va IDS spam/phishing XSS)
1 |Gidy in A4 Gram 0,015 0,003
2 | Muc in laser Hop 0,015 0,003
2 2
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II1. Phan tich va twong quan

1. Binh muc lao dong

1.1. Noi dung cong vige

a) Tuong quan WAF block + login that bai hang loat — tin cong brute force.

b) Phan tich chudi request dé phat hién khai thac API hodc ro ri dit lidu.

¢) Két hop log ung dung va hé thdng xac thuc (SSO/AD) dé xac

minh nguoi dung.
1.2. Phan loai kho khan
Cac yéu té anh huong
ST SV Pié¢m . £ Mirc trung .
T Yeéu to t6i da Mirc thap binh Mikrc cao
1 |S6 luwong ngudn| 40 <3: 10 4-8: 25 >8: 40
log tuong quan
2 | Ty dong hoa phan | 25 C6 SIEM | Tuychinh | Viét rule moi:
tich rule san: 5 rule: 15 25
3 | Khbi luong | 20 <I1GB: 5 1-10GB: 10 |  >10GB: 20
log/ngay
4 | Bg phuc tap hanh 15 DPon gian: 5 | Trung binh: | Da dang/chudi
vi nghi ngo 10 tan cong: 15
Phan loai khé khan
STT Mirc d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Dinh bién
STT Cong viéc KS3 | KS4 Nhém
1 | Tuong quan WAF block + login that bai 2 2
hang loat — tan cong brute force
2 | Phan tich chudi request dé phat hién khai | 1 1 2
thac API hoac ro ri dir liéu
3 | Két hop log ing dung va hé théng xac | 2 2
thuc (SSO/AD) dé xac minh nguoi dung
2 2
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1.4. Binh muc

STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 | Tuong quan WAF block + login that | Ungdung | 1,8 | 2,6 | 3.6
bai hang loat — tan cong brute force
2 | Phan tich chudi request dé phat hién | Ung dung 2,2 3,0 4,0
khai thac API hoac ro ri dit liéu
3 | Két hop log ung dung va hé théng | Ung dung 1,6 2,2 3,0
xac thuc (SSO/AD) dé xac minh
ngudi dung
2. Pinh murc thiét bi
Ca/01 Ung dung
Twong quan Phan ‘gch Ket hop lo g
chuoi ung dung va
A WAF block 2 A A .
’ Cong + login that request d€ | h¢ thong xac
STT Thiét bi PVT | sudt | . hfm Lo | phét hién thuc
(Kw) | DHDANE 1088 yaithac | (SSO/AD)
— tan cong < s X s .
API hoac ro | dé xac minh
brute force ) e 1e A oo
ri dir liéu | nguodi dung
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | Piéuhoanhiétdd | Cai 2,2 0,034 0,101 0,101
4 | bi¢n nang Kw 1,3 6,2 4,2
3. Binh mtrc dung cu
Ca/01 Ung dung
Tuong quan Phan tich Két hop log
.. | WAF block + | chudi request | ing dung va hé
Thol | oin thit bai | dé phat hién | thong xéc thuc
STT | Dungeu | BVT [ han | joat — | khai thic API | (SSO/AD) dé
(thang) IS < e oas o
tan cong hoac ro ri dir xac minh
brute force lidu nguoi dung
1 | Ghé Cai 96 0,2 1,2 0,6
2 |Banlamviee | €& | 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
2 2

63




4. Binh murc vat liéu

Tuong quan | Phan tich vchu(:)i Két hop log ing
WAF block + | request d€ phat | dung va h¢ thong
STT Vat liéu bVvT login that bai’ hién khai thac Xac thL_rcv
hang loat — tan | APT hodc ro ri | (SSO/AD) d¢é xac
cong brute force dix licu minh nguot dung
1 |Gidy in A4 Gram 0,015 0,003
2 | Muc in laser Hop 0,015 0,003
IV. Ung ctru ban dau
1. Pinh murc lao dong
1.1. NO1 dung cong viéc
a) G161 han tdc do, tam khoa tai khoan, reset mat khau.
b) V4 nong (hotfix), cap nhat chit ky WAF, chin IP/ASN tan cong.
¢) Thong bao sy ¢b va ghi nhan bang chimg phuc vu diéu tra.
1.2. Phan loai kho khan
Cac yéu té anh huong
Y S . Piém , £ Mirc trung ,
STT | Cac yéu to anh hudng t6i da Mire thap binh Mirc cao
1 | S lugng tng dung hodc | 40 <5: 10 6—-15: 25 >15:40
dich vu bi anh hudng
2 Ml’rc do phuc tap cua su | 25 L6i don gian, C’c') dAu hiéu Liép quan
co xac dinh tan cong da nhiéu tang
duoc nguyén 16p: 20 (Gng dung,
nhan: 10 mang, API): 25
3 |Mibc d6 sin sang cua| 20 | Cohéthéng | Co6banty Chu yéu tha
cong cu ung ctu (SIEM, tu dong hoa dong cong: 20
SOAR, WAF, EDR) hoan chinh: 5 | (SOAR ban
phan): 10
4 | Quy m6 doi ngti va quy | 15 | Coquy trinh, | C6 quy trinh | Chua c6 quy
trinh phoi hop doi chuyén ban chinh | trinh, phdi hop
trach: 5 thtrc: 10 thu cong: 15
Phan loai khé khan
STT Mikc d6 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
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1.3. Dinh bién

Biang s6 01:
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
I | Gi6i han téc do, tam khoa tai| 1 1 2
khoan, reset mat khau
2 | Va nong (hotfix), cap nhat chir ky 2 1 3
WAF, chéan IP/ASN tan cong
3 | Thong béo sy ¢b va ghi nhin bang 2 2
ching phuc vu diéu tra
1.4. Binh mirc
Bang s6 02:
STT Danh muc cong viéc bvT KK1 | KK2 | KK3
I |Giéi han toc d9, tam khoa tai | Ungdung 1,2 1,8 2,6
khoan, reset mat khau
2 | V4 ndéng (hotfix), cép nhat chir ky Ung dung 1,6 2.4 3,2
WAF, chéan IP/ASN tan cong
3 | Thong bao su ¢b ‘va ghi nhan bang | Su ch 1,4 2,0 2,8
ching phuc vu diéu tra
2. Dinh mirc thiét b
Ca/01 Ung dung
Gioi Véanong | Thong
han toéc | (hotfix), bép sur
do, tam | cap nhat co va
or Cong suat | khoatai | chitrky | ghinhan
STT| Thietbi PV “kw) | khoan, | WAF, | bing
reset chan ching
mat IP/ASN ph}lc vu
khau tan cong | di€u tra
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | PBiéu hoa nhiétdo | Cai 2,2 0,034 0,101 0,101
4 | Dién nang Kw 1,3 6,2 4,2




3. Binh muc dung cu

Ca/01 Ung dung

Gidi han tbc Va4 nong Thong bao
Thot do, tam (hotfix), cap nhat | su co va ghi
STT Dung cu bvT han khoa tai chir ky WAF,’ nhan bang
(thang) | khoan, reset | chan IP/ASN tan | chung phuc
mat khau cong vu dicu tra
1 | Ghé Cai | g6 0.2 12 0,6
2 |Bantamviee | <M | 96 0.2 1,2 0,6
3 | Quat trin Cai | g6 0,035 0,21 0,105
4 | bén neon BoO 24 0,1 0,6 0,3
5 | Dién nang kW 0,06 0,38 0,19
4. Binh muc vat liéu
Gi6i han L . . X
L an Vé néng (hotfix), | Thong bao su co
t0c 0, t8m | o) hat chit k§ | va ghi nhan bin
STT|  Vatliéu PVT | khoatai |cob i@ SOy va 8 g bang
, WAF, chan chig phuc vu
khoan, reset L. 2
~. 114 |IP/ASN tan cong dicu tra
mat khau
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003
V. Bdo mat dir li€u log
1. Pinh muc lao dong
1.1. NO1 dung cong viéc
a) Che gidu hodc an danh dit liéu ca nhéan (PII) trong log.
b) M hoa log khi luu trit, kiém soat quyén truy cap va chinh sach luu giit.
1.2. Phan loai khé khan
Cac yéu té anh huong
Cic yéu to anh Piém C A Mirc trung .
STT hwéng t6i da Mire thap binh Mikc cao
1 S ‘6 luong ngudn log 40 <5 nl%uén: 6:1:525 >15 nguodn: 40
can xu ly nguon:
2 | Mitc d6 nhay cam cita | 23 Chl.iAyé'u~dﬁ’ C dir liéu | Bao gc‘s{n dir li¢u
dt lidu log (PII, tai 11@}1 ky nguot nhay cam nhicu
, . . thuat: 10 dung/PII: loai: 25
chinh, giao dich) 20
2 2
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3 | Muc do ty dong hoa 20 Cocongeu | Cocongceu | Xu ly thu cong:
cong cu xu ly log tu dong day ban tu 20
(SIEM, DLP, da: 5 dong: 10
Masking Tool)

4 | Chinh sach kiém soat | 15 Co chinh | Conhung | Chua c6 hodc
truy cap va luu git sach, phan | chua dong quan ly tha
log quyén rd bo: 10 cong: 15

rang: 5
Phan loai khé khan
STT Mirc d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 Che giéu hodc 4n danh dir liéu ca 1 1 2
nhan (PII) trong log
2 | Ma hoa log khi lvu trr, kiém soat 2 1 3
quyén truy cap va chinh sach luu gitr
1.4. Binh muc
STT Danh muc cong viéc bVT KK1 | KK2 KK3

1 | Che gidu hodc an danh dir liéu | Hé thong 1,4 2,0 2,8

ca nhan (PII) trong log

2 | Ma hoa log khi luu trit, kiém |  H¢ thong 1,8 2,6 3,6

soat quyén truy cdp va chinh
sach luu gitr

2. Pinh muc thiét bi

Ca/01 hé thong

Che giau Ma hoa log khi
’ Con hoac an danh luu trfr,‘kiém
STT Thiét bi PVT |~ (ng) ditliduca | soat quyén truy
nhan (PII) cap va chinh
trong log sach luu gitr
1 | May tinh dé ban Cai 0,4 0,1 0,6
2 May in laser Cai 0,6 0 0
e 2
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3 Diéu hoa nhiét d6 Cai 2,2 0,02 0,05
4 bi¢n nang Kw 0,6 2,9
3. Binh mirc dung cu
Ca/01 h¢ thong
Thai | P 4 DR | N3 hga log khi luru i,
STT Dung cu bVvT han liéu c4 nha kiém soat quyén truy cép
(thang) | oo @AM 1 0s chinh sach Tuu giit
(PII) trong log
1 | Ghé Cai 96 0,1 0,6
2 Ban lam viéc Cai 96 0,1 0,6
3 Quat tran Cai 96 0,02 0,11
4 Dén neon Bo 24 0,05 0,3
5 Dién nang kW 0,03 0,19
4. Binh muc vat liéu
Che giau hogc | Ma héa log khi luwu
STT Vat licu PVT Ghi nlian su afl dayh d}r tI'l;\l’, kiém sE)at ‘
co liéu canhan | quyén truy cdp va
(PI) trong log | chinh séach luu gilr
1 |Gidy in A4 Gram 0 0 0,02
2 | Muc in laser Hop 0 0 0,003
VI. Panh gia va cai tién
1. Binh muc lao dong
1.1. NO1 dung cong viéc
a) Kiém thtr xam nhép dinh ky, ra soat quy tic WAF va API policy.
b) Cap nhat baseline an toan ing dung va dao tao doi ngili van hanh.
1.2. Phan loai khé khan
Céc yéu t6 anh huong
Cic yéu to anh Piém , £ Mirc trung ,
STT hwéng t6i da Mikc thap binh Mirc cao
1 S6 luong tmg dung, | 40 <5:10 6-15:25 >15:40
API, poéc dich vu
can kiém thu
2 |Mic do phiuc tap| 25 Doc lap, | Co tich hop Lién két
cQa hé thong (lién khong tich noi bo: 20 ghiéu hé
két SSO, tich hop hop: 10 thong ngoai:
bén thr ba, multi- 25
tenant)
2 2
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3 |Muc d6 truong| 20 Co san C6 baseline Chua c6.
thanh cua chinh baseline nhung chua | baseline, can
sach  WAF va chuan, cap cap nhat xay dung
baseline an toan nhat dinh thuong moi: 20

ky: 5 xuyén: 10

4 | Mic do sdn sang va | 15 C6 doi Cokinh | Can dao tao
nang luyc do1 ngi chuyén nghi¢m co hoac ho tro
van hanh trach, dugc ban: 10 bén ngoai: 15

dao tao day
da: 5
Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)

1 KK1 K <50

2 KK2 50<K <80

3 KK3 K=>280
1.3. Pinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom

1 | Kiém thr xam nhp dinh ky, ra 2 1 3
soat quy taic WAF va API policy

2 Cap nhat baseline an toan ung 1 1 2
dung va dao tao doi ngli van hanh

1.4. BPinh muc
STT Danh muc cong viéc bvT KK1 KK2 KK3

1 Kiém thfl‘, xam nhap dinh ky, ra Ung dung 2,0 2.8 3.8
soat quy taic WAF va API policy

2 Céap nhat baseline an toan g dung | H¢ théng 1,4 2,0 2,8
va dao tao doi ngti van hanh

2. Dinh muc thiét bi

Ca/01 hé thong
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Kiém thtr xAm Cap nhat
Con nhép dinh k}‘f, baseline an toan
STT Thiét bi bVvT Sudt (ng) ra soat quy tac | ung dung va dao
WAF va APl | tao doi ngli van
policy hanh
1 | May tinh dé ban Cai 0,4 0,1 0,6
2 | May in laser Cai 0,6 0 0
3 | Diéu hoa nhiét d6 Cai 2,2 0,02 0,05
4 | bi¢n nang Kw 0,6 2.9
3. Binh muc dung cu
Ca/01 hé théng
.. Kiém thir xAm Cap nhat baseline
Thor nhap dinh ky, ra | an toan ing dun
STT | Dungecu | BVT | han WA tao toe i
(thang) soat quy tac W F va dao tao do1
va API policy ngiti van hanh
. Cai 0,6
1 Ghé 96 0,1
2 Ban 1am viéc Cai 96 0,1 0,6
3 | Quat tran Cai 96 0,02 0,11
4 Dén neon Bo 24 0,05 0,3
5 bién nang kW 0,03 0,19
4. Binh muc vat liéu
Kiém thir xAm Céap nhat
. A nhap dinh ky, | baseline an toan
STT Vit li¢u DVT Ghi r;}éan Y1 ra sodt quy tdc | ung dung va
WAF va API | dao tao doi ngii
policy van hanh
1 |Giayin A4 Gram 0 0 0,02
2 |Muyc in laser Hop 0 0 0,003
e 2
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CHUONG V A
DINH MUC GIAM SAT DPAM BAO AN TOAN THONG TIN CHO
CO SO DU LIEU

L. Chuan bj va thiét 1ap

1. Pinh muc lao dong

1.1. NG1 dung cong viéc

a) Kiém ké hé quan tri co s¢ dir liéu (DBMS), phién ban, vai tro, va nguoi
quan tri.

b) Bat audit log, query log, slow query log.

c¢) Cau hinh gidm sat két no1, phan quyén, thay doi cau trac bang/lugce do.

d) Ap dung hardening theo chuan CIS/OWASP Database Security.

1.2. Phan loai kho khan

Cac yéu té anh huong

Cic yéu t6 anh Pi¢m , £ Mirc trung .
STT hwéng t6i da Mikc thap binh Mikre cao
1 [Sb luong co so dix| 40 <5:10 6-20: 25 >20: 40
liéu giam sat
2 |Mirc do phén tan| 20 Tap trung 1 2-3may | Phan tan nhiéu
hé thong (cac may may chu: 5 chu: 10 vung/cluster/
chu DB) cloud: 20
3 |Mbc d6 tuy bién| 25 Ap dung Cé diéu | Chinh sach riéng
chinh sach bao mat chuan chinh nhe: biét theo tung
DB CIS/OWASP 15 DB: 25
goc: 5
4 |Muc d6 tich hop| 15 C6 sin C6 log Chura c6, can
giam  sat  voi SIEM/log tap | forwarding | trién khai maoi:
SIEM/log tap trung trung: 5 riéng 1¢: 10 15
Phan loai khé khan
STT Mirc d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
2 *
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 | Kiém ké hé quan tri co so dit lidu| 1 1 2
(DBMS), phién ban, vai tro, va nguoi
quan tri
2 Bat audit log, query log, slow query log 2 2
3 Céu hinh giam sat két ndi, phan quyén, 2 1 3
thay d6i cau trac bang/luge dd
4 Ap dung hardening theo chuan 1 1 2
CIS/OWASP Database Security
1.4. Binh murc
STT Danh muc cong viéc bVT | KK1 KK2 KK3
1 |Kiém ké hé quan tri co s¢ dir liéu | CSDL 1,4 1,9 2,5
(DBMS), phién ban, vai tro, va nguoi
quan tri

2 | Bat audit log, query log, slow query log | CSDL 1,6 2,2 3,0

3 | Céu hinh giam sat két ndi, phan quyén, | CSDL 1,8 2,5 3,5
thay dbi cau triic bang/lugc do

4 | Ap dung hardening theo chuan| CSDL 2,0 2,8 3.8
CIS/OWASP Database Security

2. Dinh murc thiét bi

Ca/01 CSDL
Kiémkéhé | Bat £ Ap dung
quan tri co audit igilslgliltnlil & hardening
Céng so dir liéu log, gnéi phan theo chuan
STT| Thibtbi | DVT | sudt | DPBMS) |oduery | ook thay | CISOWASP
(Kw) phién bén, log, 481 cAu trie Database
vai tro, va slow bane/lroc Security
ngudi quan | query % 5
tri log
1| iy nhdE | egi | 04 0.2 1,2 0,1 0,05
2 | May in laser | Cai 0,6 0,018 0 0 0,004
3 fﬁfe“tgga Cai | 22 0,034 0,101 0,017 0,008
4 | Pién nang Kw 1,409 5,889 0,646 0,352
2 2
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3. Binh muc dung cu

Ca/01 CSDL
Klgm k.e he BaF Céu hinh Ap dupg
quantrico | audit | ., ", % hardening
y e 1o A giam sat ket 2
Thei so dir ligu | log, néi, phn theo chuan
STT| Dungcu | BVT | han (D.]?MS:)’ query quyén, thay CISIOWASP
, phién ban, | log, SOV Database
(thang) NN doi cau truc .
vai tro, va | slow , Security
N bang/lugc
nguodi quan | query Fh
tri log
1 | Ghé Cai 96 0,2 1,2 0,1 0,05
o |Bamlam o g 0.2 1.2 0,1 0,05
viéc
3 | Quat tran Cai 96 0,035 0,21 0,02 0,018
4 | Bén neon Bo 24 0,1 0,6 0,05 0,025
5 |Piénnang | kW 0,063 0,378 0,032 0,016
4. Binh muec vat liéu
Kiém ké h¢ CAuhinh | Ap dung
quantricos6 | Bataudit | giamsatkeét | hardening
A 1eA dir liéu log, query | ndi, phan | theo chuan
STT|  Vatlieu bVT (DBMS), phién | log, slow | quyén, thay | CISOWAS
ban, vai tro, va | query log | d6i cau triic | P Database
nguoi quan tri bang/lugc d6| Security
1 |Gidyin A4 | Gram 0,015 0 0 0,015
2 |Muycinlaser | Hop 0,003 0 0 0,003

II. Thu thap va giam sat

1. Binh muc lao dong

1.1. Noi dung cong vige

a) Thu thap log truy cap, dang nhép, truy van 15i, hanh vi thao tac dit liéu
(INSERT/UPDATE/DELETE).

b) Giam sat thay d6i quyén truy cép, tao tai khoan mai, hodc cip quyén

DBA.

¢) Theo ddi hiéu ning DB: CPU, I/O, deadlock, két ndi bat thuong.
d) Giam sat backup/restore, lich trinh va trang thai sao luu.
1.2. Phan loai khé khan

Cac yéu té anh huong
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Cic yéu t6 anh Piém . . x| Mirc trung .
STT hwéng t6i da Mire thap binh Mirc cao
1 S lugng co so dur 40 <5: 10 6-20: 25 >20: 40
li¢u can giam sat
2 | Mic do phan tan cia | 20 | Taptrung | 2-3 node: Nhiéu
hé thong log (may 1 may chu: 10 node/cluster/clo
chu, node, cluster) 5 ud: 20
3 | Muc do phuc tap cia | 25 Logtiéu | Conhicu Log khong
cau truc log va su chuan dé | dinh dang | chuan, nhiéu h¢
kién giam sat phén tach: | khéc nhau: DB: 25
5 15
4 | Tich hop véi hé théng | 15 Cé sén Cé log Chura ¢6, can
SIEM hoac cong cu tich hop | forwarding | trién khai méi:
phan tich tap trung SIEM: 5 | riéng lé: 10 15
Phan loai khé khan
STT Mitc @9 khé khin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Binh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 Thu thép log truy cap, dang nhép, truy 1 1 2
van 101, hanh vi thao tac dir li€u
(INSERT/UPDATE/DELETE)
2 Giam sat thay do6i guyén truy cép, tao tai 2 1 3
khoan mdi, hoac cap quyén DBA
3 Theo doi hiéq nang DB: CPU, 1/0, 2 2
deadlock, két noi bat thuong
4 Giam sat backup/restore, lich trinh va 1 1 2
trang thai sao luu
1.4. Binh muc
STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 Thu thap log truy cép, dang nhép, truy | CSDL 1,5 2,1 2,8
van 10i, hanh vi thao tac dir liéu
(INSERT/UPDATE/DELETE)
2 -
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2 Giam sat thay do6i guyén truy cap, tao tai | CSDL 1,8 2,5 3.4
khoan mdéi, hodc cap quyén DBA
3 Theo ddi hiéu nang DB: CPU, I/O,| CSDL 1,6 2,3 3,0
deadlock, két noi bat thuong
4 Gidm sat backup/restore, lich trinh va | CSDL 1,4 2,0 2,7
trang thai sao luu
2. Dinh muc thiét b
Ca/01 CSDL
Thu thap log Giam sat Theo do1 | Giam sat
truy cép, dang thay do61 hiéu ndng | backup/re
, Cong | nhap, truy van | quyéntruy | DB: CPU, | store, lich
STT | Thietbi | BDVT | suat | 161, hanh vi thao | cap, tao tai 1/0, trinh va
(Kw) tac dit ligu khoan moi, | deadlock, | trang thai
(INSERT/UPD hogc cap két noi bat | sao luu
ATE/DELETE) | quyén DBA thuong
| Maytinh eg g 0.2 12 0,1 0,05
deé ban
May in .
2 Cai | 0,6 0,018 0 0 0,004
laser
3 | Piduhod gt 0,034 0,101 0,017 0,008
nhiét d
4 |Dien Kw 1,409 5,889 0,646 0,352
nang
3. Binh muc dung cu
Ca/01 CSDL
STT | Dungcu | pV | Thoi | Thu thap log Giam sat | Theo ddi | Giam sat
T han truy cép, dang thay doi | hi€u nang | backup/re
(than | nhép, truy van | quyén truy DB: store, lich
g) 101, hanh vi thao | cép, tao tai | CPU, I/O, | trinh va
tac dir liéu khoan méi, deqdlogk, trang thai
(INSERT/UPD | hodc cap két noi sao luu
ATE/DELETE) quyén bat
DBA thuong
1 | Ghé Cai | 96 0,2 1,2 0,1 0,05
p |Bandam ol o 0,2 12 0,1 0,05
viéc
Quattran | Cai | 96 0,035 0,21 0,02 0,018
4 |Pbeénneon | BO | 24 0,1 0,6 0,05 0,025
5 | Dién nang | kW 0,063 0,378 0,032 0,016
2 2

75




4. Binh murc vat liéu

Thu thép log | Giam sat Theo doi Giam sat
truy cép, dang |thay do6i hiéu ndng | backup/rest
nhdp, truy van |quyén truy | DB: CPU, | ore, lich

STT| Vatliéu DVT |16i, hanh vi thao cap, tao tai 1I/0, trinh va
tac dir iéu  |khoan méi, d’eadl,ock,, trang thai
(INSERT/UPD |hodc cap két no1 bat sao luu
ATE/DELETE) |quyén DBA | thuong
1 |Gidyin A4 | Gram 0,015 0 0 0,015
2 |Mucinlaser | Hop 0,003 0 0 0,003

I11. Phan tich va twong quan

1. Binh mtc lao dong

1.1. NOi1 dung cong viéc

a) Tuong quan cic hanh vi bat thuong: DROP table + ding nhap ngoai
gio + truy cap tu IP la.
b) Phat hién truy van khoi luong 16n hoac quét dir liéu nhay cam (data
exfiltration).
¢) Ddi chiéu nhat ky DB véi log ung dung va hé diéu hanh dé xac minh
hanh wvi.

1.2. Phan loai kho khan

Cac yéu té anh huong

Ak ] Pié¢m . ..« | Mirc trung .
STT | Cac yéu to anh hudéng t6i da Mikc thap binh Mirc cao
1 |S6 l}ro’ng co s& dir li€u va 40 <5:10 6-20: 25 >20: 40
nguodn log can tuong quan
2 | Muc do phirc tap ctia md | 25 Quy tic | Cokéthop | Nhiéu dicu
hinh hanh vi va quy tac tinh, mau c6 | 2-3 diéu kién dong,
twong quan dinh: 5 kién: 15 AI/ML hd
trg: 25
3 | Tich hop va dong bo dir| 20 | Patich hop Log Chua co,
li¢u log tir nhiéu hé thong san SIEM: 5 | forwarding | phai thiét 1ap
(DB, OS, App) riéng 1&: 10 | tuong quan
mai: 20
4 | Muc d6 yéu cdu xac minh 15 C6 cong cu Ban ty Thu cong
va doi chi€u thu cong ho trg phén | dong: 10 hoan toan:
tich ty dong: 15
5
2 2
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Phan loai khé khan

STT Mirc do kho khan Khoang diém (K)
1 KK1 K<50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Dinh bién
STT Danh muc cong viéc KS3 | KS4 | Nhom
1 | Twong quan cac hanh vi bat thuong: DROP 2 1 3
table + ddng nhip ngoai gio + truy cap tu IP la
2 | Phat hién truy van khéi lugng 16n hodc quét 1 2
dir liéu nhay cam (data exfiltration)
3 | Doi chiéu nhat ky DB véi log img dung vahg | 2 2
di€u hanh dé xac minh hanh vi
1.4. Binh murc
STT Danh muc cong viéc PVT | KK1 | KK2 | KK3
1 | Twong quan cic hanh vi bat thwong: | CSDL | 1,8 | 2.6 | 3.6
DROP table + dang nhdp ngoai gio +
truy cap tu IP la
2 | Phét hién truy van khéi luong 16n hoac | CSDL | 1,6 | 23 | 3,2
quét dir liéu nhay cam (data exfiltration)
3 | Doi chiéu nhat ky DB véi log tmg dung | CSDL | 1,9 | 2,7 | 3.8
va hé diéu hanh dé xac minh hanh vi
2. Pinh murc thiét bi
Ca/01 CSDL
Tuong quan | Phat hién truy | D0 chiéu
cac hanh vi bat van khoi nhat ky DB
, BV Cong | thuong: DROP |  luong lon voi log ing
STT Thiét bi T suat table + dang | hodc quétdr | dungva hé
(Kw) | nhép ngoai gi¢ | liéu nhay cam | di€u hanh
+ truy cap tu (data dé xac minh
IP la exfiltration) hanh vi
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | biéu hoa nhiét do | Cai 2,2 0,034 0,101 0,101
4 | bi¢én nang Kw 1,3 6,2 4,2
2 2
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3. Binh muc dung cu

Ca/01 CSDL
Tuong quan Phat hién Péi chiéu
cac hanh vi bat | truy van khoi | nhat ky DB
Thot | thuong: DROP | luong 16n voi log tng
STT Dung cu bVT han table + dang | hodc quét dir d},mg va hef:w
(thang) | nhap ngoai gid | li¢u nhay diéu hanh de
+ truy cap tur cam (data xac minh
IP la exfiltration) hanh vi
1 | Ghé Cat 1 g6 0,2 12 0,6
> | Banlamviee | & | 96 0,2 1,2 0,6
3 | Quat trin Cai | oq 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
4. Binh muc vat liéu
Tu’o:ng quan cac | o, . hién truy Df)l Chlel,’l 'nhat
hanh vi bat X £ ky DB véi log
. thuong: DROP van khoi luong ung dung va
STT Vat liéu bVT " ~__|16n hodc quét dir A A 1
table + dang nhap |,. . \ hé diéu hanh
v s li¢u nhay cam 2. .
ngoai gio + truy (data exfiltration) dé xac minh
cap tu IP la hanh vi
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003
IV. Ung citu ban déu
1. Binh mtc lao dong
1.1. N61 dung cong vige
a) C6 lap tai khoan nghi ngo, thu hdi quyén truy cép, khoa session dang
hoat dong.

b) Khoi phuc dir li¢u tir ban sao luu, ghi nhan log phuc vu diéu tra.
¢) Va 151 hodc diéu chinh c4u hinh bao mat (role, GRANT/REVOKE).
1.2. Phan loai khé khan

Cac yéu té anh huong
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C ALK . . Piém , £ Mirc trung .
STT | Cac yéu to anh hudéng t6i da Mirc thap binh Mirc cao
1| S6 lugng co s¢ di ligu | 40 <3: 10 4-10: 25 >10: 40
can xu ly hodc khoi
phuc
2 | Muc d¢ anh huong va | 25 Sucdcuc | Anhhuéng | Anh huong
pham vi su co bo (1 DB): nhom DB hé thong
5 hodc may dién rong:
chu: 15 25
3 | Muc do san sang cia| 20 Sao luu_ Sao luu Thiéu ban
ban sao luu va tai dinh ky, san | khong day | sao luu, can
nguyén khoi phuc sang: 5 dua: 10 phuc hoi
phuc tap: 20
4 | Mic d6 phuc tap cua| 15 Thuc hién | Kéthop thi | Toan b thu
bién phap khdc phuc qua cong cong va cong, yéu
(vd 101, cau hinh bao cu/GUI: 5 script: 10 cau phan
mat) tich sau: 15
Phan loai kho khan
STT Mirc d9 kho khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS3 | KS4 | Nhom
1 | Co lap tai khoan nghi ngd, thu hdi quyén truy | 2 1 3
cap, khoa session dang hoat dong
2 | Khoi phyc dir liéu tur ban sao luu, ghi nhan | 1 1 2
log phuc vu diéu tra
3 | V4 16i hodc diéu chinh céu hinh bdo mét| 2 2
(role, GRANT/REVOKE)
2 2
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1.4. Binh muc

STT Danh muc cong viéc DVT | KK1 | KK2 | KK3
1 | Co lap tai khoan nghi ngo, thu hoi quyén | CSDL | 1,7 | 2.4 | 3,3
truy cdp, khoa session dang hoat dong
2 | Khoi phyc dir li¢u tir ban sao luu, ghi nhén | CSDL | 1,9 2,7 3.8
log phuc vu di€u tra
3 | Va 16i hogc diéu chinh cdu hinh bio mat | CSDL | 1,6 | 23 | 3.2
(role, GRANT/REVOKE)
2. Dinh muc thiét b
Ca/01 CSDL
Colaptai | Khoi phuc N ‘
khoan nghi dir idu tr | Valoi hgaflc dicu
’ Cong | ngo, thuhoéi | bansao chinh cau hinh
STT Thiét bi DVT | suat | quyén truy luu, ghi bao mat (role,
(Kw) cap, khoa nhan log GRANT/
session dang | phuc vu REVOKE)
hoat dong diéu tra
1 |Maytinhdéban | Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 ?ée“ hoa mhiét | cg | 20 0,034 0,101 0,101
4 | bi¢n nang Kw 1,3 6,2 4.2
3. Binh mirc dung cu
Ca/01 CSDL
Colaptai | Khoi phuc
.. | Khoannghi pdulidutr | sy n didy
Thot | ngo, thuhdi | bén sao s A .
A . chinh cau hinh bao
STT| Dungcu DVT | han quyén truy luu, ghi mit (role
(thang) cap, khoa nhan log GRANT/REV OKE)
session dang | phuc vu
hoat dong dicu tra
1 | Ghé Cai | g6 0,2 1,2 0,6
o |Banlam Cal | gg 0,2 1,2 0,6
viéc
3 | Quat trin Cai 96 0,035 0,21 0,105
4 | bén neon Bo 24 0,1 0,6 0,3
5 | Dién nang kW 0,06 0,38 0,19

80




4. Binh murc vat liéu

SO g phue dit | V4 16 hodc dibu
oo thugh 3i liéu tir ban | chinh cau hinh
STT Vat liéu bVvT gér; fruv ca sao luu, ghi | bdo mat (role,
qilyléa Ses-‘gio-n P> nhan log phuc | GRANT/REVO
dang hoat dong vu diéu tra KE)
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003

V. Bio mat dir li¢u va log

1. Binh mtc lao dong

1.1. NOi dung cong viéc

a) M4 hoa dir liéu nhay cam (at rest, in transit), an danh dit liéu khi test.

b) M4 hoa log, kiém soat quyén truy cp, luwu trit an toan va tuan tha chinh
sach retention.

1.2. Phan loai kho khan

Céc yéu té anh huong

Cic yéu té anh | Piém . £ Mirc trung ,
STT hwéng t6i da Murc thap binh Murc cao
1 |S6 luong co sé| 40 <5:10 6—20: 25 >20: 40
dix li¢u giam sat
2 | Muc d¢ phan tan | 20 Tap trung 1 | 2-3 cum vung Nhiéu
hé thong CSDL cum: 5 mang: 10 vung/DMZ/cloud:
20
3 |Mic do ép dung | 25 | Sirdungsin| C6 diéuchinh, | Tuy bién nhiéu
co ché mé hoa va tinh nang script bo trg: | mic, cd 16p trung
an danh DBMS: 5 15 gian: 25
4 | Muc do tich hop | 15 Cosanh¢ | Cologriéngré | Phai trién khai
va kiém soat log thong log tung DB: 10 moi hodc hop
tap trung tap trung: 5 nhat log: 15
Phan loai khé khan
STT Mirc d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
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1.3. Dinh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
1 | Maé hoa dir liéu nhay cam (at rest, in 1 2
transit), an danh dir li¢u khi test
2 | M3 hoa log, kiém soat quyén truy cap, 1 3
Ivu trir an toan va tuan tha chinh sach
retention
1.4. Binh muc
STT Danh muc cong viéc PVT | KK1 | KK2 | KK3
1 |Ma héaqdﬁ: liéu nhay cam (at rest, in| CSDL 1,8 2.4 3,4
transit), an danh dir 1i€u khi test
2 | Ma hoa log, kiém soat quyén truy cap,| CSDL | 1,6 | 22 | 3,0
Ivu trir an toan va tuan thu chinh sach
retention
2. Dinh mirc thiét bi
Ca/01 CSDL
Ma hoa dir liéu | Ma hoéa log, kiém
’ Cong nhay cam (at soat quyeén truy cap,
STT Thiét bi DbVT | suat rest, in transit), luu trir an toan va
(Kw) | andanh dit li¢u | tuan thu chinh sach
khi test retention
1 | M4y tinh dé ban Cai 0,4 0,2 1,2
2 | May in laser Cai 0,6 0 0,053
3 | Diéu hoa nhiétdo | Cai 2,2 0,034 0,101
4 | bi¢n nang Kw 1,3 6,2
3. Binh mtrc dung cu
Ca/01 CSDL
. Ma hoa dir liéu Ma hoa log, kiém soat
Thoi nhay cam (at rest én truy cap, luu trir
STT Dung cu DVT | han hay cam i - | W N \ ‘pi ,
(thang) in transit), an danh an toan va tuan thu
dir li€u khi test chinh sach retention
1 | Ghé Cai | 96 0,2 1,2
2 |Banlamviéc | €4 | 96 0,2 1,2
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3 | Quat tran Cai 96 0,035 0,21
4 Dén neon Bo 24 0,1 0,6
5 bi¢n nang kW 0,06 0,38
4. Binh muc vat liéu
M3 hoa dit liéu nhay | M3 hoa log, kiém soat quyén
STT Vat liéu bVT gém (at rest, in transit), | truy cap, luu trit an toan va
an danh dir liéu khi test | tuan thu chinh sach retention
1 |Gidy in A4 Gram 0,015
2 | Muyc in laser Hop 0,015

VI. Danh gia va cai tién

1. Binh muc lao dong

1.1. NO1 dung cong viéc

a) Ra soat quyén tai khoan, kiém tra chinh sach backup va ma hoa dinh

ky.
b) Kiém thir xAm nhap database, cap nhat baseline bao mat.
1.2. Phan loai kho khan
Céc yéu t6 anh hudng
Cac yéu t6 anh | Diém . £ Mirc trung .
STT hwéng t6i da Mirc thap binh Mirc cao
1 |[SbH lugng co s | 40 <5:10 6-20: 25 >20: 40
dir liéu can danh
gia dinh ky
2 | Muc d6 phén tan | 20 Cung mang | 2-3 mang Nhiéu
hé thong co s¢ dir no1 bo: 5 con: 10 vung/DMZ/clou
liéu d: 20
3 | Muc d6 phirc tap 25 Quyén don C6 phén Nhiéu tang
cua quyén truy gian, quyén chi quyén, backup
cap va chinh sach backup tap | tiét, backup doc lap: 25
backup trung: 5 theo nhom:
15
4 | Muc do tich hop| 15 | Cécongcu | Kiém thir Kiém thtr thu
Va‘l7 tu dong hoa tu dong ban ty dong: | cong, cap nhat
ki€ém thir/baseline dinh ky: 5 10 baseline thu
cong: 15
2 2
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Phan loai khé khan

STT Mire d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K=>280
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Ra soat quyén tai khoan, kiém tra chinh 1 2
sach backup va ma hoéa dinh ky
2 | Kiém thir xadm nhip database, cdp nhat 2 1 3
baseline bao mat
1.4. Binh murc
STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 | Ra soat quyén tai khoan, kiém tra chinh | CSDL | 1,6 | 22 | 3.0
sach backup va ma hoéa dinh ky
2 | Kiém thr xdm nhap database, cdp nhat| CSDL | 1,8 | 2,6 | 3.6
baseline bao mat
2. Dinh muc thiét b
Ca/01 CSDL
. Ra sodt quyen tal | yx o vam
’ Cong khoan, kiém tra nhin database
STT Thiét bi DVT |  suft chinh sach Ap Gatabase,
N cap nhat
(Kw) backup va m3 baseline bao mat
hoéa dinh ky :
1 | May tinh dé ban Cai 0,4 0,2 1,2
2 May in laser Cai 0,6 0 0,053
3 Diéu hoa nhiét 46 | Cai 2,2 0,034 0,101
4 bién nang Kw 1,3 6,2
2 2
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3. Binh muc dung cu

Ca/01 CSDL
. Ra soat quyén tai R A A
Thot Kkhoan. kiém tra chinh Kiém thtr xam nhap
STT Dung cu DVT | han C 1 o database, cap nhat
(thang) sch backup va ma baseline bao mat
hoéa dinh ky :
1 | Ghé Cal | g 0,2 12
2> |Banlamvice | €M | 96 0,2 1.2
3 | Quat trin Cai | g 0,035 0,21
4 | Bén neon Bo 24 0,1 0,6
5 | bién nang kW 0,06 0,38
4. Binh muc vat liéu
Ra soat quyén tai khoan, | Kiém thtr xAm nhap
STT Vat liéu DVT | kiém tra chinh sach backup | database, cap nhat
va ma hoéa dinh ky baseline bao mat
1 |Gidyin A4 Gram 0,015
2 |Muc in laser Hop 0,015
CHUONG VI
DINH MUC GIAM SAT DAM BAO AN TOAN THONG TIN
CHO NGUOI DUNG

L. Chuan bj va thiét 1ap

1. Binh mtc lao dong

1.1. NOi1 dung cong viéc

‘ a) Kiém ké danh sach tai khoan nguoi dung, vai trd, nhom, va cac dac

quyen.

b) Thiét 1ap hé théng quan 1y danh tinh va truy cap (IAM) va bat audit log
cho céc su kién xac thuc (Active Directory/SSO).

¢) Cau hinh giam st truy cép tir xa (VPN, VDI) va céac dich vu chia sé tai
nguyeén.

d) Ap dung chinh sach mat khau va xac thuc da yéu té6 (MFA).

1.2. Phan loai kho khan

Céc yéu té anh huong
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Cac yéu t6 anh Piém , £ Mirc trung .
STT hwéng t6i da Mirc thap binh Mikc cao
1 |Sb luong tai khoan| 40 <200: 10 201-1000: >1000: 40
nguoi dung trong hé 25
thong
2 | Mitc do phan tan h¢ | 20 1 hé théng 2-3 hé >3 hé thong
thong xac thuc (AD, tap trung: 5 | thong: 10 hodc da moi
LDAP, SSO, Cloud truong (cloud +
IAM) on-prem): 20
3 | Muc do tich hop va 25 Co sian IAM | C6 cong cu Chua co héq
tu dong hoa valogtap | quanlyroi | thong, can trién
[AM/audit trung: 5 rac: 15 khai méi: 25
4 |Muac do phuc tap| 15 | Xacthucl | CoMFA Nhiéu 16p
cua co ché xac thuc 16p: 5 va VPN: 10 | (MFA, VPN,
(MFA, VPN, VDI, VDI, federated
chia sé tai nguyén) login): 15
Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. PBinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Kiém ké danh sach tai khoan nguoi dung, 1 1 2
vai tro, nhoém, va cac dic quyén
2 | Thiét lap hé thong quan ly danh tinh va 2 1 3
truy cap (IAM) va bat audit log cho céc su
kién xac thuc (Active Directory/SSO)
3 | Cau hinh giam sat truy cép tir xa (VPN, 2 2
VDI) va cac dich vu chia sé tai nguyén
4 Ap d,1_1ng chinh sach mat khau va xac thuc 1 1 2
da yéu t6 (MFA)
2 2
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1.4. Binh muc

STT Danh muc cong viéc DPVT | KK1 | KK2 | KK3
1 Kiém ké danh sach tai khoén‘ nguoi dung, | 100 tai | 1,2 1,6 2,2
vai trd, nhom, va céc dic quyén khoan
2 | Thiét 1ap h¢ thong quan 1y danh tinh va | Hé 1,8 | 2,6 | 36
truy cap (IAM) va bat audit log cho céc su | thong
kién xac thuc (Active Directory/SSO)
3 | CAu hinh giam sat truy cap tu xa (VPN, Hé 1,6 2,2 3,0
VDI) va cac dich vu chia sé tai nguyén thong
4 Ap dpng chinh sach mat khau va xéc thuc | Chinh 1,4 2,0 2,8
da yéu to (MFA) sach
2. Pinh murc thiét bi
Ca/01 hé thdng
Kiém ké Thiét lap hé C?}J hlr}h Ap
danh x . .. | glamsat | dung
.+ ... | thong quanly A ]
sach tai . . truy cap | chinh
\ danh tinh va ; .
n khoan R tor xa sach
. Cong nguoi truy cap (IAM) (VPN mat
STT| Thiétbi | DVT| sudt | "8 | vabat audit log | e
dung, vai . ..o | VDI)va | khau va
(Kw) < cho cac su kién L1 ;
tro, , cac dich | xac thuc
, \ xac thuc . R
nhém, va . vuchia | dayéu
L e (Active r xs ;
cacdic | pirectory/sso) | SCH | 10
quyén ry nguyén | (MFA)
([ Maytinhde e 04 | 02 12 0,1 0,05
ban
2 | May in laser Cai | 0,6 0,018 0 0 0,004
3 | Dituhoa Cai | 2,2 | 0,034 0,101 0,017 | 0,008
nhiét do
4 | bién nang Kw 1,409 5,889 0,646 0,352

3. Binh mtrc dung cu

Ca/01 hé thong
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Kiémke | [Thictlaphe | o0 oo | Ap dung
, thong quan ly i chinh
danh sach . . giam sat , A
tai khodn danh tinh va truy cap tir sach mat
Thoi . truy cap (IAM) ; khau va
bV nguol . xa (VPN
STT | Dung cu T han dilne. vai va bat audit log VDI) VE‘l’ xac thuc
(thang) | | & cho cac su kién L da yéu to
tro, nhom, e thue cac dich (MFA)
va céc‘ dac (Ac ti\;e vu chia sé
quyen Directory/SSO) tal nguyen
1 | Ghé Cai 96 0,2 1,2 0,1 0,05
2 | Bk g | g6 0.2 12 0,1 0,05
3 S;?t Cai 96 0,035 0,21 0,02 0,018
4 |20 gy |24 0,1 0,6 0,05 0,025
5 fl);flrg‘ kW 0,063 0,378 0,032 0,016
4. Binh murc vat liéu
Thiét lap hé Ap dung
thong quan CAu hinh chinh sach
Kiém ké danh 1y danh tinh giam sat mat khau va
sach tai va truy ¢ap truy cap tu xac Ehu’(i da
o khoan nguoi | AMIVa 1 SypN, | YRt
STT Vat liéu bVT \ - . | bat audit log \ (MFA)
dung, vai tro, cho cAc su VDI) va cac
nhoém,vacac|,.. , - |dich vu chia
dic quyén kign xdc sé tai
: thuc (Active neuven
Directory/S gy
SO)
1 Gidy in A4 Gram 0,015 0 0,015
2 Muc in laser Héop 0,003 0 0,003

khau, thay doi vai tro.

I1. Thu thap va giam sat

1. Binh mtc lao dong

1.1. NOi1 dung cong viéc

a) Thu thap log ding nhap/ding xuat thanh cong/thit bai, thay ddi mat

b) Giam sat dang nhap bat thuong (tir IP la, ngoai gid hanh chinh, tbc do
di chuyén khong thé 1y giai).

¢) Giam sat hanh vi nguoi ding dic quyén (Admin, Root, DBA) trong
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vi€c truy cap tai nguyén.
d) Thu thap log truy cap vao dir liéu nhay cam (qua DLP, file share audit).
1.2. Phan loai kho khan

Cac yéu to anh hudng

Cic yéu to anh Pié¢m , £ Mirc trung ,
STT hwéng t6i da Mikc thap binh Mirc cao
1 Sé lugng nguoi dung | 40 <200: 10 201-1000: >1000: 40
can giam sat 25
2 |Mac do da dang 20 1-2 nguén: | 3—4 ngudn: >5 ngudn
nguon log (AD, VPN, 5 10 hodc tich hop
DLP, Uung dung ndi SIEM phure
bo, SSO, file server) tap: 20
3 | Muc 46 tu dong hoa 25 Co san cong Ban tu Thu cong,
phan tich hanh vi va cu dong, c6 | can tong hop
canh béao SIEM/Audit | script kiém | va phan tich
log tu dong: | tra dinh ky: | log riéng 1é:
5 15 25
4 | Muc do phurc tap cua 15 Dir liu C6 nhiéu Nhleu lop
quyén truy cap va dir phan cap ro nth va | quyén, chong
liéu nhay cam rang, it quyén tuy chéo, can
nhom déc chinh: 10 | phan tich chi
quyén: 5 tiét: 15
Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280

1.3. Binh bién

STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Thu thép log dang nhép/dang xuét thanh | 1 1 2
cong/that bai, thay d61 mat khau, thay doi vai tro
2 | Giam sat dang nhép bat thuong (tu IP la, ngoai 2 2
gid hanh chinh, tbc d6 di chuyén khong thé 1y
giai)
2 -
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3 | Giam sat hanh vi nguoi dung dic quyén (Admin, 2 1 3
Root, DBA) trong vi¢c truy cap tai nguyén
4 | Thu thap log truy cap vao dir liéu nhay cdm (qua | 1 1 2
DLP, file share audit)
1.4. Binh muc
STT Danh muc cong viéc bVvT KK1 | KK2 | KK3
1| Thu thap log dang nqhép/déngqxuét thanh | 100 tai 1,4 1,8 2,6
cong/that bai, thay doi mat khau, thay doi | khoan
vai tro
2 | Giam sat dang nhap bat thuong (tur IP la, | 100 tai 1,6 2,2 3,0
ngoai gio hanh chinh, téc d6 di chuyén | khoan
khong thé 1y giai)
3 | Giam sat hanh vi nguoi dung dic quyén | Nguoi 1,8 2,6 3,6
(Admin, Root, DBA) trong viéc truy cép | dung déc
tai nguyén quyén
4 | Thu thap log truy cdp vao dir li¢u nhay | H¢ théng 1,6 2.4 3.4
cam (qua DLP, file share audit)
2. Dinh muc thiét bi
Ca/01 hé thdng
Thu thap (jlam sa}t Gl‘am SE.I'[ Thu thap
log ding dang nhap hanh vi log truy
o ax bat thuong | nguoi dung | cap vao
nhap/dang \ 9 A ~ 1A
o S5 (tu IP la, dac quyén dir liéu
X Cong | xuat thanh ngoai gio (Admin nhay cam
STT| Thiétbi |DVT| sudt | cong/that | 8038 ’ 2y
(Kw) | bai, thay hanh chinh, Root, (qua
A tocdo di | DBA) trong | DLP, file
do1 mat 2 o
khau, thay chuyén viéc truy share
e > khong thé cap tai audit)
01 val tro y R
1y giai) nguyén
{ [Maytnhde | og gy 0,2 12 0,1 0,05
ban
2 | Mayinlaser | Cai | 0,6 0,018 0 0 0,004
3 | Dituhoa Cai | 22 | 0,034 0,101 0,017 0,008
nhiét do
4 | bién nang Kw 1,409 5,889 0,646 0,352
2 2
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3. Binh muc dung cu

Ca/01 hé théng

Thu thap o Gidm sat Thu thap
loe d Giam sat hanh vi log t
08 GANS | 43ng nhap bét anfi vi 08 iy
nhap/dang £ Ihap nguoi dung | cap vao
. X, o1 thuong (tu IP 9 A A
PV Thot | xuat thanh la. Noodi eid dac quyén dir liéu
STT | Dung cu han cong/that - & ’g (Admin, nhay cam
T ; . hanh chinh,
(thang) | bai, thay tbe do di Root, DBA) (qua
do1 mat 214 A trong viéc | DLP, file
khau, thay chuyén khong truy cap tai share
2. the ly giai) e :
doi vai tro nguyén audit)
1 | Ghé Cai 96 0,2 1,2 0,1 0,05
o |Banlam | ol g 0,2 1,2 0,1 0,05
viéc
3 Q}lat Cai 96 0,035 0,21 0,02 0,018
tran
4 |DPen Bo | 24 0,1 0,6 0,05 0,025
neon
5 | Dien kW 0,063 0,378 0,032 0,016
nang
4. Binh muc vat liéu
Thu t?ép log GiémAsét (;iéng Gidm st hanh Thu théqc:
Ei ans n‘h ap be}t vi nguoi dung log tru~y L
nhe;}p/da‘mg thuong (tu: IP dic quydn vao dir 1}6}11
STT| Vatliew | pyr | Xvatthanh | la, ngoai gio |\ ¢ . g | mhay cam
cong/ttgat bai, hal}h chinh, DBA) tron (qua DLP,
thay doimat | tbedodi | i C 0 cai file share
khau, thay | chuyén khong (i neuvén audit)
ddivaitro | thé Iy giai) sty
1 |Gidyin A4 Gram 0,015 0 0 0,015
2 | Muc in laser Hop 0,003 0 0 0,003

II1. Phan tich va twong quan

1. Binh muc lao dong

1.1. NOi dung cong viéc

a) Xay dung baseline hanh vi cho ting nhém nguoi dung (gio lam viéc,
tai nguyén truy cap, khoi luong download/upload).

b) Twong quan ding nhap thanh cong bat thudng + truy cap tép nhay cam
+ download khéi lwong 16n — 10 ri dir liéu ndi bo.
¢) Phén tich chudi sy kién dé phat hién tin céng chiém quyén tai khoan
(account takeover).
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1.2. Phan loai khé khan

Cac yéu té anh huong

Y S . Piém . A Mirc trung .
STT | Cac yéu to anh hudéng t6i da Mire thap binh Mikc cao

1 |S6 luong nguoi dung | 40 <200: 10 201-1000: >1000: 40
va nhom nguoi dung 25
can phan tich hanh vi

2 | S6 luong ngudn log va| 20 | 1-2ngudn: 5 | 3—4 ngudn: | >5 ngudn: 20
murc do twong quan dir 10
liéu (SIEM, DLP, AD,

VPN, File Server)

3 |Muc d0 tg dong hoa| 25 Co cong cu Ban tur Phan tich thu
phan tich va xay dung phén tichsan | dong, can | cong, khong co
baseline hanh vi (UEBA, cau hinh tha | cong cu: 25

SIEM): 5 cong: 15

4 | Mtc do phte tap trong | 15 Cac mau Trung binh | Nang cao (da
mo6 hinh twong quan sy tuong quan (3—4 dicu chuoi su kién,
kién va phat hién tan dqn gian (2 kién, két thoi gian, IP,
cong dicu kién): 5 | hop log): 10 | hanh vi): 15

Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Pinh bién
Bang s6 01:
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom

1 | Xay dung baseline hanh vi cho tung nhom | 1 1 2
nguoi dung (gio lam vi€e, tai nguyén truy
cap, khoi lugng download/upload)

2 | Tuong quan ding nhdp thanh cong bat 2 1 3
thuong + truy cép tép nhay cam + download
khoi lugng 16n — 10 ri dit li€u ndi bo

3 | Phan tich chudi sy kién dé phat hién tan 2 1 3
cong chiém quyén tai khoan (account
takeover)

2 2
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1.4. Binh muc

STT Danh muc cong viéc bvT KK1 | KK2 | KK3
1 | Xay dung baseline hanh vi cho tung Nhom 1,6 2,2 3,2
nhom nguoi dung (gio lam vi€c, tai | ngudi dung
nguyén truy cap, khoi luong
download/upload)
2 T}mng quan dang nhadp thanh cong | Mo hinh 1,8 2,6 3,6
bat thuong + truy cap tep nhay cam | tuong quan
+ download khoi lugng 16n — 1o ri
dir liéu noi bd
3 | Phan tich chuoi sy kién dé phat hién | Chudi su 2,0 | 2.8 3,8
tan cong chiém quyén tai khoan kién
(account takeover)
2. Pinh murc thiét bi
Ca/01 Chudi sy kién
Tuong quan | Phan tich
Xay dung dang nhap chudi sy
baseline hanh vi thanh cong kién dé
. cho ting nhom | bat thuong + | phat hién
; Cor}g nguoi dung (gio | truy cap té tdn con
STT| Thiétbi | DVT | suat | "EWoraunele Y cap %P n8
lam viéc, tai nhay cam + chiém
(KW) ~ ~ A e
nguyén truy cap, download quyeén tai
khoi lugng khoi lugng khoan
download/upload) | 16n — 10 ri (account
dir 1iéu no1 b | takeover)
|| Miytinhde | g gy 0,2 12 0,6
ban
2 | May in laser Cai 0,6 0 0,053 0,053
3 |Dieuhoa Cai | 2.2 0,034 0,101 0,101
nhiét do
4 | bi¢n nang Kw 1,3 6,2 4,2

3. Binh mrc dung cu

Ca/01 Chudi su kién
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Xay dung Tl{ong quan Phan tich
) . . dang nhap x. A
baseline hanh vi ) o <. | chuoi su kién
. \ thanh cong bat O
. cho ting nhom \ deé phat hién
Thoi nguoi dung (gio thudng + truy tan con
STT | Dungcu | BVT | han & . A & g cap tép nhay . X g;
. lam viéc, tai , chiém quyén
(thang) . ~ cam + - ;
nguyén truy cap, download khdi tai khoan
khoi lugng lrone 160 — 1o (account
download/upload) | ong ‘on 1o takeover)
ri dir liéu ndi bd
1 | Ghé Cai | 96 0,2 1,2 0,6
o |Banlam [ Cai [ g0 0.2 1,2 0,6
viéc
3 | Quattran | Cai 96 0,035 0,21 0,105
4 | DBeénneon | BO 24 0,1 0,6 0,3
s | Dien kW 0,06 0,38 0,19
nang
4. Pinh muc vat liéu
Xay dung Tuong quan N
baseline hanh vi |dang nhap thanh | Phan tich chuoi
cho timg nhom | cong bat thuong | su kién dé phat
STT Vat lieu DVT nguoi dung (gio |+ truy cap tép hién tan cong
T lam viéc, tai  |nhay cam+ | chiém quyén tai
nguyén truy cép, |download khoi | khoan (account
khoi luong luong 16n — ro takeover)
download/upload) |ri dit liéu ndi bo
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003

IV. Ung citu ban diu

1. Binh mtc lao dong

1.1. NOi dung cong viéc

a) VO hi¢u hoa hodc tam khoéa tai khoan bi chiém quyén.

b) Budc ding xuat (force logoff) va reset mat khau cho ngudi dung.

¢) C6 1ap thiét bi dau cudi cua ngudi dung c6 hanh vi bat thuong.

d) Théng bao va phdi hop v6i phong ban nhan su/quan 1y dé xac minh.
1.2. Phan loai kho khan

Cac yéu té anh huong
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Cic yéu t6 anh Piém X Mire
STT yeu £ Mirc thap trung Mirc cao
hwdng toi da )
binh
1 |SH lugng tai khoan va 40 <50: 10 51-200: >200: 40
thiét bi can tng ctru 25
2 |Mtc do phan ,tain 20 1-2 site: 5 3-5 site: >5 si‘te hoac
nguoi dung va thiét bi 10 nhiéu moi
(van phong, remote, truong cloud: 20
VDI)
3 |Mic d6 phac tap| 25 Phéi hop Trung | Phuc tap, nhiéu
trong quy trinh phoi don gian, it | binh, nhiéu | phong ban va
hop vdé1 cac phong budc: 5 | phong ban: approval: 25
ban 15
4 | Muc do nguy co va 15 Tai nguyén | Mot sd dir Dt liéu nhay
khoi lugng dir liéu/tai it nhay liéu quan | cam horaflc nhiéu
nguyén lién quan cam: 5 trong: 10 h¢ thong: 15
Phan loai khé khan
STT Mirc dd khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>380
1.3. PBinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 [Vo ’ hi¢u héa hodc tam khoa tai khoan bi 1 1 2
chiém quyén
2 | Bugc dang xuat (force logoff) va reset mat | 1 1 2
khau cho nguoi dung
3 | Co lap thjét bi dau cubi cia ngudi dung co 2 1 3
hanh vi bat thuong
4 | Thong bao va phéi hop véi phong ban nhan | 1 1 2
su/quan ly dé xac minh
1.4. BPinh muc
STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 [Vo hié:u hoa ‘hoéc tam khoa tai khoan | Tai khoan 1,2 1,6 2,2
bi chiém quyén
2 | Budc d?ng Xuét (force logoff) va reset | Tai khoan 1,4 2,0 2,8
mat khau cho nguoi dung
2 -
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3 | Co lgp thiét bi dau cudi cia nguoi| Thiét bi 1,6 | 24 | 32
dung c6 hanh vi bat thuong
4 | Thong bao va phéj hop v&i phong ban | Truong 1,0 1,6 2,2
nhan sy/quan 1y dé xac minh hop
2. Dinh murc thiét bi
Ca/01 thiét bi
Bugc Colap | Thong bao
Vo hiéu | dang xuat |  thit by va phoi
n hoa hodc (force dau cudi hop voi
Z Cong tam khoa | logoff) va | cua nguoi | phong ban
STT Thiét bi DVT | suat | . . A \ . ~
(Kw) tai khoan | reset mat | dungco nhan
bichiém | khaucho | hanhvi | sy/quanly
quyén nguoi bat dé xac
dung thuong minh
| |Maytinhde Cai | 04 0,2 1,2 0,1 0,05
ban
2 | May in laser Cai | 0,6 0,018 0 0 0,004
3 ?ée“ hoanhi¢t | i | 22 | 0034 | o0 0,017 0,008
4 | bién nang Kw 1,409 5,889 0,646 0,352
3. Binh mirc dung cu
Ca/01 thiét bi
Budc Co lap Thong
V6 hiéu héa dang xuat tlnet bA1 beAtc.) va
. 9 (force dau cudi | phdi hop
bv Thoi hodc tam logoff) va | cua nguoi | véi phon
STT | Dung cu han khoa tai sOtU v ua NEUOL | VO1 photg
T ; s reset mat | dungcd | ban nhan
(thang) khoan bi x \ . )
chiém quyén khau cho hanh vi sw/quan
nguoil bat 1y dé xéc
dung thuong minh
1 |Ghé Cai 96 0,2 1,2 0,1 0,05
o |Banlam oy g6 0.2 1,2 0,1 0,05
viéc
3 |Quattran | Cai 96 0,035 0,21 0,02 0,018
4 | DBeénneon | BO 24 0,1 0,6 0,05 0,025
s |Dien kW 0,063 0,378 0,032 0,016
nang
2 2
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4. Binh murc vat liéu

V6 hiéu hoa BuAQc dang Cp I;glp thlA’e.t Thong bao
< xuat (force | bi dau cudi | va phoi hop
hodc tam logoff) va cua nguodi | voi phon
STT| Vatlieu | DVT | khéatai | o200 2 et prone
, .. |reset mat dung c6 ban nhan
khoan bi P ) X Y s
chiém quyén khau cho hanh vi bat | su/quan ly
nguoi dung thuong | dé xac minh
1 |Gidyin A4 | Gram 0,015 0 0 0,015
2 |Mucinlaser | Hop 0,003 0 0 0,003

V. Bdo mat dir liéu va log

1. Binh muc lao dong

1.1. NO1 dung cong viéc

a) Pém bao log xac thuc dugc ma hoa va luu trit an toan, tach biét khoi
log hé thong.

b) Tuén thu chinh sich luu gitr log theo quy dinh phép luét.

¢) Thuc hién an danh (anonymization) hodc che giau (masking) thong tin
nhéan dang ca nhan (PII) trong log.

1.2. Phan loai khé khan

Cac yéu té anh huong

S S O <R . Mirc
STT Cac g&g;o anh glieg; lt\]/{:‘:c trung Mikc cao
8 P binh
1| 84 luong log va he| 40 | <S0log | 51-200 | >200 log nguon: 40
thong luu trit log can nguén: | log nguon:
quan ly 10 25
2 | Mérc d6 phan tan va | 20 1 site 2-3 >3 site/mdi truong
tach biét log (cuc bd, hoac tdp | site/mdi hoac phuc tap: 20
tap trung, cloud) trung: 5 | truong: 10
3 | Mtc 46 4p dung co | 25 | Sudung | C6 diéu’ Ty bién cao, nhiéu
ché b.élo mét va ti{lh nang | chinh/thiét 16p
anonymizatioﬁ san c6: 5 | lap thém: | masking/anonymizat
15 ion: 25
4| Tuan tha chinh sach | 15 | Quydinh | Trung Nhiéu quy dinh,
lwu gitt log va quy don gian, binh, nhiéu loai log nhay
dinh phap luat itloai | nhicu loai cam: 15
' ' log: 5 log: 10
Phan loai kho khan
2 *
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STT Mirc do kho khan Khoing diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Binh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Dam bao log xac thyc dugc mé hoa va luu 1 2
trlr an toan, tach biét khdi log hé thong
2 | Tuan thu chinh sich luu gitt log theo quy 2
dinh phap luat
3 | Thyc hién an danh (anonymization) hoic 1 2
che giau (masking) thong tin nhan dang ca
nhan (PII) trong log
1.4. Binh muc
STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 bam bao log xac thyc dugc ma hg’)a va luu Hé 1,6 2,2 3,0
trir an toan, tach biét khoi log hé thong thong
2 | Tuan thu chinh sach luu gitr log theo quy | Loai log 1,4 2,0 2.8
dinh phap luat
3 Thuc hién an danh (anonymization) hodac che Hé 1,8 2,6 3,4
gidu (masking) thong tin nhan dang cd nhan | thong
(PII) trong log
2. Pinh mec thiét bi
Ca/01 h¢ thng
Pam bao log | Tuan thu | Thyc hién an danh
xac thuc chinh (anonymization)
’ Cong | duoc md hoa | sach luu hodc che giau
STT Thiét bi DVT | suat | valuutritan | gilr log (masking) thong
(Kw) | toan, tach theo quy | tin nhan dang cé
biét khoi log | dinh phap | nhén (PII) trong
hé thong luat log
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | biéu hoa nhiétdo | Cai 2,2 0,034 0,101 0,101
4 | Dién nang Kw 1,3 6,2 472
2 2
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3. Binh muc dung cu

Ca/01 hé théng

Darfl bao log Tuarrl thu Thuc hién an danh
xac thyc chinh (anonymization)
Tho1 | duoc ma hoa | sach luu hoécyche Ay
STT Dung cu DVT | han |valuutritan | gitr log (maskin ) th%n tin
(thang) | toan, tdich | theo quy Sing) thons -
s : 7 | nhan dang c4 nhan
biét khoi log | dinh phap (PII) trong lo
hé théng luat glog
1 | Ghé Cai | 96 0,2 1,2 0,6
2 | Ban lam viéc Cai 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
4. Binh muc vat liéu
Pam bao log | Tuanthii | Thuc hién an danh
xac thyc duge | chinh sach | (anonymization)
FUTA ma hoa va luu | luu gitlr log hoac che giau
STT Vatlieu bVT trir an toan, theo quy | (masking) thong tin
tach bi¢t khoi | dinh phap | nhén dang ca nhan
log hé thong luat (PII) trong log
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003

VI. Panh gia va cdi tién

1. Binh muc lao dong

1.1. NG1 dung cong viéc

a) Ra soat dinh ky cac tai khoan khong hoat dong (idle accounts) va dac

quyén.

b) Thuc hién céc chién dich kiém tra phishing va dao tao nhan thuc bao

mat cho nguoi dung.

c¢) Cap nhat baseline hanh vi UEBA dua trén cac su cd da Xay ra.

1.2. Phan loai kho khan

Cac yéu té anh huong
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Cic yéu t6 anh Pié¢m Murc Mirc trung .
STT hwéng tdi da thap binh Mire cao
1| S8 luong tai khoan va 40 <200: 10 | 201-1000: >1000: 40
nguoi dung can ra 25
soat/dao tao
2 | Mtc dd phan tan he | 20 1-2 site: | 3-5site: 10 >5 site hodc
théng va nguoi ding S nl‘néu moi
(co s0, remote, VDI) tru’ongocloud:
3 | Mirc d6 phirc tap cta | 25 Chién Co diéu | Phuc tap, nhiéu
chuoné trinh kiém tra d.ith do;n Chi?h/tfly tin.l"i huél}g,
phishing/UEBA gian, mau bién: 15 nhle_:u nhom
co san: 5 nguoi dung: 25
4 | Muac do cap nhat va 15 Cap nhat Cap nhat Cap phat toa‘tp
cai tién dua trén su cd don gian: | theo nhém/sy | h¢ thong, nhicu
thue t& ' 5 kién: 10 nguén log: 15
Phan loai khé khan
STT Mirc dd khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K >80
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom
I I Ra soat dinh ky cac tai khoan khong 1 1 2
hoat dong (idle accounts) va dac quyén
2 | Thyc hién céc chién dich kiém tra 2 1 3
phishing va dao tao nhan thirc bao mat
cho nguoi dung
3 | Cap nhat baseline hanh vi UEBA dya | ! 1 2
trén cac sy c0 da xay ra
1.4. Binh murc
STT Danh muc cong viéc bVT KK1 | KK2 | KK3
' | Ra soat dinh ky cdc tai khoan khong | Taikhoan | 1.4 1 2.0 | 2.8
hoat dong (idle accounts) va dac quyén
2 2
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2 | Thyc hién céc chién dich kiém tra | Chi€ndich | 1,6 | 2.4 | 3.2
phishing va dao tao nhan thirc bao mat
cho nguoi dung
3 Cép nhét baseline hanh vi UEBA dya Hg thong 1.8 2,6 3,6
trén cac sy c0 da xay ra
2. Dinh murc thiét bi
Ca/01 hé thong
Ra soat dinh Th}rc hién ce}c Céap nhat
Thei ky cac tai chién dich kiém | baseline hanh
STT| Thiétbi bv han khoan kPong tra‘phlshmgAva VIAUEPA du’?
T (thang) hoat dong dao tao nhan trén cac su co
& (idle accounts) |  thirc bao mat da xay ra
va dac quyén | cho nguoi dung
1 N{ay‘tmh Bo 60 4,027 24,160 24,160
de ban
o | Mayin Cai | 60 |~
laser
3 Dl.e}l h(za Céi 96 0,705 4,228 4,228
nhiét do
4 | May Cai | 96 |- ] '
photocopy
5 Dién nang W 15,644 93,862 93,862
(kw)

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mtrc dung cu

Ca/01 hé thong

Ra soat dinh Th,l,Ic hién cé}c Cap nhat
ky cac tai | chién dich kiém | baseline
Thoi khoan tra phishing va | hanh vi
STT Dung cu DVT | han khong hoat dao tao nhan UEBA
(thdng) | dong (idle thirc bao mat dwa trén
accounts) va | cho nguoi dung | cdc sy co
dac quyén da xay ra
Ghé Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
2 2
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Quat tran 0,1 - 0,881 0,881 5,285
3 KW Cai 60
4 bén neon 0,04 Bo 36 2,517 2,517 15,100
kW
5 | bi¢n nang (kw) kW 1,586 1,586 9,513

Ghi chi: Mtc thiét bi trén tinh cho loai KK2, mitc cho céc loai kho khan
khac tinh nhu sau:

KK1=0,8 x KK2.

KK3=1,3 x KK2.

4. Binh murc vat liéu

Ra soat dinh ky Thuc hién géc Cap nhat
cac tai khoan  chién dich kiém tra aseline hanh
STT Vit licu DVT |khong hoat dong phishing va dao tao \vi UEBA dya
(idle accouqts) va [nhan thirc bao mat trén cac su co
dac quyén cho nguoi dung da xay ra
Giéy in A4 Gram - - -
2 | Muc in laser Hop - - -
Muc may n
3 photocopy Hop - - -
4 | Cap dé tai licu Cai - - -

, CHUONQ VII ‘ A
DINH MUC GIAM SAT DAM BAO AN TOAN THONG TIN

CHO TOAN BO HE THONG (SOC - TRUNG TAM DIEU HANH
AN NINH MANG)

I. Chuén bi va thiét 1ap

1. Binh muc lao dong

1.1. Noi dung cong vige

_a) Trién khai va cAu hinh h¢ thong SIEM/SOAR, tich hop log tir cac
ngudn: mang, may chu, itmg dung, co s& dir liéu, endpoint, cloud.

b) Xay dung thu vién tinh hudng (use-case library) theo mé hinh MITRE
ATT&CK.

_ ©) Xac dinh ngudng canh bao, mirc do uu tién (severity), quy trinh phan
quyén xu ly.

1.2. Phan loai kho khan

Cac yéu té anh huong
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Cac yéu t6 anh Piém , £ Mirc trung .
STT hwéng t6i da Mire thap binh Mire cao

1 |Sé luong ngudn 40 <5 ngudn: | 6-10 ngudn: | >10 ngudn: 40
log can tich hop 10 25
(mang, server, ing
dung, DB,
endpoint, cloud)

2 | Muc do phtc tap 20 Hé théng | Hé théng c6 | Hé thng pht’rc
cuia h¢  thong co ban, it vai tap, nhicu
SIEM/SOAR  va playbook: | playbook: 10 | playbook & tu
workflow xu ly 5 dong hoa: 20

3 | Muac do phat tr,ién 25 Sudung | Chinhstava | Xay dyung toan
thu vién tinh hudng tinh b6 sung tinh | b thu vién theo
(use-case library) hudng hudng: 15 to chuic/phong
MITRE ATT&CK mau sén: ban: 25

5

4 | Muc do thiét lap 15 Ngudng Ngudng Ngudng phuc
ngudng canh bdo, don gidn, | trung binh, tap, nhiéu rule,
severity va phan itrule: 5 | ruledaldp: | nhi€éu nhom xur
quyén xu ly 10 Iy: 15

Phan loai kho khan
STT Mue d6 kho khin Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 Nhom

1 |Trién khai va cdu hinh hé théng 2 1 3
SIEM/SOAR, tich hop log tir cac
ngudn: mang, may chu, ung dung, co
s& dir liéu, endpoint, cloud

2 | Xay dung thu vién tinh hudng (use-case 2 1 3
library) theo mo6 hinh MITRE
ATT&CK

3 | Xéc dinh ngudng canh bao, muc QC) uu 1 1 2
tién (severity), quy trinh phan quyén xu
ly

2 -
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1.4. Binh muc

STT Danh muc cong viéc bPVT | KK1 | KK2 | KK3
I |Trien khai va cdu hinh hé thong| HE | 22 | 32 | 45
SIEM/SOAR, tich hgp log tir cdc nguon: | thong
mang, may chu, ing dung, co so¢ dir liéu,
endpoint, cloud
2 | Xay dung thu vién tinh hudng (use-case | Use- 1,8 2,6 3,6
library) theo m6 hinh MITRE ATT&CK case
3 | Xac dinh ngudng canh bao, mﬁc do uu tién | Rule/Pl 1,6 2,4 3,2
(severity), quy trinh phan quyén xu 1y aybook
2. Pinh mec thiét bi
Ca/01 hé thong
Trién khai va cau Xay dung Xac dinh
hinh h¢ thong thu vién tinh | ngudng canh
.. SIEM/SOAR, tich | hudng (use- | bdo, muc do
A bv Thoi hop log tir cac case library) uu tién
STT | Thiét b han I 08 1 €ac e :
T (thang) ngudn: mang, may theo mo (severity),
g chu, itmg dung, co | hinh MITRE quy trint‘l
so dir ligu, ATT&CK phan quyén
endpoint, cloud xu ly
1 N{ay‘tmh Bo 60 4,027 24,160 24,160
deé ban
o [Maymofes | 60 |-
laser
3 Dl?}l h(za Céi 96 0,705 4,228 4,228
nhiét do
4 | May cai | 96 |- ] ]
photocopy
5 Dién nang KW 15,644 93,862 93,862
(kw)

Ghi chu: Mirc thiét bi trén tinh cho loai KK2, mirc cho cac loai khé khin
khac tinh nhu sau:
KK1=0,8 x KK2.
KK3 =1,3 x KK2.
3. Binh mtrc dung cu
Ca/01 hé thong
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Trién khai va cau | Xay dung Xéc dinh
hinh hé thong thu vién ngudng
SIEM/SOAR, | tinh huéng | céanh béo,
Thot tich hop log tur (use-case | muc dd uu
STT Dung cu DVT | han |cicngudn: mang, | library) tién
(thang) | may chu, Gng theo mo (severity),
dung, co s¢ dir hinh quy trinh
liéu, endpoint, MITRE phén quyén
cloud ATT&CK xu ly
1 | Ghé Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
3 | Quattran 0,1 kW | Cai 60 0,881 0,881 5,285
4 bén neon 0,04 Bo 36 2,517 2,517 15,100
kW
5 | bi¢n nang (kw) | kW 1,586 1,586 9,513

Ghi chu: Mrc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3 =1,3 x KK2.
4. Binh muc vat liéu

Trién khai va cau [Xay dung thu vién | Xac dinh
hinh h¢ thong tinh huong (use- |ngudng canh
SIEM/SOAR, tich | case library) theo |bao, mic do
Al 1eA hop log tir cac mo hinh MITRE uu tién
STT Vatligu bV ngudn: mang, may ATT&CK (severity),
chu, ing dung, co quy trinl}
so dir licu, phén quyén
endpoint, cloud xu ly
Giéy in A4 Gram - - -
2 | Muc in laser Hop - - -
Muc may A
3 photocopy Hop - - -
4 | Cap dé tai liéu Cai - - -

I1. Giam sat va phan tich

1. Binh murc lao dong

1.1. NO1 dung cong viéc

a) Gidm sat lién tuc 24/7 cac su kién an ninh trén toan hé théng.

b) Thuc hién phan loai (triage), lam giau dir li€u (enrichment), tuong quan
canh bao (correlation).
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lateral movement).
1.2. Phan loai khé khan

Cac yéu té anh huong

c¢) Phat hién hanh vi tAn cong (brute force, phishing, privilege escalation,

Cac yéu t6 anh | Piém Lk Mikc trung .
STT hwéng t6i da Mire thap binh Mikc cao
1 |Sé luong su kién | 40 <1000 su 1001-5000 >5000 sy
va canh bdo can kién/ngay: su kién/ngay: 40
giam sat 10 kién/ngay:
25
2 | Muc do phuc tap| 20 Triage don | Trung binh, | Phuc tap, nhiéu
trong phan loai, gian, it nhiéu nguon &
lam giau va tuong nguon: 5 nguon: 10 enrichment tu
quan dir li¢u dong: 20
3 | Muc do ,phét hién | 25 Chi mot sé Nhiéu loaj Phat hié}l nang
hanh vi tan cong hénhrvi phdé | hanh vi, két | cao, nhiéu kich
bién: 5 hop canh ban MITRE
bao: 15 ATT&CK: 25
4 |Mbc d6 tu dong| 15 | Giam satthu | Mot phan ty Giam sat tu
hoéa giam sat va cong, it rule: dong, co dong 24/7,
canh bao 5 playbook: | nhiéu playbook
10 va canh bao: 15
Phan loai khé khan
STT Mire d9 khé khiin Khoang diém (K)
1 KK1 K <50
2 KK2 50<K <80
3 KK3 K=>280
1.3. Binh bién
STT Danh muc cong viéc KS3 | KS4 Nhom
1 | Giam sat }ién tuc 24/7 cac su kién an ninh trén 2 1 3
toan h¢ thong
2 | Thyc hién phan loai (triage), lam giau dir li¢u 2 1 3
(enrichment), turong quan canh béo (correlation)
3 | Phat hién hanh vi tdn cong (brute force, phishing, 2 1 3
privilege escalation, lateral movement)
2 2
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1.4. Binh muc

STT Danh muc cong viéc bVT KK1 | KK2 | KK3
1 | Giam sat lién tuc 24/7 cac su kién an | H¢ théng 2,5 3,5 5,0
ninh trén toan hé thong
2 | Thuc hién phan loai (triage), lam giau | Canh bao 2,2 3,2 4,5
dir li¢u (enrichment), trong quan canh
bao (correlation)
3 | Phat hién hanh vi tdn cong (brute | Hanh vitdin | 2,0 | 3,0 | 4,0
force, phishing, privilege escalation, cong
lateral movement)
2. Dinh mirc thiét bi
Ca/01 hé thong
Giam sat Thuc hién phan Phét hién hanh vi
.. | lién tuc 24/7 | loai (triage), lam | tan cong (brute
Thot , A A S
ST A,y bv cac su kién giau dir licu force, phishing,
Thiét bi han : A ) E.
T T (thang) an ninh trén (enrichment), privilege
£ toan h¢ tuong quan canh | escalation, lateral
thong bao (correlation) movement)
1 N{ay‘tmh Bo 60 4,027 24,160 24,160
deé ban
o | Maym Cai | 60 |~
laser
3 Dl'e’l\,l h?a Céi 96 0,705 4,228 4,228
nhiét do
4 |May Cai | 96 |~ - -
photocopy
5 Dién nang KW 15,644 93,862 93,862
(kw)

Ghi cht: Mirc thiét bi trén tinh cho loai KK2, mirc cho céc loai khé khin

khac tinh nhu sau:

KK1 = 0,8 x KK2.
KK3 = 1,3 x KK2.

3. Binh mrc dung cu

Ca/01 hé thong
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Gidm sat Thyc hién Phat hién hanh
lién tuc phan loai vi tan cong
.. | 24/7 cac (triage), lam (brute force,
Thot | "o kien | gidu dit lié hishin
STT Dung cu DVT | han o glau U PRISHINg,
: an ninh | (enrichment), privilege
(thang) | . :
trén toan tuong quan escalation,
hé thong canh bao lateral
(correlation) movement)
1 | Ghé Cai 96 5,033 5,033 30,200
2 | Ban lam viéc Cai 96 5,033 5,033 30,200
3 | Quat tran 0,1 kW Ca 60 0,881 0,881 5,285
4 | Bénneon 0,04 kW | B 36 2,517 2,517 15,100
5 | Dién nang (kw) kW 1,586 1,586 9,513

Ghi chti: Mt thiét bi trén tinh cho loai KK2, mtrc cho cac loai khé khan
khac tinh nhu sau:

KK1=0,8 x KK2.
KK3=1,3 x KK2.
4. Binh muec vat liéu

Giam sat lién tuc
24/7 cac su kién
an ninh trén toan

Thuc hién phan
loai (triage), lam
giau dir lidu

Phat hién hanh
vi tan cong
(brute force,

STT Vat lidu DVT hé thong (enrlchmen‘E), ph}shlng,
tuong quan canh privilege
bao (correlation) escalation,

lateral
movement)
Gidy in A4 Gram - - -
2 | Muc in laser Hop - - -
Muc may A
3 photocopy Hop - - -
4 | Capdétailiéu | Cai - - -

I11. Ung citu va xir Iy sw cd

1. Binh muc lao dong

1.1. NOi1 dung cong viéc

a) Thyc hién playbook phan tmg: DDoS, ransomware, khai thac 16 hong,
lam dung dac quyén.

b) Kich hoat quy trinh escalation dén doi chuyén trach, c6 1ap hé thong
hodc tai khoan nghi ngo.

¢) Ghi nhan va luu trit toan bd chudi sy kién phuc vu diéu tra.

e
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1.2. Phan loai khé khan

Cac yéu té anh huong

Cic yéu td anh Piém , £ Mirc trung .
STT hwéng t6i da Mikc thap binh Mikc cao
1 So luong sy ¢ can 40 ) <5 su ’6—20 sur ,>20 su
ung ctru va muc do co/ngay: 10 | cd/ngay: 25 co/ngay: 40
anh hudng
2 | Mtc do phtc tap 20 Playbook co Playbook Playbook phurc
cua playbook va ban, tan trung binh, | tap, nhicu loai
loai tan cong cong phd | nhiCu loaitan | tan cong &
bién: 5 cong: 10 scenario: 20
3 | Mirc d6 phdi hop 25 Quy trinh Trung binh, Phtre tap,
vl doi  chuyén don gian, it | vai nhom: 15 | nhiéu nhém,
tréllch va c6 lap hé nhom lién nhi¢u phé
thong quan: 5 duyét: 25
4 | Muac do ghi nhan 15 Ghi nhéan co th nhan phi Ghi nhaflp dﬁy
va luu trir chuoi su ban: 5 tict, mot s6 hé d}i, nhiéu h@
kién phuc vy diéu thong: 10 thong & chuan
tra phap ly: 15
Phan loai khé khan
STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. PBinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1| Thyc hién playbook phan tung: DDoS, 2 1 3
ransomware, khai thac 16 hong, lam dung
dac quyén
2 | Kich hoat quy trinh escalation dén doi| 1 1 2
chuyén trach, co6 1ap h¢ thong hodc tai
khoan nghi ngo
3 | Ghi nhan \fél luu trit toan bd chudi su kién 1 1 2
phuc vu diéu tra
2 -
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1.4. Binh muc

STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 Thyc hién playbook pyénq ung: DDoS, | Su cd | 2,0 3,0 4,0
ransomware, khai thac 16 hong, lam dung
dac quyén
2 | Kich hoat quy trinh escalat’ion dén doi| Sucd 1,6 2.4 3,2
chuyén trach, c6 1ap hé thong hodc tai
khoan nghi ngd
3 | Ghi nhén va luu trr toan b chudi su kién | Sucd | 1,8 2,6 3.4
phuc vu diéu tra
2. Dinh muc thiét bi
Ca/01 su cb
Thuc hién ,
playbook phan ISICh hoat a4 | Ghi nhan va
R , trinh escalation s
’ Cong | ung: DDoS, dén doi chuvén luu trir toan
STT| Thiétbi | DVT | suét | ransomware, | Son SO EIWYEN 1 s chudi sy
C s 1% trach, co 1ap hé .
(Kw) khai thac 16 X B kién phuc
2 thong hodc tai 3
hong, lam dung \ . | vudiéutra
2 )\ khoan nghi ngo
dac quyén
i | Maytinhde g g4 0,2 12 0,6
ban
2 | Mayinlaser | Cai 0,6 0 0,053 0,053
3 |Dieuhoa Cai | 22 0,034 0,101 0,101
nhiét do
4 | Dién nang Kw 1,3 6,2 4,2
3. Binh muc dung cu
Ca/01 su cb
Thychien | ehhoatauy | gy sy
\ trinh . ~
playbook phan . | valuu trr
.. , escalation dén N
Thoi ung: DDoS, 46 chuven toan bo
STT Dung cu bVT han ransomware, ; Yl chudi sy
. D X trach, co lap n
(thang) khai thac 16 A 1 A > | kién phuc
2 hé thong hodc A
hong, lam dung | .° \ . | vudiéu
z N tai khoan nghi
dac quyén . tra
ngo
1 | Ghé Cai 96 0,2 1,2 0,6
2 | Banlamviec | Ca | 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
e 2
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4 | bén neon Bo 24 0,1 0,6 0,3
5 | Dién nang kW 0,06 0,38 0,19
4. Binh muec vat liéu
Thuce hién playbook | Kich hoat quy trinh | Ghi nhén va
phan ing: DDoS, | escalation dén do1 | luu trit toan
STT Vat liéu bVT ransomware, khai chuyén t}réch, co0 | bo chuoi su
thac 10 hong, lgm 1ap h¢ thong hoac | kién phuc
dung dac quyén | tai khodn nghi ngod | vu diéu tra
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003
IV. Sin tim mdi de doa
1. Binh muc lao dong
1.1. NOi dung cong viéc
a) Phan tich hanh vi an, 10C, log lich st dé phat hién tAn cong chua duogc
canh bao.

b) St dung ngudn threat intelligence ndi bd va bén tht ba (MISP,
VirusTotal, AlienVault OTX).

c¢) Cap nhat danh sach IOC, YARA rule, pattern nhan di¢n tAn cong moi.
1.2. Phan loai khé khan
Cac yéu té anh huong

Céc yéu to anh | Piém K Mirc trung ,
STT hwéng t6i da Mirc thap binh Mirc cao
1 |Sé lugng log va| 40 <500 501-2000 >2000
IOC can phén I0C/log/ngay | 10C/log/ngay | 10C/log/ngay: 40
tich : 10 : 25
2 | Mtc do phtc tap | 20 Dt liéu s‘fln Mét sb Nhiéu nguén, két
cua threat co, it ngudn: | ngudn, ndi bo | hop ndi bd va bén
intelligence  va 5 + bén ngoai: thtr ba: 20
nguon dir lidu 10
3 | Mtc do cap nhat| 25 Cap nhat co Cap nhat Cap phat toélp hé
I0C, YARA rule, ban, it rule: 5 trung binh, thong, nhi¢u
pattern nhan di¢n mot soO nhom nhom rule &
rule: 15 pattern: 25
4 | Muac 46 ty dong 15 Thu cong, it | Mot phﬁn tu Hoan toan tu
hoéa va tich hop tich hop: 5 dong, tich dong, tich hop
vao SOC hop mot s nhi€u playbook:
playbook: 10 15
2 x
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Phan loai khé khan

STT Mirc do kho khan Khoang diém (K)
1 KK1 K <50
2 KK2 50 <K <80
3 KK3 K=>280
1.3. Dinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1| Phan tich hanh vi an, IOC, log lich sir dé 2 1 3
phat hién tan cong chua dugc canh bao
2 | St dung ngudn threat intelligence ndi bd 2 1 3
va bén thod ba (MISP, VirusTotal,
AlienVault OTX)
3 Cap nhat danh sé}ch I0C, YARA rule, 1 1 2
pattern nhéan di¢n tan cong mai
1.4. Binh muc
STT Danh muc cong viéc bVT | KK1 | KK2 | KK3
1 | Phan tich he‘mh vi an, 10C, log lich st dé I0C/log | 2,0 3,0 4,0
phat hién tan cong chua dugc canh bao
2 | Sir dung ngudn threat intelligence noi bd | Ngudn 1,8 2,6 3,6
va bén thad ba (MISP, VirusTotal,
AlienVault OTX)
3 Cap nhat danh ségh IOC, YARA rule,| Rule/ 1,6 2.4 3,2
pattern nhan dién tdn cong méi pattern
2. Dinh murc thiét bi
Ca/ 10C/log
Phan tich , A Céap nhat
\ . 2 Str dung ngudn .
hanh vi an, threat intelligence danh sach
, Cong | 10C, log lich | 010 85 1 10C, YARA
STT Thiét bi DVT | suat su dé phat L rule, pattern
A A o ba (MISP, A
(Kw) | hién tan cong ) nhan dién
chua duogc VirusTotal, tan con
\ . AlienVault OTX) ong
canh bao moi
| |Maytinhde | g g 0.2 1.2 0,6
ban
2 | Mayinlaser | Cai 0,6 0 0,053 0,053
2 2

112




3 | Piéuhoa Cai | 22 0,034 0,101 0,101
nhiét do
4 | Dién nang Kw 1,3 6,2 4,2
3. Binh mrc dung cu
Ca/ 10C/log
lfhan t'uih Str dung ngudn Cap nhat
hanh vi an, threat .
10C, log | intelligence noi | 1 sach
Thoi | ., .05 | TUTUERIEC IO 10C, YARA
lich str dé b0 va bén thir
STT Dung cu bVT | han LA A rule, pattern
, phat hién tan ba (MISP, SN
(thang) . ) nhén dién
cong chua VirusTotal, tn con
duoc canh AlienVault méi &
bao OTX)
1 | Ghé Cai | g6 0,2 12 0,6
2 | Banlamviee | M | 96 0,2 1,2 0,6
3 | Quat trin Cii | g6 0,035 0,21 0,105
4 | bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
4. Binh muc vat liéu
Phan tich , A Céap nhat
. . 2 Str dung ngudn \
hanh vi an, threat intelligence danh sach
10C. log lich | | 'vs'es ben the |, 1OC
STT Vat liéu bVvT su d§ phat : bzi (MISP YARA rule,
hién tan cong . ! pattern nhan
chua duogc 'VlrusTotal, dién tan
. N AlienVault OTX) .
canh bao cong moi
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003

V. Ra so4t va cai tién
1. Binh muc lao dong
1.1. NO1 dung cong viéc

a) Thuc hién dénh gia sau su c¢d (post-incident review), cip nhat quy tic
SIEM va playbook.

b) Panh gia ning luc phan Gng cua doi SOC, dé xuat dao tao va nang cap
cong cu.

¢) Béo cdo dinh ky két qua van hanh va cai thién kha ning phat hién.

A 2
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1.2. Phan loai khé khan

Cac yéu té anh huong

Y S . Piém Murce Mirc trung .
STT Cac yéu to anh hudng t6i da thip binh Mire cao
1 So luong su cd can déu}h 40 <5 suwchd: | 6-20 su cd: | >20 su cb: 40
gia va quy tac 10 25
SIEM/playbook cap nhat
2 |Muc do phoc tap cua| 20 | Quy trinh | Trung binh, Phirc tap,
playbook va quy trinh danh co ban, it mot sO nhiéu
gia playbook: | playbook: playbook &
5 10 scenario: 20
3 | Mirc d6 danh gia nang lyc | 25 | Don gian, | Trung binh, | Phurc tap, toan
va dé xuat cai tién nhom mot sO SOC, nhicu k¥
nho: 5 | nhom SOC: | nang va cong
15 cu: 25
4 | Muc do lap bao cao dinh | 15 Bé4o cdo | Trung binh, | Chi tiét, toan
ky va cai thién kha nang don gian: | bao cao chi | hé thong, bao
phat hién 5 tiet 1-2 _cao nhiéu
lan/thang: | lan/thang: 15
10
Phan loai khé khan
STT Mirc dd khé khiin Khoang diém (K)
1 KK1 K <50
2 KK?2 50 <K <80
3 KK3 K=>280
1.3. Pinh bién
STT Danh muc cong viéc KS2 | KS3 | KS4 | Nhom
1 | Thuc hién dénh gid sau su qé (post- 2 3
incident review), cdp nhat quy tac SIEM
va playbook
2 | Danh gia nang luc phan ung cua doi SOC, 1 1 2
de xuat dao tao va nang cap cong cu
3 | B4o cdo dinh ky két qua van hanh va cai| 1 1 2
thién kha nang phat hién
2 -
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1.4. Binh muc

STT Danh muc cong viéc bVvT KK1 | KK2 | KK3
I | Thyc hién dinh gia sau sy c6 (post-| Sucd 20 | 3,0 | 40
incident review), cdp nhat quy tac SIEM
va playbook
2 D‘énh ,gié nang lyc phan frpg ctia d6i SOC, | Landanh | 1,6 2.4 3,2
de xuat dao tao va nang cap cong cu gia
3 | B4o cdo dinh ky két qua van hanh va cai | Béo cdo 1,8 2,6 3,4
thién kha nang phat hién
2. Pinh murc thiét bi
Ca/ Bao cao
Thuc hién dér}h Dénh gia Bao cao
gid sau sy ¢cO | nang lyc phan | dinh ky két
ST ’ Cong | (post-incident ing cua doi qua van
T Thiét bi DbVT | suat review), Cé}p SOC, d¢ xuat | hanh va cai
(Kw) nhat quy tac dao tao va thién kha
SIEM va nang cap nang phat
playbook cong cu hién
1 | May tinh dé ban Cai 0,4 0,2 1,2 0,6
2 | May in laser Cai 0,6 0 0,053 0,053
3 | Piéu hoa nhiét d6 | Cai 2,2 0,034 0,101 0,101
4 | Dién nang Kw 1,3 6,2 4,2
3. Binh mrc dung cu
Ca/ Bao cao
Bao ca,io dinh | Bao ca:lo dinh | Bao cé}o dinh
. ky két qua ky két qua ky két qua
Thoi A \ A1 \ A1 \
STT Dung cu DVT han van hanh va van hanh va | van hanh va
' : (th éin ) cai thién kha | cai thién kha | cai thién kha
£ nang phat nang phat nang phat
hién hién hién
1 | Ghé Cai | 9 0,2 1,2 0,6
2 |Banlamviec | €3 | 96 0,2 1,2 0,6
3 | Quat tran Cai 96 0,035 0,21 0,105
4 | Bén neon Bo 24 0,1 0,6 0,3
5 | bién nang kW 0,06 0,38 0,19
e 2
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4. Binh murc vat liéu

Bao cao dinh

Bao cao dinh

Bao cao dinh

ky két qua van | ky két qua van |ky két qua van
STT Vat liéu bVT hanh va cai hanh va cai hanh va cai
thién kha nang | thién kha nang |thién kha nang
phat hién phat hién phat hién
1 |Gidy in A4 Gram 0,015 0,003
2 |Muc in laser Hop 0,015 0,003
2 2
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PHU LUC 1: GIAM SAT AN TOAN THONG TIN CHO THIET BI MANG

TT Tén san phim Ten;n au Dz.mg~l e Mau
bi¢u trir
B4o cdo hang ngay: sb luong ) W
1. |canh bdo, sy ki¢én quan trong, TBM.01 So TBM.01.docx
thiét bi ngung hoat dong
Bao cao hang tudn: muirc st dung ) m‘_I
2. | bang thong, tinh trang backup TBM.02 So TBM.02.docx
cau hinh
Bao cao sy ¢d (theo ISO/IEC ’ ) Wi
3. | 27035): chu6i thoi gian, nguyén TBM.03 So + giay TBM.03.docx
nhan goc, bién phap xu 1y
Bdo cao hang thang: xu hudng ) ) o®
4. |tan cong, IOC, baseline luu TBM.04 SO + gidy TBM.04.docx
lugng
B4o c4o tuan tha ciu hinh, audit , il
5. 10g TBM.05 SO TBM.05.docx
Chi s6 do luong (KPI): thoi gian
phat hién (MTTD), thoi gian xir a®
6. |ly (MTTR), ty I¢ canh béo sai TBM.06 So TBM.06.docx

(false positives), ty 1& thiét bi guri
log




PHU LUC 2: GIAM SAT AN TOAN THONG TIN CHO HA TANG AO HOA
(CLOUD, VIRTUALIZATION)

TT Tén san pham Ten.gn a Di,lng~lu’u Mau
bi¢u trir

Bao cao hang ngay: su kién truy v
1 cap IAM, thay d6i cau hinh ALLO1 8 AHLOT.docx

cloud, canh bao bao mat

container/VM

B4o cao hang tuan: trang thai tai ao®
7 nguyén cloud (CPU, storage, ALLO2 34 AHL02.docx

network), nhat ky audit API, tinh

trang backup snapshot

3. Bao cdo sy cd: chi tiét sy kién

vi pham quyén truy cap, ro ri dir ) ) Wl
3. [liéu, hanh vi bat thuong trén AH.03 So + giay AH.03.docx

VM/container, bién phap khac

phuc

4. Bao cao hang thang: xu hudng

tan cong trén ha tang do hoa, ) ) m'_l
4. |phén tich st dung IAM key, AH.04 So + giay AH.04.docx

thong ké thay doi cau hinh va

baseline bao mat

5. Bdo cao tuan thu: danh gia

chinh sach bao mat cloud (CIS ) a*
5. | Benchmark, ISO/IEC 27017), AH.05 So AH.05.docx

kiém tra luu gitt log va ma hoa

dir ligu

6. Chi s6 do luong (KPI): Thoi

gian phat hién va xu 1y su co

(MTTD, MTTR); Ty 1é su kién o
6. |bat thuong dugc phan tich ty AH.06 So AH.06.docx

dong (automation rate); SO luong

tai nguyén tudn thu baseline bao

mat (% compliant);

2 -




PHU LUC 3: GIAM SAT AN TOAN THONG TIN CHO MAY CHU
(HE BPIEU HANH WINDOWS, LINUX)

TT Tén san phim Ten}n au Dang~lu’u Mau
bi¢u trir
Bfio cei‘o he‘mg ngéy:; déng. nhédp o
1 bat thuong, 101 hé thongz 'dlch vu HDH.01 34 HBH.01 doc
" | dung 4ot ngot, thay doi quyén '
hodc nhém ngudi dung
B4o c4do hang tuan: tinh trang
J K m‘_I
5 C?U/RAM/I/Q, o) luong két HDH.02 34 HDH 02.docx
noi, trang thai ban va va dich vu
quan trong
Bfio céoA sur 5_6: f:hi tiAé't Sl,}’ kiér} o
3 | xam nhap, 161 bao mat, két qua HDH.03 34 + giﬁy HDH.03.docx
forensic (log, memory dump,
snapshot), bién phap khic phuc
Bio c4o hang thang: théng ké xu
huong su cd, muac do tudn thu Wi
4. | hardening, ty 16 may chu da va| HDH.04 S6 + gidy HBH.04.docx
day du, thay d6i cdu hinh bao
mat
Bio cdo tuin thi: d6i chiéu
chuan CIS, NIST, ISO/IEC o™
5. | 27001; kiém tra chinh sach quan | HDH.05 S6 HBH.05.docx
1y tai khoan, luu trlt va ma hoa
log
Chi s6 do luong (KPI): Thoi
gian phat hién va xtr 1y su cb
(MTTD, MTTR); Ty 1&¢ may chu o*
6. |cap nhat ban va dung han; Sb HDH.06 Sb HDH.06.docx

luong canh bdo sai (false
positives); Ty 1€ may chu gui log
va tuan thu baseline bao mat




PHU LUC 4: GIAM SAT AN TOAN THONG TIN CHO UNG DUNG
(WEB, ERP, CRM, API, EMAIL)

TT Tén san phim Ten;n au Dang~lu’u Mau
bi¢u trir

Bao cao hang ngay: s6 luong ) a*
1. | truy cép, lo1 Gmg dung, canh bao UD.O1 S6 UD.0T.docx

WAF/API, dang nhap bat thuong

Béo cdo hang tudn: trang thai , Wi
2. | hoat dong tng dung, hiéu suat UD.02 So UD.02.docx

API, ty 18 16i va phan hoi cham

Béo céo su cb: chi tiét khai thac

16 hong, tin cong brute force . . v

L2 > } > . 0 + oil UD.03.docx

3 phishing, ro ri dit liéu; bién phap UD.03 S0+ gidy .

xu ly

Eéo cao hang thz’;lgg: thong ké Xu a®

udng tan cong, hi¢u qua quy tac L, A UD.04.d

% | WAF, y 1& giao dich nghi ngo, | UP0% | S0t ey

danh gia bado mat API

Bio cdo tudn thu: ddi chiéu $

OWASP Top 10, ISO/IEC o=
5. o UD.05 sé UD.05.docx

27034, GDPR (néu c0), ki€ém tra

chinh sach PII va ma hoa log

Chi s6 do luwong (KPI):

MTTD/MTTR (thoi gian phat

hiqén va khac phuc); So6 luong 16 ) m‘_I
6. |hong dugc va dung han; Ty I¢ UD.06 So UD.06.docx

canh bdo dung (true positives);
Ty 1¢ log tng dung dugc thu
thap va phan tich day du




PHU LUC 5: GIAM SAT AN TOAN THONG TIN CHO CO SO DU LIEU

TT Tén sin phim Ten.gn a Dz,mg~lu’u Miu
bicu trir
Bao cao hang ngay: dang nhép ) o
1. | bat thuong, truy van 161, thay doi CSDL.01 So CSDL.0T.docx
cau tric hodc quyén truy cap
B4o c4do hang tuan: tinh trang ) a*
2. | hiéu nang DB, lich | CSDL.02 So CSDL.02.docx
backup/restore, log audit
Béo cdo su cb: chi tiét truy van ) ) Wl
3. | phd hoai (DROP/DELETE), r0 ri CSDL.03 So + giay CSDL.03.docx
dir liéu, bi¢n phap khoi phuc
Béao céo hﬁng (‘;}}é}ng: Xu hllllérng o
truy cap, thay doi quyén, thong AL ik CSDL.04.docx
4 ké hi¢u nang, kiém tra tuan thu CSDL.04 S0+ gidy >
chinh sach luu trix
Bio cao tuan thi: ddi chiéu
chuan bao mat co sé duo liéu ) m‘_I
5. [ (CIS Benchmark, ISO/IEC CSDL.05 So CSDL.05.docx
27001, PCI DSS), danh gia trang
thai ma hoa va quan ly quyén
Chi s6 do luong (KPI): Thoi
gian phat hién va xt ly sy co
(MTTD, MTTR); Ty 1€ backup -
thanh cong va khdi phuc thi -
6. anh cong va Khol phwyc thu | ~gpy g ) CSDL.06.docx

nghiém; Ty 1€ phat hién truy van
bat thuong; Ty 18 co s dit liéu
tuan thu baseline bao mat va ma
hoa




PHU LUC 6: GIAM SAT AN TOAN THONG TIN CHO NGUGI DUNG

TT

Tén sdn pham

Tén mau
bicu

Dang luu
trir

Mau

Béao cao hang ngay: Dang nhdp
bat thuong (khac vi tri, ngoai
gi), that bai ding nhap/MFA
lién tuc, thay d6i mat khau/dic
quyén ngudi ding

USER.O1

(wid

USER.01.docx

Bio cdo hang tuan: Thong ké
hanh vi nguoi dung dic quyén,
tong hop truy cap dir liéu nhay
cam, trang thai xac thuc
MFA/SSO, tai khoan khong hoat
dong

USER.02

o)

USER.02.docx

Bao cdo sy cb: Chi tiét su kién
chiém quyén tai khoan, vi pham
chinh séch truy cap, ro ri dir li¢u
ndi bd do nguoi dung; bién phap
khic phuc

USER.03

Sé + gidy

wd

USER.03.docx

Bé4o cdo hang thang: Xu hudng
hanh vi bat thuong (UEBA),
danh gia tai khoan dic quyén,
thong ké két qua kiém tra
phishing, ra soat tai khoan khong
hoat dong

USER.04

Sb + gidy

(wid

USER.04.docx

Bio cdo tuan thu: DSi chiéu
chinh sich IAM vdéi1 ISO/IEC
27001 (A.9, A.11), NIST CSF;
kiém tra viéc ap dung MFA, va
chinh sach quan Iy mét khau

USER.05

o)

USER.05.docx

Chi s6 do luong (KPI): Thoi
gian phat hién va xir 1y su cb
(MTTD, MTTR); Ty 1€ tai khoan
c6 MFA; Ty I¢ nguoi dung vi
pham chinh sach mat khau; Ty I¢
hanh vi bat thuong dugc UEBA
phat hién chinh xac

USER.06

wd

USER.06.docx




PHU LUC 7: GIAM SAT AN TOAN THONG TIN CHO TOAN BO HE

THONG (SOC - TRUNG TAM PIEU HANH AN NINH MANG)

TT Tén san pham Ten.gn a Di,lng~lu’u Mau
bi¢u trir
Bveio cé}o héngmngéy:.sé ‘lu(,?‘ng v
1 canh baf)Z sy klc_:nknghl ngo, tmh SOC.01 8 <OC.01 doc
trang thiét bi/ngudn log, hanh vi
dang chu y
Bio cdo hang tuan: thong ké -
tc do canh béo, top 10 méi d o
7 muc QAcan : ao, %p ,IHO{A © SOC.02 SH SOC.02.docx
doa, hiéu qua quy tac pbat hién,
tinh trang phan ung sy co
B4o cdo su cb: chi tiét chudi su
kién, phén tich nguyén nhan gbc o Wl
3. | (root cause), tac dong va bién SOC.03 So + giay SOC.03.docx
phép khac phuc theo ISO/IEC
27035
Bao cao h}flpg tll(lérll(g):CXI}ll .hué‘ng v
tan cong, thong ké , hiéu qua £ gk 0C 04.docx
4 threat hunting, ty 1¢ canh béo S0C.04 50+ gldy >
chinh xac
Bao cdo tuan thu: d6i chiéu tiéu
chudn van hanh SOC (ISO/IEC , Wl
5. 27035, NIST 800-61, MITRE SOC.05 S6 SOC.05.docx
ATT&CK), kiém tra day du
nguon log
Chi s6 do ludng (KPI): MTTD,
MTTR (thoi gian phat hién va
xtr 1y); Ty 1€ canh bdo chinh xéc 5
L. J (W il
6. (true positive rate); SO lugng su SOC.06 34 SOC.06.docx

cO dugc phat hién chu dong qua
threat hunting; Ty [¢ hé
thong/thiét bi gui log diy du veé
SIEM
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